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1 Overview

The goal of this paper is to evaluate the security concerns for V1, identify the absolutely required features for V2, and propose a means to implement these features. We outline some of the concerns of registry users first. The registry security risks, based on these concerns, are listed next. A list of action items (counter measures) to address the security risks of the registry are at the end, along with a list of issues.

1.1 Security Related Issues with V1

The broad issues related to security in version 1 of ebXML Registry are the following.

1. There is lack of specificity on how to apply security standards. E.g., Digital Certificates.

2. Some of the security risks are addressed but are costly or difficult to implement. E.g., Digital Signature for authentication of all Registry Users may not be necessary for some Registry Users such as Registry Guest.

3. Some security risks are not addressed in this specification at all. E.g., Security Policy maintenance.

4. Version 1 needs to be aligned with other security related OASIS TCs and/or other relevant standards. E.g., XACML

The major goal of this paper is to identify the absolutely necessary features for V2 and suggest a proposal for providing those features.

We describe the actors who use the registry and analyze the security concerns of the registry below. This analysis leads up to the security requirements for V2.

2 Registry Users

Registry Guest: Reads from the registry, and has no contract with registry

Registry Reader: Reads from registry as per a prior contract with registry.

Registry Publisher: Creates/modifies content in the registry as per a prior contract with registry

Registry Administrator: Evaluates and enforces registry security policy. Facilitates definition of the registry security policy.

Registry Client: Registry Guest, Registry Reader, or Registry Publisher

Registry Owner: The creator of a certain content “owns” that content

3 Security Concerns

The security risks broadly stem from the following concerns.

1. Is the content of the registry (data) trustworthy?

a) How to make sure “what is in the registry” is “what is put there” by a registry publisher?

b) How to protect data while in transmission? What are the most critical types of data?

c) Is the content up to date?

d) How to ensure only bona fide publishers add contents to registry?

e) How to ensure that bona fide publishers add contents to registry only at authorized locations?

f) What if the publishers deny modifying certain content after-the-fact?

g) How to ensure integrity of classification schemes as well as dynamic data (classification & association)

2. How to provide selective access to registry content?

a) How does a registry publisher restrict access to the content to only specific registry readers?

b) How can a registry publisher allow some “partners” (fellow publishers) to modify content?

c) How to provide selective access to partners the registry usage data?

d) How to prevent accidental access to unsolicited data? Especially with hw/sw failure of the registry security components?

3. How do we make “who can see what” policy itself visible to limited parties, even excluding the administrator (self & confidential maintenance of access control policy) 

4. How to transfer credentials?

a) How to transfer credentials (authorization/authentication) to federated registries? 

b) How do aggregators get credentials (authorization/authentication) transferred to them?

c) How to store credentials through a session?

d) How to store and use credentials for queries triggered by a single query?

5. How to bind the registry security mechanisms to security infrastructure?

4 Registry Risks

The broad risks and their severity (1-low to 10-high) are listed below. The severity is separated into private/public registry categories. 

A public registry is defined as a registry that is accessible to anybody in the Internet without a prior contract. A private registry, in contrast, requires a prior contract to access it.

Risk
Addresses Concern
Severity



Public Registry
Private Registry

Content Integrity
1
10
10

Read Access Restriction
2a
8
8

Write Access Restriction
2b
8 – it may not be practical to maintain audit data
5 – because with audit records, any malicious activity can be detected

Usage Data Restriction
2c
?
7

Self maintenance of security policy 
3
1
5

Credentials Transfer
4
5
5

Binding to Security Infrastructure
1-4
5
8

Denial Of Service attacks
Availability
8
1

5 Addressing the Risks

5.1 Risk Management in Current Specs

Section 9 of [ebRS] describes the current techniques to address the risks outline earlier. We briefly outline the current techniques and which risks they manage.

5.1.1 Current Techniques

Refer to the table in Section 3.

Concern
Techniques
Issues

1a: How to make sure “what is in the registry” is “what is put there” by a registry publisher?
1. Message Payload Signature [Sec 9.1.1]


1. Costly to process and maintain. Instead:

(a)  signature for packages?

(b) Signature for envelopes only, and signature discarded

2. Not clear on the definition of “contents”

1b: How to protect data while in transmission? What are the most critical types of data?


1. Message Payload Signature [Sec 9.1.1]
1. Same as 1a. above.

2. Confidentiality requires encryption of transmitted data

1c: Is the content up to date?
NA
1. Versioning not  included in signing

1d: How to ensure only bona fide publishers add contents to registry?


1. Digital signature and trust management based authentication
1. 

1e: How to ensure that bona fide publishers add contents to registry only at authorized locations?
NA


1f: What if the publishers deny modifying certain content after-the-fact?


1. Only the publisher can modify the content


1g: How to ensure integrity of classification schemes as well as dynamic data (classification & association)
NA


2a: How does a registry publisher restrict access to the content to only specific registry readers?


1. An access control policy
1. Only default access control policy that allows authenticated Registry Clients unlimited access to the content 

2. RS did not have interfaces to manipulate access control policy

3. Current granularity of access control is at the method level – better if we can restrict the methods to create/update/version/delete

2b: How can a registry publisher allow some “partners” (fellow publishers) to modify content?
1. An access control policy
1. Same as 2a

2c: How to provide selective access to partners the registry usage data?
NA


2d: How to prevent accidental access to unsolicited data? Especially with hw/sw failure of the registry security components?
NA


3: How do we make “who can see what” policy itself visible to limited parties, even excluding the administrator (self & confidential maintenance of access control policy) 
NA


4a: How to transfer credentials (authorization/authentication) to federated registries? 
NA


4b: How do aggregators get credentials (authorization/authentication) transferred to them?
NA


4c: How to store credentials through a session?

1. No session concept at this time- so not an issue

4d: How to store and use credentials for queries triggered by a single query?
NA


5: How to bind the registry security mechanisms to security infrastructure?
1. Trust management services are mentioned
1. No clear guidelines on  how to use the services

5.2 Newer Version of Security

We describe below how the newer version of security would address the same security concerns discussed earlier. We need to prioritize which of the risks to be addressed for the next version. Below is the table that outlines the prioritized list. 

Legend:

Type in the table enumerates as follows:

Type A) Absolutely required for V2. Belongs to “bug fix” category to V1

Type B) Absolutely required for V2. New for V2, not considered for V1.

Type C) Having this feature will give V2 competitive advantage. Neither Type A or Type B.

Type D) Nice to have in V2 – will make V2 really convenient to use and rich.

Concern
Techniques
Issues
Type

1a: How to make sure “what is in the registry” is “what is put there” by a registry publisher?




1b: How to protect data while in transmission? What are the most critical types of data?






1c: Is the content up to date?




1d: How to ensure only bona fide publishers add contents to registry?






1e: How to ensure that bona fide publishers add contents to registry only at authorized locations?




1f: What if the publishers deny modifying certain content after-the-fact?






1g: How to ensure integrity of classification schemes as well as dynamic data (classification & association)




2a: How does a registry publisher restrict access to the content to only specific registry readers?






2b: How can a registry publisher allow some “partners” (fellow publishers) to modify content?




2c: How to provide selective access to partners the registry usage data?




2d: How to prevent accidental access to unsolicited data? Especially with hw/sw failure of the registry security components?




3: How do we make “who can see what” policy itself visible to limited parties, even excluding the administrator (self & confidential maintenance of access control policy) 




4a: How to transfer credentials (authorization/authentication) to federated registries? 




4b: How do aggregators get credentials (authorization/authentication) transferred to them?




4c: How to store credentials through a session?




4d: How to store and use credentials for queries triggered by a single query?




5: How to bind the registry security mechanisms to security infrastructure?




6 Deliverables

1. Outline techniques for the chosen risks that we want to counter for V2

2. Create a security process model for each activity associated with the registry.

3. Identify elements of a security policy that may vary from registry to registry yet will allow interoperability

7 Issues

1. Identifying exactly what we would do for V2 in Table 2.
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