Meeting Notes: Registry Security Subteam : 09/17/01

Attendees:


Suresh Damodaran


Farrukh Najmi


Sanjay Patel


Sekhar Vajjhala

Met for 1hr 45mts

The last week is a lost week due to the tragedy, and our deadlines get extended to another week (09/24).

Original schedule was:

> we target Sept 17 to get the final cut (internal to security

> team) of 1, 2

> and an early draft of 3 & 5, and a proposal for 4
The deliverables are as follows:

> 1. Security Risks document (all) 

> 2. Application of XMLDSIG to Registry use cases (data integrity,

> authentication) (Sekhar)

> 3. Cookie cutter access control policies (Sekhar, Farrukh, Suresh)

> 4. Updated RIM and RS to apply (Farrukh)

> 5. Security profile content (all)
Status Updates:

Suresh will merge the use cases from Sanjay with the Risks document

Sekhar will send the XMLDsig application doc by 09/19/01

Due to time constraint we will drop cookie cutter policies from Version 2

Updating RIM and RS is a downstream task

Access to Registry profile – RS 1.0 already has a way to get a Registry profile (Farrukh)

Registry profile is dependent on CPP specs – this item may be dropped from V2 specs (Suresh – I am not sure what we decided). The scope of registry profile is limited to the case when a Registry Client is accessing a registry (as opposed to another Registry that might be more tightly integrated – does not rule out the case when the other registry behaves as a Registry Client). Publishing the security policy is another open  issue without a resolution now.

Discussion of Use cases:

Based on Sanjay’s latest draft.

· Replay attack cannot be thwarted by dsig alone. Therefore, dsig assures only data integrity and does not allow peer authentication. (Suresh – as an afterthought, since adding time stamp/nonce to the doc can prevent replay, why don’t we state that the specific implementations may use these to prevent replay attacks? Actually, why is this an issue since we are NOT concerned with who submitted the data, rather who created the document – in this case the Registry Content)

· Registration of a user is done out of band

· How to avoid man-in-the-middle attack while accessing info from the registry: Use two signatures, one by the registry and another by the creator of the document. Since registry is a known entity, the registry signature should reveal any mid-transport corruption of the document. The creator of a RegistryObject is available from the Organization attached to the RegistryObject (which has the DUNS number etc.)

· Whether we use alternate means of authentication (such as id/pwd) instead of dsig is an open issue to be debated over the email list – using dsig always is not a feasible proposition.

· Audit trail should reveal who created a certain piece of Registry content

