9.7 Access Control 

The Registry must create a default AccessControlPolicy object that grants the default permissions to Registry users (as defined in Section 5.3 of this document) to access Registry Objects based upon their assigned role. The following table defines the Permissions granted by the Registry to the various pre-defined roles for Registry users. 
Table 1: Role to Permissions Mapping 
	Role
	Permissions

	ContentOwner
	Access to all methods on Registry Objects that are owned by the actor who is assigned this role. 

	RegistryAdministrator
	Access to all methods on all Registry Objects

	GuestReader
	Access to some read-only (getXXX) methods on some Registry Objects (read-only access to some content) as defined in the default access control policy.


The mapping of actors listed in Section 5.3 and their default roles in the following table.

Table 1: Default Actor to Role Mappings

	Actor
	Role

	Submitting Organization

Responsible Organization
	ContentOwner

	Registry Administrator

Registration Authority 
	RegistryAdministrator

	Registry Guest
	GuestReader

	Registry Reader
	GuestReader


The Registry must implement the default AccessControlPolicy and associate it with all Objects in the Registry. The following list summarizes the  role-based AccessControlPolicy:
· Anyone can publish content, but MUST  be a Registered User
· Any Registry Client can access the content without requiring authentication. However, unauthenticated clients can only access some read-only (getXXX) methods permitted for GuestReader role. The Registry must assign the default GuestReader role to such Registry Clients.
· The Submitting Organization has access to all methods for Registry Objects created by it . This version of the specification does not distinguish Submitting Organization  and Responsible Organization, and assumes that the Submitting Organization is also the Responsible Organization.
· The Registry Administrator and Registry Authority have access to all methods on all Registry Objects.
· 
· At the time of content submission, the Registry must assign the default ContentOwner role to the Submitting Organization (SO) as authenticated by the credentials in the submission message. In the current version of this specification, the Submitting Organization will be the DN (Distinguished Name) as identified by the certificate.
· A Registry Reader can access some read-only (getXXX) methods on some Registry Objects (read-only access to some content) as defined in the custom access control policy agreed upon in a contract between the Registry and Registry Reader. Such access MAY be a superset of access granted to the GuestReader role.
