Security Aspects of Use Cases: ebXML Registry V3.0
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This is a call for submission of use cases that address security aspects of  ebXML Registry Specification V3.0. The goal of this call is to get a good understanding of the security concerns in the use of the registry. 

There are three major considerations behind the following questions:

1. In V2.0, RO (Responsible Organization) and SO (Submitting Organization) are assumed to be the same entity. In V3.0, however, they could be different entities.

2. Registry may be a trusted entity or a non-trusted entity

3. A Registry Client may get Registry Content independent of the Registry but would like to use the Registry for security verification.

Here is a table that you need to fill in after reading through the questions below. The case numbers correspond to the questions. 

Priority == how important is this security feature for your registry (its  priority for addressing in V3? - 10 max).

Frequency == how frequently will this feature be used in your registry/your opinion (10 max.),

Comments == justification for priority & frequency

	Case
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(0..10)
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(0..10)
	Comments
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	7b
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The security concerns of particular interest for the registry security team would be the following. Your response could be answering these questions by filling the table above and/or adding new concerns and issues.

1. Should the integrity of ALL Registry Contents be ensured? In other words, could there be some Registry Contents whose integrity is not much of a concern.

2. Repeat question 1 with s/Registry Content/Registry Object/

3. Repeat question 1 with s/integrity/authenticity/

4. Is it possible for registry to be deployed in a secure environment where the integrity of the contents (Registry Contents and Registry Objects) of registry is guaranteed by the registry host (Registration Authority)? [SD: There are couple of cases when this case can arise: (1) when a Registry is deployed in an Intranet (2) when the Registry authentication and authorization is guaranteed by  means outside of Registry (say, userid/pwd combo)]

5. Trusting RA – two cases:

a. Registration Authority (RA) is trusted: In this case, RA will need to ensure the integrity/authenticity of the registry contents by its signature. What about the signature/encryption of the content – should RA validate signature, resign it/ decrypt and then encrypt as originating from RA? Is it important to keep the “Originator” information intact on a Registry Content? 

b. RA is not trusted: In this case, RO/SO will have to sign the submitted content and the messages used for life cycle management (Submit, Approve, Deprecate, Remove)

6. Authorization policy:

a. Will the authorization policy of a Registered User be per contract negotiated between Registry and SO, or 

b. Will SO submit an authorization policy for it when it accesses Registry for the first time? (In this case, we need a bootstrap authorization policy)

c. Is it important for the authorization policy to be in any specific format?

d. When RA is not trusted. In this case, does RO define the access control policy, or SO define the ACP? Or, either?

e. When RA is trusted, what are the default policies?

f. Extra-mural relationships & authorization. Who defines the authorization policy?

7. The following are some interesting content transfer models possible (a content transfer model describes how a Registry Content goes from one Registry Client (RC) to another).

a.  RO( SO(RA(RC (all the Registry Contents submitted together in one Submit by RO is delivered to RC)

b. RO(SO(RA(RC1

RO(SO(RA(RC2

…

RO(SO(RA(RCn

(the Registry Contents that are submitted together are dispersed to different Registry Clients, where each RCi does not require/get all the contents submitted by SO)

The question is, which one would be more prevalent, and we should address first. The second case would require different solutions based on RA is trusted or not.

8. In this case, an RC already has the content, but would like to make sure its content is not tampered with (has integrity). RC sends the integrity info (signature) with a ContentID of the content to the Registry, which verifies that the content is not tampered with.

9. Any other use cases? (add new rows to the table)

