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Figure 1: XACML Info Model annotated for ebXML Registry

Issues

· The two areas of IPR issues iareObligations and Digital Rights Management. We can avoid both areas easily.

· Should we define a normative rather than non-normative binding to XACML PolicySet? I think so.

Potential Access Control Information Model

Note how much simpler XACML makes our Access Control Model (currently called Security Information Model in RIM).

· Xacml:PolicySet replaces Principal, Role, Group, Identity, Permission, PrivilegeAttribute in old model

· AccessControlPolicy retained as a level of indirection with XACML to provide RegistryObject attributes and making the PolicySet referenceable.

· Need some examples for typical use cases in XACML Policy/Rule terms
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Figure 2: Revised ebXML Registry Access Control Model

Potential Custom Access Control API

Read my lips “NO NEW API” (
· Since AccessControlPolicy is a RegistryObject it can be submitted via existing SubmitObjectsRequest. Same is true for deprectaion and removal.
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