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OASIS Rights Language:
URL:  http://www.oasis-open.org/committees/rights/
Description:  Defining the industry standard for a digital rights language that supports a wide variety of business models, and has an architecture that provides the flexibility to address the needs of the diverse communities that have recognized the need for a rights language.
TC Inception:  March 2002  
Specification Status:  Specification still in progress

General Information:

· Uses ContentGuard’s XrML (eXtensible Rights Markup Language) as its basis
· The need for a standard rights language has been recognized in a number of organizations that develop technical standards for different types of content in many different domains; for example:
· Open eBook Forum
· MPEG
· TV Anytime 
· Digital Video Broadcasting (DVB)
· NewsML

· Additionally, such fields as healthcare (HIPPA compliance) and financial services (SEC regulations compliance) have now recognized the need for the ability to express usage and access rights for documents, records, and services
· XrML:  “The Digital Rights Language for Trusted Content and Services”
· XrML provides a universal method for securely specifying and managing rights and conditions associated with all kinds of resources including digital content as well as services
· XrML employs standards such as XPath and XSLT, with XML Signature and XML Encryption used for authentication and protection of the rights expressions
· XrML concepts:

· The single most important concept in XrML is the License
· A License is conceptually a container of Grants, each of which conveys to a particular Principle the sanction to exercise some identified Right against some identified Resource, possibly subject to the need for some Condition to first be fulfilled
· A License may be digitally signed by the party who issued it, signifying that the License issuer authorizes certain Grants

· W3C Open Digital Rights Language (ODRL) – a “similar” standard: http://www.w3.org/TR/odrl/
OASIS Security Assertion Markup Language (SAML):
URL:  http://www.oasis-open.org/committees/security/
Description:  SAML is an XML-based security standard for exchanging authentication and authorization information

TC Inception: December 2000

Specification Status:  SAML 1.0 Specification Set is at OASIS Standard maturity level as of November 2002

General Information:

· SAML is an XML-based framework for exchanging security information
· One major design goal for SAML is Single Sign-On (SSO) - the ability of a user to authenticate in one domain and use resources in other domains without re-authenticating

· With SAML, security information is expressed in the form of assertions about subjects, where a subject is an entity (either human or computer) that has an identity in some security domain
· A typical example of a subject is a person, identified by his or her e-mail address in a particular Internet DNS domain
· Assertions can convey information about:

· Authentication:  Indicates that the specified subject was authenticated by a particular means at a particular time 

· Authorization Decision:  Indicates whether a request to allow the specified subject to access the specified resource has been granted or denied

· Attributes:  The attributes with which a subject is associated

· A single XML-represented assertion may contain several different internal statements about authentication, authorization, and attributes
OASIS Extensible Access Control Markup Language (XACML):
URL:  http://www.oasis-open.org/committees/xacml/


Description:  XACML is an XML specification for expressing policies for information access over the Internet

TC Inception: April 2001
Specification Status:  XACML Specification 1.0 (Revision 1) was approved as an XACML Committee specification in December 2002; submitted to OASIS Board in December 2002 for consideration as an OASIS Standard

General Information:

· XACML is an XML-based language for expressing security policy
· The complete policy applicable to a particular decision request may be composed of a number of individual rules or policies
· For instance, in a personal privacy application, the owner of the personal information may define certain aspects of the disclosure policy, whereas the enterprise that is the custodian of the information may define certain other aspects

· In order to render an authorization decision, it must be possible to combine the two separate policies to form the single policy applicable to the request
· Another description:  In many applications, it is necessary to base an authorization decision on data contained in the information resource to which access is requested
· For instance, a common component of a privacy policy is that a person should be allowed to read records for which he or she is the subject

· The corresponding policy must contain a reference to the subject identified in the information resource itself
· XACML defines several combining algorithms that can be used for arriving at an authorization decision
· The rule-combining algorithm defines a procedure for arriving at an authorization decision given the individual results of evaluation of a set of rules
· The policy-combining algorithm defines a procedure for arriving at an authorization decision given the individual results of an evaluation of a set of policies

· For example, in a “deny-override” rule-combining algorithm, if a single rule element is encountered that evaluates to “Deny”, the combined result is “Deny” regardless of the evaluation result of the other rule elements
· Similarly, in a “permit-override” policy-combining algorithm, if a single policy element is encountered that evaluates to “Permit”, the combined result is “Permit” regardless of the evaluation result of the other policy elements
