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WS-I Basic Security Profile (BSP) 1.0 Summary

Purpose of This Document
This purpose of this document is to provide a summary for the OASIS/ebXML Registry TC of the WS-I Basic Security Profile (BSP) 1.0, to support the objective of compliance with the Profile. It is based on the BSP 1.0 Working Group Draft, 2004/05/12, which is available at http://www.ws-i.org/Profiles/BasicSecurityProfile-1.0-2004-05-12.html. A companion document called “WS-I Basic Security Profile (BSP) 1.0: Statement Summary/Registry Spec Status” has also been created which provides a summary of statements within the Profile, as well as a mechanism that the OASIS/ebXML Registry TC can use to help ensure compliance with the Profile both initially and going forward.
Overview of WS-I BSP 1.0
The WS-I Basic Security Profile 1.0 provides clarifications to, and amplifications of, various security-related specifications for the goal of promoting interoperability. That is, it addresses those areas within its referenced specifications in which there are implementation choices, and prescribes requirements that, when followed by adopters of the specifications that need to interoperate, promote a greater degree of interoperability.
The Profile covers specifications in the following categories:

· Transport Layer Security (HTTP over TLS)
· SOAP Message Security (OASIS Web Services Security)
· XML Signature (W3C XML-Signature Syntax and Processing, OASIS Web Services Security)
· XML Encryption (W3C XML-Signature Syntax and Processing, OASIS Web Services Security)
· Algorithms (no specification given – but covers general SSL/TLS algorithms)
Example Statements

The following are example statements for each of the above categories extracted from the Profile, for demonstration purposes:

· Transport Layer Security:

· “A SECURE_ENVELOPE SHOULD NOT be transmitted in an HTTP message containing a SOAPAction header in order to prevent processing based on this potentially unsecured value.”
· SOAP Message Security:
· “Any wsse:BinarySecurityToken in a SECURE_ENVELOPE MUST have an EncodingType attribute.”
· XML Signature:
· “XML Signatures in a SECURE_ENVELOPE MUST NOT be Enveloping Signatures as defined by the XML Signature specification.”
· XML Encryption:
· “For each encryption step that produces an xenc:ReferenceList a SECURE_ENVELOPE MUST contain a separate wsse:Security/xenc:ReferenceList element for each key used in that encryption step.”
· Algorithms (no specification given – but covers general SSL/TLS algorithms)
· “A TLS-capable INSTANCE that is not FIPS compliant MUST support TLS_RSA_WITH_3DES_EDE_CBC_SHA”
Conformance to WS-I BSP 1.0

Conformance to the Profile is defined by adherence to a set of requirements for a specific target, within the scope of the Profile. A “target” in the context of the Profile is an artifact such as a WSDL description or a SOAP message. Wherever possible, the Profile places requirements on artifacts rather than the producing or consuming software’s behavior or roles, since artifacts are concrete and therefore easier to verify, which makes conformance easier to understand and less error-prone. Statements that are requirements (versus clarifications) are identified within the “WS-I Basic Security Profile (BSP) 1.0: Statement Summary/Registry Spec Status” document in a manner that is described within that document.
The following are the levels of conformance that the Profile describes:

· Conformance of Artifacts: The most basic level of conformance. An instance of an artifact is considered conformant when all of the requirements that are associated with it are met. A message is considered conformant when all of its contained artifacts are conformant with all statements related to SECURE_ENVELOPE or SECURE_MESSAGE as appropriate in the Profile.
· Conformance of Message Senders: A Sender is considered conformant when all of the messages it produces are conformant and its behavior is conformant with all statements related to SENDER in the Profile.
· Conformance of Message Receivers: A Receiver is considered conformant when it is capable of consuming conformant messages containing the artifacts that it supports and its behavior is conformant with all statements related to RECEIVER in the Profile. Additionally:
· A conformant Receiver need not accept all possible conformant messages
· A conformant Receiver may choose not to support artifacts that provide unneeded or undesired functionality. 
· When a Receiver supports a specific artifact, and the Profile contains statements related to that artifact, a conformant Receiver must accept all required conformant forms of that artifact
The reader should now review the “WS-I Basic Security Profile (BSP) 1.0: Statement Summary/Registry Spec Status” companion document.
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