Requirements SC Meeting

Date: January 29, 2003

Time: 11:00 – 12:00 PM EDT

Roll Call

Hari Reddy, ContentGuard

Anne Anderson, Sun Microsystems

Aaron Burstein, Samuelson Law, Technology & Public Policy Clinic

Robin Cover, Individual

Cory Doctorow, Individual

Patrick Durusau, Society of Biblical Literature

Brad Gandee, ContentGuard

Brian LaMacchia, Microsoft

Harry Piccariello, ContentGuard

Lisa Rein, Individual

Agenda:
1.Review open action items
2. Continue discussion on the Samuelson Law Clinic Use Cases

3. Continue the discussion on reviewing the RLTC Requirements document now at revision 16.
http://www.oasis-open.org/committees/rights/documents/subcommittee/requirements/analysis-wip/Rev16/RLTC%20Requirements%20Rev%2016.doc
	Action
	Date 
	Assigned
	Description/Resolution

	
	Issued
	Status/

Date
	
	

	1
	10-02-02
	Closed/
10-30-02
	Lisa Rein
	D: Provide reference to the comment that “most rights expression languages to date have rights and permissions” to the email list

R: Lisa stated that she was incorrect. Lisa will provide list with information by 10-23-02.

	2
	10-02-02
	Closed/ 10-16-02
	Lisa Rein
	D: Provide list of “10 words” to discuss on email.

R: Will add to the list provided by Deirdre and Aaron

	3
	10-02-02
	Closed/

10-02-02
	Thomas DeMartini
	D: Provide the two clarifying questions resulting from the email analysis by Thomas and Patrick

R: email sent to SC list on 10-02-02

	4
	10-02-02
	Closed/

10-16-02
	Deirdre Mulligan
	D: Provide a list of terms to be defined on email

R: Sent to list on 10-16…not needed in light of Action 8.

	5
	10-02-02
	Closed/ 10-02-02
	Peter Schirling
	D: Post comment on parallel systems to the email list

R: John Erickson responded on email list.

	6
	10-02-02
	Closed/

10-16-02
	Aaron Burstein
	D: Provide information on schedule to the email list.

R: Provided a synopsis of the OASIS TC Process. There was misunderstanding by the group…several members were expecting a suggested schedule which was not Aaron’s understanding.

	7
	10-02-02
	Moved to Action 11


	Deirdre Mulligan
	D: Provide a list of issues regarding a “general expression language” referencing the Sameulson submission to the email list

R: Aaron sent response to the list on 10-11-02…SC would like more information…Moved to Action 11

	8
	10-09-02
	Closed/

10-15-02
	Parama
	D: Provide an Introduction to the Requirements Document to clarify the scope and the terminology used in the Requirements Document.

R: Parama sent Draft Introduction to the SC list on 10-15-02

	9
	10-16-02
	Closed/

10-17-02
	John Erickson
	D: Provide input to Action 8 with respect to permissions.

R: John made the addition and sent it to the list on 10-17-02

	10
	10-16-02
	Closed/

10-17-02
	Hari Reddy
	D: Update the Requirements Document upon receiving final input from Action 8 and 9.

R: Done…updated as Requirements Rev 14.

	11
	10-23-02
	Closed/
10-30-02
	Deirdre Mulligan and Brian LaMacchia
	D: Clarify expressions not mathematically expressible in the current language

R: Will meet on 10-24 or 10-25 and report back to the SC on 10-30-02. 

	12
	10-30-02
	Closed/ 11-06092
	Req SC
	D: Submit any comments on the RLTC Requirements Introduction by 11/6/02.

R: No comments were posted. No objections were noted in the 11-06-02 call. SC has decided to agree on the Introduction.

	13
	10-30-02
	Closed
	Deirdre Mulligan
	Submit schedule proposal for reviewing examples or use cases.

R: Examples submitted 01-15-03

	14
	11-06-02
	Done
	Req SC
	Review the Requirements Document against the Introduction. Comments are due before the 11-12-02 meeting.

	15
	11-06-02
	Done
	Hari Reddy
	Update Requirements Document and send to SC to review

	16
	11-20-02
	Closed
	Thomas DeMartini
	Submit descriptive example to be placed into the texts for SX15 and R25.

	17
	11-20-02
	Closed
	Aaron Burstein, Thomas DeMartini, Lisa Rein 
	Submit changes to Introduction Paragraph 5.

	18
	12-04-02
	
	Hari Reddy, Bob Glushko
	Develop a schedule for the Requirements SC


Administrative:
Hari apologized for losing the notes from the last meeting, due to a computer system crash.  He will reconstruct the notes from the last meeting and asked for anyone to send in any notes he misses.

If your email is down for any extended period, like mine was, the OASIS list serve will automatically unsubscribe you.  Check with the list manager to make sure you’re still subscribed if this happens to you.  If you’re not subscribed, you can’t send an email to the list.

Agenda:
1.Review open action items
2. Continue discussion on the Samuelson Law Clinic Use Cases

3. Continue the discussion on reviewing the RLTC Requirements document now at revision 16.
http://www.oasis-open.org/committees/rights/documents/subcommittee/requirements/analysis-wip/Rev16/RLTC%20Requirements%20Rev%2016.doc
Hari:  For today’s agenda, I wanted to continue some of the good work we’ve been doing reviewing the work from the Samuelson Law Clinic.  But I have some concerns; there were concerns about the process and the work done to date.  Anne, could you please explain more about the comments you had on the requirements.

Anne:  What more do you want explained?

Hari:  Do you have anything else to state?

Anne:  I can answer questions.

Hari: It seems from your comments that you disagree with the work of the Clinic and the work we’ve been doing with regards to addressing the fair use concerns.

Anne: I want to make sure the concerns are fully addressed before we pass a requirements document.  You made a final call for comments and I don’t think they’ve all been resolved.  Like the fair use requirements.

Hari:  In the Introduction we had stated that this language…

Anne:  You basically said it’s out of scope.

Hari: (reading from the Requirements Document Version 16)

“the technical work of the RLTC is not directed to

…

Develop a language or system that addresses legal rights and processes. Examples of these rights include, but are not limited to, those legal rights termed as “fair use rights” and contractual rights.

…”
We had discussed providing guidance to systems that would be able to address the legal and fair use rights.

Anne:  I would like to see that guidance made, not just recommendations, but mandatory for implementation for anyone compliant with this RLTC language. 

Hari:  To understand how to do that, did XACML make the same requirements? I’ve seen several references both in the official OASIS XACML website, in the call for Membership vote and in presentations to various content owner standards bodies that XACML is an applicable for DRM.

Anne:  We think it’s targeted for a different environment.

Hari:  Your own documentation implies it’s for DRM and that it is in scope.

Anne:  I don’t feel that. I can’t vouch for the other members of XACML. It’s an access control language.

Brian: Is anything dealing with authorization out of scope for XACML?

Anne:  No, anything dealing with an access control language is in scope.  The difference is that the RLTC is targeted towards DRM. 

Brian:  I disagree with that statement.  The RLTC is doing a general authorization language. We have all made this quite clear many times.

Anne:  You have mechanisms in the language that is transfer of rights which is applicable to DRM and copyright

Brian:  Also rights for access control.  If you’re drawing a distinction between vertical environments, I don’t see how you can do that.  Either you develop a language that deals with authorization and…

Anne: XACML is for the access control environment, RLTC is for the DRM environment.

Brad: That’s why the bullet points were included in the Requirements Introduction more than 3 months ago.

Anne:  By inclusion of transfer rights in the language, you are making it different than XACML.

Brian: If we support delegation or transfer of rights, that has a number of applications, not just for DRM. I assume that XACML has a delegation mechanism? 

Anne: Yes. But the way it’s constructed in the RLTC it is most suited for DRM environment.

Brian:  I take issue with that. You can’t make a distinction between this and XACML language.

Lisa:  We are creating more than authorization language and if we are going to have things like transfer of rights, which go into the DRM space and for that reason it’s important to have these considerations as part of our requirements.  If that is what Anne is trying to say, I agree and I see the point you are making.

Brad:  Why are we going back to October?  We’ve had this discussion endlessly. The group agreed to language in the Introduction to describe the scope of this TC and now we’re saying “no I want to have this universal thing which speaks to any use and rights.”  It’s not definable; it’s not universal across the domains. We cannot say that there needs to be a default semantic for all uses of the language saying that there is always a protection of fair use…what is fair use in Tanzania, what is fair to the US… to Russia?  There is no universal fair use.

Brian:  In trying to express their use cases, what the Clinic and I have been doing, is that we’ve decided the RLTC is a general authorization language and there is another specific language built on top of it.  The domain of interest to them is DRM and such; this could be on top of the general usage language we’re building.  Anne, now you’re saying “this is not the use we want” and you want us to change the scope of the RLTC.

Anne:  This is the way I would respond. I feel this is a requirement, it was submitted by a number of the members of the RLTC in the initial requirements.  I don’t see it.  You may be addressing it in some requirement extension or define some way it may be required; it’s not addressed at all in the requirements.

Hari: This team has come to this compromise to go forward. It’s as Brian states. We state that this core does not specifically address these items and then we also want to make sure that things can be built on top of it to address those items. We need to make sure that there is nothing built in the core to preclude those extensions.  Anne, this is a compromise that you were a part of for a few months. This Requirements Introduction has been out and discussed for several months. Personally, I was expecting especially from someone like yourself who has been present for most of the process to submit something that builds upon what we have, but your statement says we should go back to ground zero.  I think the Clinic and this team did some good work to help us get to that compromise.

Anne:  I think that work is addressing some requirements and I think those requirements need to be stated in the document.

Brian:  The work with the Clinic was part of a process; we need to make sure that their semantic domain could be built on top of the core. You are negating the work and stating something very different. We’re talking about analyzing a use case, deriving the DRM extension, and not to address fair use.  We made progress…Look at the issue of revocation; from our analysis we determined that we needed to make a minor change in the wording of the spec.  That’s why we’ve been going through this exercise. To look at their semantic domain and determine if there is anything that won’t be solved by the general language.  This is very different than saying the language needs to only address a particular semantic domain.

Anne:  Let me review the output of the RLTC before I address that.

Hari:  What information do you need? All of the principals are on the call to address your questions.

Anne:  I need to sit and read it.

Hari:  Read what? Let me help you find it.

Anne:  I need to read the output to see if it fits our requirements.

Hari: Then what you are looking for is the Requirements Document, which has been out for several months and what you commented on.

Aaron:  I think what Brian has said about the role of use cases as far as developing substantive input or flowing into the requirements themselves, what Brian said about the need to examine those for other language features, working in the use cases, I don’t know that that has been documented.  I think it’s an understanding that this SC has come to in the past couple of months.  

Hari:  I agree with you.  What I suggested to the team was to take a look at those use cases and see if there were requirements in those use cases.  The Requirements Document that is out there truly doesn’t have that.  Your team submitted that as part of the comments.  What we’ll do is process those and try to extrapolate requirements from them.

Lisa:  I think the requirements you’d extrapolate from those use cases, is what Anne would like in the Requirements doc.  Perhaps the requirements need to be included in the requirements doc before giving it to the general body.

Brian:  There is a distinction that might be missing.  The goal of the work with the Clinic is not to say every particular use case that we documented, that there needs to be a requirement in the RLTC requirement.

Lisa:  I didn’t mean those specifics.  There are things that should be in the requirements. They don’t seem domain specific, if we figure out what they are and put then in the requirements.

Brian:  I’m not sure what they are beyond what we’ve got.  If someone wants to express the ability to do delegation, you require delegation. You make a general statement like that.  Nothing in particular related to fair use is in the Requirements document.  We said we’re not going to put anything in for domains.  We have it so it can be built on top of the platform that we are building.  

Lisa:  I understand, but even if it’s something general that you described, it feels we’re passing the buck that we should have some sort of requirement. If we are passing the buck then we should state so.  Anne, were you saying you wanted more time to look at the use cases?

Anne:  I wanted to look at this compromise, not the document.  I wanted to look at the scope of the language and the environment it will be used.

Brian:  The posts we’ve made on the list go back to Oct. We have met for several months. I think it’s quite clear from the meeting notes and postings of what has been going on here.

Hari:  The Requirements Document is a culmination of those discussions.  We’ve gone through words, paragraphs, punctuation, etc.  I’m concerned that now people are questioning 3, 4 months of this SC’s work.  If you want to look at the compromise, it’s the RLTC document, and I think you’ve already looked at that.

Anne:  That doc does not address the requirements that we have.

Hari:  What does it not address?

Anne:  Requirement is that to the extent that this language is targeted for use in environment where copyright protection is the issue language must enable and not subvert or make difficult to enforce the protection of traditional copyright.  

Hari:  What are you reading from?

Anne:  I’m trying to phrase a requirement, what it would look like, I’m doing it on the fly here.

Hari:  I just wanted to make sure you’re not reading from a document we’ve seen.

Anne:  I think we’ve heard this requirement many, many times, it’s not reflected.

Brian:  But we have all stated that it’s out of scope.  We’ve made this decision in Oct.  I don’t know how we can make a requirement that the language is going to say anything about that.  I don’t know how to answer your requirement in a language that is a general purpose language.

Hari:  And we looked to the Clinic as experts in this space.

Anne:  The requirements should say that where this is used in DRM or copyright protection environment something is required as compliance.

Brian:  Sounds like what you want is a, licensing requirement on anyone who leverages a standard.

Brad:  There are fundamental problems with this…

Brian:  Anything we do can obviously be profiled by anyone. You can profile it with anything you want and unless there is a contractual licensing sort of thing, you can’t enforce it.

Lisa:  There is a question of something being compliant, they can hack it.

Anne dropped out of the meeting.

Brian:  You can’t say that the message format is not compliant.  If you define the message format and there is this nebulous requirement, you’d never know if your implementation was compliant or not. It’s a language, it’s a form of making expression, and it’s a format at the end of the day.  You’re going to write an expression, attach it to XrML.  Message vs. protocol, we’re not defining protocol in this group, we’re defining format.

Brad:  The Introduction to the Requirement doc was agreed to Oct. 16 and discussed on Oct. 30 and now we’re going back and saying we want to have this in a domain that’s out of scope.  We are not addressing a language to define these legal rights.

Hari:  The discussion around profiling, as I recall, was also in early Nov. 

Anne came back to meeting.

Lisa:  Can we fill Anne in on what she missed, whether or not we could have additional requirements for domains.

Brian:  What I was saying was that, because anyone can take our spec and profile it, we have no enforcement rules as to how someone is using our spec.

Anne:  Yes you do!

Brian: We’re defining a message format, not a protocol.  You can’t hand that to someone and know whether or not they are in compliance.

Brad:  The assumption is what comes out of the Clinic is applicable to everyone in all domains.  It isn’t true, it’s not possible.

Brian:  Yes.  When people get into specific domains and environments, they have to go to find their specific requirements for their domains.

Anne:  I think in international law and U.S. law that would apply and then guidelines in other areas.

Brian:  How do you know if you’re compliant if we have no authorization in general?

Anne:  You follow those guidelines.

Brian: If I’m building a spec and testing interoperability, what am I going to run to see if this meets the nebulous requirements or guidelines?

Anne: This specific domain is part of an extension of another domain, it is, in good faith, be used in such a way that the guidelines are being followed.

Brian:  If we do what you are saying, how will we produce a spec that would satisfy that requirements?

Anne:  We’d have a statement of guidelines of what it would take for an extension.

Hari: We are not building extensions here.

Anne:  It has to include that because there will be a gazillion extension and we need to address that.

Hari:  Each extension will have its own approval and the market will gravitate to which extensions best meets the needs.  Are you saying we should define these extensions, which is not what this TC is doing or look at how extensions are built, which is what this TC is doing?

Brian: As a system builder of an authorization engine that dealt with copyright, if we had the capability to do that kind of analysis and build it in, we’d build it.  We can’t be narrow and just look at US law.

Anne:  Maybe it’s not possible to write a language that addresses these issues.

There are consumers who will be implementing this to protect their copyright and there are consumers who want to access this info and their interested in fair use rights and the users will not have much say about protecting their copyright.

Brian:  What you are saying is that we should not engage in any development of any authorization language because it could be used by DRM or other system?

Brad: Why is Sun here to block this when XACML has the same capabilities and somehow that gets special treatment?  It’s hypocritical and we are wasting time because you bring stuff up 3 months after it’s already been decided upon.

Lisa:  It’s our concerns that mechanisms will only take the copyright into account and don’t take the individuals accounts in our fair use rights, there needs to be something else in the document, if we’re going to pass the buck, then I’d like to acknowledge we’re passing the buck.  

Hari: I am confused along with Brad. Where XACML seems to be publicized to handle all of these things and I can’t seem to find out how or how they meet the DRM requirements as a general access control language. The Requirements SC stated in the Requirements Introduction that this language is not addressing fair use among other things.  Fair use is not in scope of this TC. But now the decision is being discussed again. I don’t see how to do this. I would like to understand how another standard, specifically XACML, has addressed it.

Anne:  XACML has no mechanism for transferring right.

Hari:  But it states that it’s applicable for DRM.

Anne:  It does not.

Hari:  Yes it does, it’s on your XACML web site. It’s in the XACML Requirements Document, which was part of the submission for all OASIS members to review.

If XACML addresses fair use, then I’d like to understand how they’ve done it?

Anne:  We’re not publicizing that.  The requirements are old. XACML has moved beyond it.

Hari:  People have asked me this; people have asked how XACML is applicable to DRM.

Anne:  I don’t feel like XACML is appropriate for DRM.

Hari:  Anne, it was presented to OASIS as being applicable for DRM. The Requirements document was part of the submission.  That’s why we’re paying such close attention to detail in the RLTC Requirements doc. When we submit for approval, we’re going to present the requirements doc.  Now you’re saying that XACML is not applicable for DRM is confusing. This is not what was presented to the general OASIS membership.

Anne:  Sun is participating in the TC because we’re trying to develop the standards in this area and insure that the resulting standards are acceptable for the OASIS body.

Cory:  I’d like to stipulate that XACML is fit for no human purpose and I’d like to move on.

Brad:  We have a late missive from Anne, a long email, objecting to this TC, things that were agreed to be out of scope in Oct and there is a pattern of re-hashing things.

Cory:  XACML is irrelevant.  

Hari:  I’m just asking for advice. If XACML has addressed this I’d like to find out how they did it.  It’s a process question.  I’m trying to understand.

Cory:  What we can learn from XACML is nothing.  I’d like to make a motion that we move on.

Hari: Anne, XACML is not applicable for DRM, is that your understanding?

Anne:  As an engineer, when I reviewed XACML I deemed it was not appropriate from DRM.

Hari:  Then I guess I have to agree with Cory, we have nothing to learn from XACML.

Cory:  Move to adjourn

Lisa:  Seconded motion

Hari:  Meeting adjourned at 11:52am

