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The following scenario demonstrates how SAML can be used to securely combine push and pull technologies into a seamless user experience. In this flow the same artifact is consumed by two different assertion consumers, possibly at two different sites. The specific scenario is secure on-line bill presentment and payment. 

A service uses secure email to push an invoice to a user
. The invoice is formatted as an HTML attachment, with the actual invoice encrypted.  Subsequently, the following steps are used to demonstrate how SAML can be used to view and pay the invoice.
1. The user (via a browser) authenticates with the portal and receives an artifact.

2.  The browser is redirected to a key server (content provider #1). The key server authenticates the user and releases the message decryption key.
3. The user views the invoice and clicks on a URL on that invoice. The URL takes the user to a payment site (content provider #2) and provides the same artifact.
4. The payment site authenticates the user and provides a list of invoices the user can pay. Other additional content can also be provided depending on the user’s attributes (GOLD, SILVER, etc.)
� How the secure email is generated and sent to the user is not in the scope of the demonstration. The demonstration starts with the user receiving a secure email. 





