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The interoperability demonstration will be based on the SAML Browser/artifact profile as describe in the SAML 1.0 bindings document. Some effort will be made to “clothe” the entire demonstration as a high-level business flow so as to interest a general technical audience.

Two roles will be supported, Portal and Content-Provider, and each vendor can choose to participate in one or both roles. 

1.1 Supported Browsers and Versions

IE 6.0, Netscape 6.2

1.2 URL Naming Convention

To make the demonstration as clear as possible to our audience and to get up and running as quickly as possible, we suggest that the four URL's from each implementer follow a common pattern.  For example, each vendor's portal site would be at DNS "portal.<dns_suffix>", so Entegrity's portal would be at "https://portal.entegrity.com/" and RSA's portal would be at "https://portal.rsa.com/"


So, the full suggestion is as follows:
 

Portal URL: http://portal.<dns_suffix>/ 

Inter-site transfer URL: https://inter-site-transfer.<dns_suffix>/


Application URL: http://application.<dns_suffix>/application/  (at content site)

Source SOAP Binding 
Responder URL: https://responder.<dns_suffix>/responder/ (at portal)

Destination Artifact Receiver URL: https://receiver.<dns_suffix>/receiver/ (at content site)


NOTE: only the Source SOAP Binding Responder URLand Destination Artifact Receiver URL 
must be hosted on SSL. It is important to demonstrate that not all URLs are required to use SSL in the SAML artifact scheme.


This scheme relies on the ability of each vender to set-up default documents in each of the four context roots that traverse to your internal URL scheme, if appropriate
.  The context roots are provided so that venders are free to have all of their services and software on anywhere from one to four machines (by giving the various DNS names the same IP address).

1.3 Portal

Acts as a “Source Site” as explained in the web browser profile. Maintains its own user-store and security infra-structure. Users can login to the portal at the portal URL and view a content page with links to content hosted at distinct web sites. Each of the content-provider sites is secured by a security vendor distinct from the one found at the portal.

When the user selects a content-link at the portal, the SAML Browser/artifact protocol is used to communicate a single SAML artifact (with TARGET set to the appropriate Application URL value) to the content-site destination artifact receiver URL. The destination site makes a SAML Request for ArtifactAssertion to the Source SOAP Binding Responder URL. The source site will return the assertion associated with the artifact in the request. The communicated assertion always includes an authentication statement but also contains an AttributeStatement with the following attribute
 information:

AttributeName = "MemberLevel" 
AttributeValue = "gold" | "silver" | "bronze" 
Attribute namespace = http://www.oasis-open.org/Catalyst2002/attributes 

a. 
b. 
c. 
We suggest that AttributeValues be defined by a schema that has simpleContent and derives from string (or is string), i.e. extra attributes only, and that the xsi:type mechanism be used. This way, portal sites can be guaranteed of getting a string pair for AttributeName and AttributeValue.

The <NameIdentifier> element in the AuthenticationStatement will use the format “#emailAddress” with attribute NameQualifier set to the vendors name (e.g. “netegrity.com”). 
<SubjectLocality> element is required to be present.

<AuthenticationMethod> element must be set to the URI for password (Section 7.1.1)

The demo will rely on identity federation based on email address.  That is, each Authentication Authority will need user accounts for the users listed below. The credentials used to login to an AA are not important to the demo as long as they are password-based. That is, one AA may use a userid of “Joe” for the original authentication.  Another AA might use “JoeUser” as the ID, Yet another AA could use “joe@yahoo.com” for logging in.  Since the assertions are based on email address, the AA simply needs to map this user login to the email address identified below:

2. Joe 

a. mail: “joe@yahoo.com”

b. MemberLevel: "gold".

3. Ravi

a. mail: “ravi@hotmail.com

b. MemberLevel: "silver".

4. Alice

a. mail: “alice@excite.com”

b. MemberLevel: "bronze". 

The Portal protects the Source Responder URL 
using SSL. The Portal and Content-Provider will mutually authenticate using X.509v3 certificates over SSL.

1.4 Content-Provider

Each content-site provides some interesting content (or links to interesting content). Each vendor should publish some details of the proposed content at their site by May 15 on [saml-dev]. This will ensure that all sites do not look essentially identical.

It should be possible to personalize the content depending on attributes found in the transmitted SAML assertion. Each content site is secured by a different security vendor and acts as the “destination site” in the web browser profile.

When a user arrives at the content site and is authenticated via a SAML assertion, the content site should display a welcome message based on information from the assertion conveyed to the site (e.g., user-name, NameQualifier, required attributes). It should also generate a page with personalized content, as described below.

1.5 Supported Flows

Several types of example flows should be supported by the demonstration. These should include:


(1) user joe logs into portal, successfully logs into Content-Provider with “high-end” attributes. (gold)

(2) user ravi logs into portal, successfully logs into Content-Provider with “mid-level” attributes. (silver)

(3) user alice logs into portal, successfully logs into Content-Provider with low-end attributes
. (bronze)
Each vendor would be required to show the following: 
A. Something only Gold members can do. 
B. Something only Gold or Silver members can do. 
C. Something all members can do. 
 

(4) If a user accesses the content site, they should be prompted with dialog that offers a list of portal sites and their inter-site transfer URLs. The user can then visit the portal site, authenticate (if necessary) and then be returned (redirected) to the content-site. 



(5) What about a failure case? Maybe a rogue portal can be setup to generate SAML assertions which do not validate at any content site.

1.6 Trust Model

(a) Browser: users will access URLs protected by SSL. Please check to see that the recommended browsers (type and version number) trust the certificate root for the certificate you plan to use to secure your https URLs.


(b) For mutual authentication in steps 4 and 5 of the artifact profile, each vendor will (i) publish the certificate used by SAML requestor for client-side auth in PKCS#12 format (ii) Root CA for the server-side certificate in PKCS#12 format.


(c)  SSL Cipher suite:
 
Each implementation that will support SSL must implement (at least) the following cipher suite (assumes minimum of SSL): 

          SSL_RSA_WITH_3DES_EDE_CBC_SHA 

1.7 Source ID

Each vendor will publish a source id as a 20-byte hex number on the [saml-dev] list. Suggestions on how to create a unique source ID are offered in section 4.1.1.8 of cs-bindings.

�I’m not clear why this URL needs to be defined since vendors don’t access other vendors inter-site transfer services.  For example, the RSA ISX service is really internal to the RSA implementation.  Our page with the content provider references will transfer to our ISX service which will cause the browser to redirect to the Destination Artifact Receiver URL. But other vendors would never contact the RSA ISX URL, would they?





�For clarity.


�If the ISX is internal, then protecting it is the internal job of the portal.


�I’m not sure I understand the intent behind this sentence.  The term “context root” hasn’t been defined, so I assume you’re talking about the 4 URL’s just listed.  But I don’t understand what it would mean to have a default document at the SOAP Responder URL or the ISX…


�I want to be very clear on the proposal.  The single assertion referenced by the artifact will contain both an AuthenticationStatement and an AttributeStatement.  That is, the destination site will not make separate requests for different assertions containing the AuthenticationStatement and the AttributeStatement respectively. 


�See earlier comment re: the ISX URL


� “no attributes” should be different from “Bronze”.  Do we want to add another user “bob” that has no MemberLevel attribute?


�I’m confused by the “flow” in (4).  Is this covering the case of an unauthenticated user directly accessing the content site Application URL without going through the portal? This really isn’t covered by the B/A Profile.





Where at the portal site would the user be redirected? The default “/portal/” page will ask them to authenticate if they haven’t already and will display the list of applications handled by the inter-site transfer mechanism.  Are you suggesting that if the user comes to the portal and a “TARGET” parameter exists on the URL, then it should authenticate them and jump directly to the ISX service.





Please clarify this.
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