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1. Motivation

The current scenario for the InterOp event focuses on the browser / artifact profile by having various SSO providers produce authentication and attribute assertions and having portals consume those assertions to generate content.  This document provides a supplementary scenario based on the browser / artifact profile with extensions to include authorization decisions.

The extensions described in this document rely on and require the standards, conventions, and acceptance criteria found in the standard browser / artifact scenario document edited by Prateek Mishra.  Modifications to that document are explicitly noted.

2. Technical Requirements

Browser Support

No changes from standard browser / artifact scenario.

Naming Conventions

The URLs do not change from the base InterOp proposal.  The URL for the Source SOAP Binding Responder will serve as the URL for both the authentication as well as the authorization responder.

Portal

The Portal application’s basic functionality of acting as the authentication authority stays the same in the extended scenario.  This applies to both the attribute namespace and the set of users defined in the standard browser / artifact scenario.

Content Provider

The content-site will serve dynamically created content based on consuming authorization assertions generated by an authorization authority.  Vendors will be required to produce policy for protecting four web content resources (e.g. html page, links within a page, a servlet, an EJB, etc.).  The resource type in itself does not matter and is left to the discretion of the vendor.  The authorization decisions will be based on the following guideline policy:

	User
	Resource Name

	
	R1
	R2
	R3
	R4

	Joe
	grant
	grant
	grant
	grant

	Ravi
	grant
	grant
	deny
	deny

	Alice
	grant
	indeterminate
	deny
	deny


Each vendor should publish some details of the proposed content at their site by May 22 on [saml-dev] to ensure that all sites do not look essentially identical.

Authorization Request

The content provider will be responsible for querying the authentication authority and consuming the returned assertions to dynamically generate the content.  The content provider will issue a Query of type AuthorizationDecisionTypeQueryType.  The contents of the query will be based on the following model:

Resource := R1 |R2 | R3 | R4

saml:NameIdentifier := Joe | Ravi | Alice

saml:Action := access

A namespace will be created for the saml:Action containing the access action.

The query will pass the attribute assertion to the authorization authority as an Assertion in Evidence. It is up to the vendor to use the attribute passed in the query as part of their rule evaluation.
Trust Model

The trust model in the extended scenario does not differ from the trust model presented in the base scenario.

Source ID

Each vendor will publish a source id as a 20-byte hex number on the [saml-dev] list. Suggestions on how to create a unique source ID are offered in section 4.1.1.8 of cs-bindings.

3. Supported Flows

Several types of example flows should be supported by the demonstration including:

1. user Joe logs into portal, successfully logs into content provider to display content specified in default policy (e.g. access to all four protected resources)

2. user Ravi logs into portal, successfully logs into content provider to display content specified in default policy (e.g. access to resources one and two, explicit denies on resources three and four)

3. user Alice logs into portal, successfully logs into content provider to display content specified in default policy (e.g. access to resources one, indeterminate access on resource two, and explicit denies on resources three and four)

In addition to the dynamic content determined by authorization assertions, content will also be determined by the contents of the attribute assertion for the user as is specified in the base scenario.  Each vendor would be required to show the following: 
· Something only Gold members can do. 

· Something only Gold or Silver members can do. 

· Something all members can do. 















































