3.3 PolicySets

A policySet element is used to define a set of concrete policies that apply to some binding type or implementation type, and which correspond to a set of intents provided by the policySet.

The pseudo schema for policySet is shown below:

<policySet name="NCName"

provides="listOfQNames"
appliesTo="xs:string"

attachTo="xs:string"

xmlns=http://www.osoa.org/xmlns/sca/1.0
xmlns:wsp="http://schemas.xmlsoap.org/ws/2004/09/policy">

<policySetReference name="xs:QName"/>*

<intentMap/>*

<xs:any>*

</policySet>

PolicySet has the following attributes:

· The @name attribute declares a name for the policySet. The value of the @name attribute is a xs:QName.

· The @appliesTo attribute is used to determine which SCA constructs this policySet can configure. The contents of the attribute must match the XPath 1.0 production Expr.

· The @attachTo attribute is a string which is an XPath 1.0 expression identifying one or more elements in the SCDL within the Domain.  It is used to declare which set of elements the policySet is actually attached to. See the section on "Attaching Intents and PolicySets to SCA Constructs" for more details on how this attribute is used.

· The @provides attribute, whose value is a list of intent names (that may or may not be qualified), designates the intents the PolicySet provides. Members of the list are xs:string values separated by a space character “ “.

· The @appliesTo attribute is used to determine which SCA constructs this policySet can configure. The contents of the attribute must match the XPath 1.0 production Expr.

· The @attachTo attribute is a string which is an XPath 1.0 expression identifying one or more elements in the SCDL within the Domain.  It is used to declare which set of elements the policySet is actually attached to. See the section on "Attaching Intents and PolicySets to SCA Constructs" for more details on how this attribute is used.

· The @provides attribute, whose value is a list of intent names (that may or may not be qualified), designates the intents the PolicySet provides. Members of the list are xs:string values separated by a space character “ “.

PolicySet contains one or more of the following element children

· intentMap element

· policySetReference element

· xs:any extensibility element

Any mix of the above types of elements, in any number, can be included as children of the policySet element including extensibility elements. There are likely to be many different policy languages for specific binding technologies and domains. In order to allow the inclusion of any policy language within a policySet, the extensibility elements may be from any namespace and may be intermixed.  
The SCA policy framework expects that WS-Policy will be a common policy language for expressing interaction policies, especially for Web Service bindings.  Thus, a common usecase will be to
attach WS-Policies directly as children of <policySet> elements; either directly as <wsp:Policy> elements, or as <wsp:PolicyReference> elements or using <wsp:PolicyAttachment>.  These three elements, and others, can be attached using the extensibility point provided by the <xs:any> in the pseudo schema above. See example below.

For example, …

4.3 External Attachment of PolicySets Mechanism

The External Attachment mechanism for policySets is used for deployment-time application of policySets and policies to SCA elements.  It is called "external attachment" because the principle of the mechanism is that the place that declares the attachment is separate from the composite files  that contain the elements.  This separation provides the deployer with a way to attach policies and policySets without having to modify the artifacts where they apply.

A PolicySet is attached to one or more elements in one of two ways:

a) by being contained as a child of a <definitions/> element in a definitions file

b) through the @attachTo attribute of the policySet

The pseudo-schema for the Policy Attachment element is:

<sca:definitions>
     <import> xs:anyURI </import> *
     <sca:policySet> *
<sca:policySetReference> *
     <xs:any> *

...

      

...

</sca:definitions>
The definitions element contains one or more of the following element children

· An import element that contains a URI as its content.  This URI can point to another <definitions> element or a collection of policySets.
· zero or more policySet elements
· zero or more policySetReference elements
· xs:any extensibility element
The extensibility element may be used to include WS-Policy PolicyAttachment elements.  These elements contain child elements which may be WS-Policies or policy references as well as an AppliesTo element which contains a domain expression which can be used to indicate where in the SCDL the policies apply.



.

1.1.1 The Form of the @attachTo Attribute 

The @attachTo attribute of a policySet  is an XPath1.0 expression identifying a SCA element to which the policySet is attached.  

The XPath applies to the Infoset for External Attachment – i.e. to SCA composite files, with the following special characteristics:

1. The Domain is treated as a special composite, with a blank name - ""

2. Where one composite includes one or more other composites, it is the including composite which is addressed by the XPath and its contents are the result of preprocessing all of the include elements

3. Where the policySet is intended to be specific to a particular use of a composite file (rather than to all uses), each (nested) component is given a unique URI for each use of the component, based on a concatenation of all the names of the components involved, starting with the name of the component at the Domain level.  

The XPath expression can make use of the unique URI to indicate specific use instances, where different policySets need to be used for those different instances.

Special case.  Where the @attachTo attribute of a policySet is absent or is blank, the policySet cannot be used on its own for external attachment.  It can be used:

1. For direct attachment


2. By reference from another policySet  element

Such a policySet can, in principle, be applied to any element through these means.

The XPath expression for the @attachTo attribute can make use of a series of XPath functions which enable the expression to easily identify elements with specific characteristics that are not easily expressed with pure XPath.  These functions enable:

· the identification of elements to which specific intents apply.  
This permits the attachment of a policySet to be linked to specific intents on the target element - for example, a policySet relating to encryption of messages can be targeted to services and references which have the confidentiality intent applied.


· the targeting of subelements of an interface, including operations and messages.
This permits the attachment of a policySet to an individual operation or to an individual message within an interface, separately from the Policies that apply to other operations or messages in the interface.


· the targeting of a specific use of a component, through its unique URI.
This permits the attachment of a PolicySet to a specific use of a component in one context, that can be different from the PolicySet(s) that are applied to other uses of the same component.

Detail of the available XPath functions is given in a following section.

