5.2.1 Non WS-Policy Examples

Authorization policies expressed in XACML could be used in the framework by embedding 
XACML expressions directly in the PolicyAttachment element using the extensibility elements discussed above
.
See …
For EJB-style authorization policies, one could:

1. Embed EJB-annotations in the PolicyAttachment element using the extensibility elements discussed above, or

2. Use the WS-Policy assertions defined as wrappers for EJB annotations.
7.3.2 Implementation Policy Example

… 
The following is what the policySet definition looks like for this case.

<policySet name="allow_customers">

   <authorization>

<allow roles="customers"/>

   </authorization>

</policySet>

This policy could be expressed in XACML as follows:

<policySet name="allow_customers">

   <authorization>


<Subjects>

            
<Subject>

                <SubjectMatch

                      MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">

                    <AttributeValue 

                 DataType="http://www.w3.org/2001/XMLSchema#string">customers</AttributeValue>

                    <SubjectAttributeDesignator

                          AttributeId="urn:oasis:names:tc:xacml:1.0:subject:role-id"

                          DataType="http://www.w3.org/2001/XMLSchema#string"/>

                <//SubjectMatch>

            
</Subject>

        
</Subjects>

   </authorization>

</policySet>
