Possible One-Time-Use SAML Artifact Implementation.

I’m using Web Browser Profile from the Bindings Model document as a starting point.

For simplicity I do not distingwish between Source Site and authentication assertion Issuing Party.

S, IP – Source Site (Issuing Party)

D, RP – Destination Site (Relying Party)

To ensure one-time property of the SAML artifact, I’m proposing to add one additional step to the browser profile after authentication assertion is generated.

The idea is to create random reference to the authentication assertion and communicate it to the destination site D. Then random portion of the assertion reference is embedded into SAML artifact and communicated back to the browser in a redirection URL.

When browser contacts site D, random portion of the SAML artifact is used to lookup assertion reference. Assertion reference has enough information in it to point back to the original assertion at S. After authentication assertion is pulled up, D discards assertion reference ensuring one-time property of SAML artifact.

This approach does not overload IP with assertion reference maintanence. Assertion reference is generated on demand and communicated to the RP. Authentication assertion itself stays around and can be reused.

Details.

Communication between components is over SSL. Browser to Web Server(s) is HTTPS but any other protocol with SAML defined binding can be used to communicate assertion related information between IP and RP.

1. IP (S) generates authentication assertion. 

2. Redirection URL is accessed.

S generates random number and creates SAML artifact.

I assume SAML artifact is in the form of Elementary SAML artifact as defined in the Browser Profile: 

<SAML_artifact> := B64 of <TypeCode(2)><PartnerID(4)><RandomNumber(8)>

3 (new). S creates assertion reference with assertion id and SAML artifact embedded in it.

In addition assertion reference contains information nessesary to access authentication assertion.

4 (new). Assertion reference is communicated to D. D caches assertion reference using random number in the assertion reference as a retrieval key.

5. SAML artifact is communicated to the browser as part of a redirection URL.

6. D is accessed by the browser. It extracts random number from the SAML artifact and uses it to look up assertion reference previously communicated to it by S. It uses information embedded into assertion reference to pull authentication assertion from S.

7. D discards assertion reference that it just used to pull up authentication assertion.

Note that original assertion at IP (S) is still available.

