Proposed "Fat Browser" Web Browser Binding
---------------------------------------------------------------

1. User visits inter-site transfer URL at source web site with information about TARGET at destination site. 

(GET https://www.example.com/inter-site-transfer?TARGET=target_URL)

2. User is served up HTML page with embedded form (see below) with SUBMIT button. 

The form includes information about the TARGET.

3. User clicks on SUBMIT button and navigates to destination site. 

4. Destination site reads assertion and determines if  user is permitted to access TARGET. 

5. If access is allowed, the destination site redirects the user to TARGET.

6. Otherwise, the destination site returns HTTP code "403 Forbidden".

---------------------------------------------------------------------

<BODY>

<FORM METHOD="POST" ACTION="Destination-site-URL?TARGET=target_URL>

<INPUT TYPE="submit" NAME="button" VALUE="Submit"> 

<INPUT TYPE="HIDDEN" NAME="SAMLAssertion" 

                           VALUE="B64(Encrypted  SAMLAssertion)">

</FORM>

</BODY>

NOTES:

---------

(1) Inter-site transfer URL and Destination-site-URL MUST be HTTPS URLs.

(2) The SAML Assertion MUST be signed by the source site.

(3) The SAML assertion MUST be encrypted as it is resident in the user's browser.

Two possibilities are available here: encrypt using a shared-secret (requires secret

key infra-structure) or encrypt using public-key of destination site (computationally expensive). We need to decide which direction to go in this area. TBD.

(4) The destination site MUST detect if the same assertion is presented twice through

the browser. This concern is motivated by the fact that the browser maintains state,

including a copy of the HTML form with an embedded assertion. We need to eliminate

the possibility that the assertion is presented "again" thru accident or oversight. 

In other words, the destination site will need to be stateful. A simple implementation would be to maintain a table of pairs:



Assertion Id,  Time at which this entry is to be deleted

It is recommended that Assertions have short life-times for use in this context, so the time

at which the entry is to be deleted can be kept quite short. Therefore, the table will

not expand indefinitely.

(5) For Javascript-enabled browsers Step (3) can be eliminated and Javascript used

to "automatically" post the form to the destination site.
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