1.1 SOAP

1.1.1 Overview

 

The SOAP profile for SAML is based on a single interaction between a sender and a receiver. The sender adds with one or more SAML assertions to a SOAP document and sends the message to the receiver. The receiver extracts the SAML assertion from the message and processes them. It may either return an error or go on to process the message in the standard way. The message may be sent over any protocol for which a SOAP protocol binding is available [SOAP1.1]. 

SOAP provides a flexible header mechanism [SOAP1.1], which may be (optionally) used for extending SOAP payloads with additional information. A header entry is identified by its fully qualified element name, which consists of the namespace URI and the local name. All immediate child elements of the SOAP Header element MUST be namespace-qualified. 

1.1.2 SOAP Headers and Error Processing

SAML assertions MUST be contained within the SOAP <Header> element contained within the SOAP <Envelope> element. Two standard SOAP attributes are available for use with header elements: actor and mustUnderstand. Use of the actor attribute is application dependent and no normative use is specified herein. 

The SOAP mustUnderstand global attribute can be used to indicate whether a header entry is mandatory or optional for the recipient to process. SAML assertions MUST have the mustUnderstand attribute set to 1; this ensures that a SOAP processor to which the message is directed must be able to successfully process the SAML assertions or return a SOAP message with <Fault> element as the message body. The returned <Fault> element takes the form:

 

<Fault>
   <Faultcode>mustUnderstand</Faultcode>
   <Faultstring>…</Faultstring>
</Fault>
If the receiving party is able to successfully process the attached SAML assertions, and based on their contents does not further process the body of the SOAP message, it MUST return a SOAP message with <Fault> element as the message body. The returned <Fault> element takes the form:

<Fault>
   <Faultcode>Client.SAML</Faultcode>
   <Faultstring>…</Faultstring>
</Fault>
It is recommended that the <FaultString> element contain a helpful message but this specification does not describe any normative text.

1.1.3 SOAP Profile Architectures

Two SOAP profile architectures for adding assertions to an arbitrary SOAP message are described below. Both architectures are mandatory to implement.

1.1.3.1 HolderOfKey
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Figure I: SOAP Profile:

HolderOfKey Case


1.1.3.1.1 Sender

In this case, the sender and subject are the same entity. The sender obtains one or more assertions from one or more authorities. Each assertion MUST have the following characteristics:

(1) Each assertion MUST be signed by the issuer.

(2) Each assertion MUST include the following <SubjectConfirmation> element:


<SubjectConfirmation>
   <AuthenticationMethod>HolderOfKey</AuthenticationMethod>
   <dsig:KeyInfo>…<dsig:KeyInfo>
  </SubjectConfirmation>
In this technique, the <SubjectConfirmation> element carries information about the sender’s key within the <dsig:KeyInfo> element. The <dsig:KeyInfo> provides varied ways for describing information about the sender’s public or secret key. 
Each assertion is added to the SOAP <Header> element as described above. In addition, the sender MUST include an (enveloped) digital signature <dsig:Signature> element within the SOAP <Header> element. The <dsig:Signature> element MUST include all of the elements within the SOAP message including all headers, assertions and the business payload. 
1.1.3.1.2  Receiver 

The receiver MUST verify that each assertion carries a <SubjectConfirmation> element of the form:

<SubjectConfirmation>
   <AuthenticationMethod>HolderOfKey</AuthenticationMethod>
   <dsig:KeyInfo>…<dsig:KeyInfo>
  </SubjectConfirmation>
The receiving party MUST check the validity of the signature found in the <SOAP:Envelope>/<dsig:Signature> element. Information about the sender’s public or secret key may be found in the <saml:SubjectConfirmation>/<dsig:KeyInfo> element carried within each assertion.

Notice the <ds:KeyInfo> element is used only for checking integrity of assertion attachment (message integrity). Therefore, there is no requirement that the receiver validate the key or certificate. This suggests that, if needed, senders may generate public/private key pairs and utilize them for this purpose.

Once the above steps are complete, the receiver may further process the assertions and SOAP message contents with the assurance that (a) the SOAP message has been constructed by the subject, and (b) neither the assertions nor the enclosing SOAP message have been altered by an intermediary.

1.1.3.1.3 Example


The following example illustrates the HolderOfKey architecture for adding SAML assertions to a SOAP message:

 PRIVATE "TYPE=PICT;ALT=Figure 3: SOAP document with inserted assertions"
<SOAP-ENV:Envelope xmlns:SOAP-ENV=http://schema.xmlsoap.org/soap/envelope/>

<SOAP-ENV:Header xmlns:SAML=”…”>
        <SAML:Assertion  mustUnderstand=1>…</SAML:Assertion>
        <SAML:Assertion mustUnderstand=1>…</SAML:Assertion>

        <dsig:signature>…</signature>

</SOAP-ENV:Header>

…

<SOAP-ENV:Body>  
   <message_payload/>

</SOAP-ENV:Body>
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</SOAP-ENV:Envelope>


1.1.3.2 SenderVouches

1.1.3.2.1 Sender

In this case, the sender and subject may be distinct entities. The subject obtains one or more assertions from one or more authorities. Each assertion MUST have the following characteristics:

(3) Each assertion MUST be signed by the issuer.

(4) Each assertion MUST include the following <SubjectConfirmation> element:


<SubjectConfirmation>
   <AuthenticationMethod>SenderVouches</AuthenticationMethod>
 </SubjectConfirmation>
The assumption here is that the subject provides the sender with the assertions, which the sender attaches to a SOAP payload through a signing act. In this model, information about the sender’s key is held within the <dsig:KeyInfo> element associated with the senders signature. The <dsig:KeyInfo> provides varied ways for describing information about the sender’s public or secret key. 
Each assertion is added to the SOAP <Header> element as described above. In addition, the sender MUST include an (enveloped) digital signature <dsig:Signature> element within the SOAP <Header> element. The <dsig:Signature> element MUST include all of the elements within the SOAP message including all headers, assertions and the business payload. The sender MUST also include a <dsig:KeyInfo> element with the <dsig:Signature> element.
1.1.3.2.2  Receiver 

The receiver MUST verify that each assertion carries a <SubjectConfirmation> element of the form:

<SubjectConfirmation>
   <AuthenticationMethod>SenderVouches</AuthenticationMethod>
  </SubjectConfirmation>
The receiving party MUST check the validity of the signature found in the <SOAP:Envelope>/<dsig:Signature> element. Information about the sender’s public or secret key may be found in the <SOAP:Envelope>/<dsig:Signature>/<dsig:KeyInfo> element carried within each assertion.

Once the above steps are complete, the receiver may further process the assertions and SOAP message contents with the assurance that (a) the sender (identified by <SOAP:Envelope>/<dsig:Signature>/<dsig:KeyInfo>) constructed the SOAP message, (b) neither the assertions nor the enclosing SOAP message have been altered. 

1.1.3.2.3 Example


The following example illustrates the SenderVouches architecture for adding SAML assertions to a SOAP message:

 PRIVATE "TYPE=PICT;ALT=Figure 3: SOAP document with inserted assertions"
<SOAP-ENV:Envelope xmlns:SOAP-ENV=http://schema.xmlsoap.org/soap/envelope/>

<SOAP-ENV:Header xmlns:SAML=”…”>
        <SAML:Assertion  mustUnderstand=1>…</SAML:Assertion>
        <SAML:Assertion mustUnderstand=1>…</SAML:Assertion>

        <dsig:Signature>

          …<dsig:KeyInfo>…</KeyInfo>

        </signature>

</SOAP-ENV:Header>

…

<SOAP-ENV:Body>  
   <message_payload/>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>


1.1.4 Confidentiality

In some circumstances, there may be a requirement to ensure confidentiality of SAML assertions. In the near future we would anticipate use of the [XML-Encryption] specification which we would point to as mandatory-to-implement. In the interim, confidentiality has to be ensured by selection of a “substrate” SOAP protocol binding which preserves confidentiality. This would include, for example, HTTPS with server-side certificates or S/MIME. [TBD: Should server-side HTTPS be mandatory-to-implement?]
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