1. Introduction.

SOAP (Simple Object Access Protocol) 1.1 is a standard proposed by Microsoft, 

IBM, and other contributors for RPC-like interactions using XML. It defines a 

mechanism for defining messages in XML, and for sending them over HTTP. 

Since its introduction, it has had increased attention, and it is expected to 

provide the foundation for many future Web-based services.

SOAP 1.1 has three main parts. One is a message format that uses an envelope 

and body metaphor to wrap XML data for transmission between parties. 

The second is a restricted definition of XML data for making strict RPC-like 

calls through SOAP, without using a predefined XML schema. Finally, it 

provides a binding for SOAP messages to HTTP and extended HTTP. [soap1.1]

This document describes how to use SOAP to send and receive SAML messages. 

An additional section of the SAML specification ("SOAP Profile") defines how 

to use SAML as an authentication mechanism for SOAP. In other words, this 

section describes using SAML over SOAP, and that section describes using SAML 

for SOAP.

Like SAML, SOAP can be used over multiple underlying transports. This 

document describes protocol independent aspects of soap binding and calls 

out the use of HTTP protocol and makes recomendations for http specifics, 

including http headers, error reporting, authentication, message integrity, 

and confidentiality.

2. Overview.

2.1 Referenced Namespaces.

SOAP envelope namespace [soap1.1]:

SOAP-ENV=http://schemas.xmlsoap.org/soap/envelope

SAML core assertions namespace [saml-core]:

saml=http://www.oasis-open.org/committees/security/docs/sstc-schema-assertion.xsd

SAML protocol namespace [saml-protocol]:

samlp=http://www.oasis-open.org/committees/secutiry/docs/sstc-schema-protocol.xsd

2.2 Basic Operation.

SOAP messages consist of three elements: an envelope, header data, and a 

message body. SAML messages (<samlp:Request> and <samlp:Response>) are enclosed in the SOAP message body.

SOAP 1.1 also defines an optional data encoding system. This system is not 

used for the SOAP protocol binding for SAML. This means that SAML messages 

can be transported using SOAP without re-encoding from "standard" SAML to a 

SAML-like SOAP encoding.

The system model used for SAML conversations over SOAP is a simple 

request-response model. A requesting party sends a SAML <samlp:Request> in the body of a  SOAP message. The responding party processes the SAML request and returns a 

<samlp:Response> in the body of another SOAP message.

3. SOAP Binding.

3.1 Namespaces

All SAML messages encoded in SOAP MUST include XML namespace qualifiers, 

as specified by the core assertions and messages definition. [see section 2.1]

[Rationale: Some SOAP message processors require a namespace. Also, the 

namespace prevents conflicts with other standards and schemata.]

3.2 SOAP Headers

The sending party in a SAML conversation over SOAP MAY add arbitrary headers 

to the SOAP message.

[Rationale: some SOAP software and libraries may add headers to a SOAP 

message that are out of the control of the SAML-aware process. Also, some 

headers may be needed for underlying protocols that require routing of 

messages.]

Receiving party in a SAML conversation MUST NOT require any headers for the SOAP message. 

[Rationale: requiring extra headers will cause fragmenting of the standard 

and will hurt interoperability.]

3.3 SAML Requests.

A SAML request <samlp:Request> is stored as the child of the <SOAP-ENV:body> element of a SOAP message. The requesting party MUST send one SAML request. The requesting party MUST NOT send more than one SAML request per SOAP message. The requesting party MUST NOT include any additional XML elements in the SOAP body.

On receiving a SAML request as a SOAP message, the responding party MUST return 

either a SAML response <samlp:Response> or a SOAP fault code.

3.4 SAML Responses.

A SAML response <samlp:Response> is stored as the child of the <SOAP-ENV:body> element  of a SOAP message. The message MUST contain exactly one SAML response. 

The responding party MUST NOT include any additional XML elements in the SOAP 

body.

On receiving a SAML response in a SOAP message, the requesting party 

MUST NOT send a fault code or other error messages to the responding party.

[Rationale: The format for the message interchange is a simple 

request-response. Adding additional error conditions, notifications, etc. 

would needlessly complicate the protocol.]

3.5 Fault Codes.

If a responding party cannot, for some reason, process a SAML request, it 

should return a SOAP fault code. Fault codes MUST NOT be sent for errors 

within the SAML problem domain, e.g. as a signal that the subject is not 

authorized to access resource in an authorization query.

See [soap1.1] for soap error processing rules.

Responding party MAY provide additional fault information, such as 

descriptions and details, as defined by SOAP. 

[Rationale: some SOAP processors may add fault information automatically.]

3.6 Authentication.

Authentication of both requestor and responder is optional and depends on the environment of use. Available authentication protocols are based on the underlying transport.

See section 4.2 for details on authentication in HTTP environment.

3.7 Message Integrity.

Message integrity of both requests and responses is optional and depends on the environment of use.

Security layer in the underlying transport MAY be used to ensure message

integrity.

3.8 Confidentiality.

Currently SOAP does not specify standard message-oriented technique for 

confidentiality. This will only be possible when XML encryption standard

becomes available. So for the near future we have to depend on facilities

provided by the substrate protocol over which SOAP is layered. 

Communicating parties MAY encrypt messages if confidentiality is required by the context of use.

4. HTTP Specifics.

SOAP HTTP binding is mandatory to implement. See [soap1.1]  for details.

SOAPAction header MUST be used to indicate the intent of SOAP HTTP request

[soap1.1]. Although requestor is required to populate SOAPAction header responder SHOULD NOT depend on it’s value. Requestor MAY set the value of SOAPAction header to “X?X”.

4.1. HTTP Headers.

HTTP 1.1 should not include Cache-Control header field in the response to

POST request unless it's value is set to no-store. Expires response header 

field should not be included, unless it is disabled by Cache-Control header 

with the value of no-store.

[Rationale: HTTP proxies should not cache POST request responses carrying

SAML assertions]

There are no other restrictions on HTTP headers.

4.2 Authentication.

Following authentication protocols MUST be supported:

1. No client authentication.

2. HTTP basic client authentication [rfc2617] with and without SSL.

3. HTTPS server authentication with server-side certificate.

4. HTTPS client authentication with client-side certificate.

The use of server side certificate is mandatory in HTTPS deployment.

4.3 Message Integrity.

If message integrity is required, HTTPS with server-side certificate is mandatory to implement.

4.4 Message Confidentiality.

If message confidentiality is required, HTTPS with server-side certificate is mandatory to implement.

4.5 Security Considerations.

Each combination of authentication-message integrity-confidentiality should

be analyzed for vulnerability in the context of deployment environment.

(See security considerations document [saml-sec-cons] for detailed discussion).

[Rfc2617] provides description of possible attacks in HTTP environment

using basic and digest authentication schemes.

4.6 Error reporting.

If asserting party refuses to perform saml message exchange with the requestor

it should return "403 Forbidden" response. In this case content of the soap

body is undefined.

In case of a SOAP error while processing SOAP request the SOAP HTTP server

MUST use "500 Internal Server Error" response and include a SOAP message in 

response containing a SOAP Fault element. [soap1.1]. This type of errors 

should be returned for soap related errors detected before control is passed 

to the soap processor, or when soap processor reports internal error.

Examples include situations when soap namespace is incorrect, saml schema can

not be located, soap message signature does not validate, saml processor runs

out of memory, etc.

In case of a SAML processing error the SOAP HTTP server MUST respond with

"200 OK" and include saml specified error description as a child of the 

SOAP-ENV:Body element. For complete list of saml error codes see [...].
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Examples.

Authentication assertion request and response.

POST /SamlService HTTP/1.1

Host: www.whatever.com

Content-Type: text/xml

Content-Length: nnn

SOAPAction: "SAML-URI"

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/">


<SOAP-ENV:Body>



<samlp:Request xmlns:samlp="..." xmlns:saml="..." 



xmlns:ds="...">




<ds:Signature> ... </ds:Signature>




<samlp:AuthenticationQuery>





...




</samlp:AuthenticationQuery>



</samlp:Request>


</SOAP-ENV:Body>

</SOAP-ENV:Envelope>

HTTP/1.1 200 OK

Content-Type: text/xml

Content-Length: nnnn

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/">


<SOAP-ENV:Body>



<samlp:Response xmlns:samlp="..." xmlns:saml="..."



xmlns:ds="..." samlp:StatusCode="Success">




<ds:Signature> ... </ds:Signature>




<saml:AssertionSimple>





<saml:AuthenticationStatement>






...





</saml:AuthenticationStatement>




</saml:AssertionSimple>



</samlp:Response>


</SOAP-ENV:Body>

</SOAP-ENV:Envelope>
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