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Purpose

This document catalogs issues with the requirements and use cases for the Security Assertions
Markup Language (SAML) developed the Oasis Security Services Technical Committee.

Introduction

The issues list presented here documents issues brought up in response to Use Case and
Requirements drafts as well as other issues mentioned on the security-use and security mailing
lists, in conference calls, and in other venues.

Each issue is formatted according to the proposal of David Orchard to the general committee:

| SSUE:[ Document/Section Abbreviation-1ssue Number: Short name] Issue long description.
Possible resolutions, with optional editor resolution Decision

The issues are informally grouped according to general areas of concern. For this document, the
"Issue Number" is given as "###", where the first number is the number of the issue group.

Issues on this list were initially captured from meetings of the Use Cases subcommittee or from
the security-use mailing list. They were refined to a voteable form by issue champions within the
subcommittee, reviewed for clarity, and then voted on by the subcommittee. To achieve a higher
level of consensus, each issue required a 75% super-majority of votes to be resolved. Here, the
75% number is of votes counted; abstentions or failure to vote by a subcommittee member did
not affect the percentage.
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Issues
Group 0: Document Format & Strategy

ISSUE:[UC-0-01:MergeUseCases]

There are severa use case scenarios in the Straw Man 1 that overlap in purpose. For example,
there are several single sign-on scenarios. Should these be merged into a single use case, or
should the multiplicity of scenarios be preserved?

Possible Resolutions;

1. Merge similar use case scenarios into a few high-level use cases, illustrated with UML
use case diagrams. Preserve the detailed use case scenarios, illustrated with UML
interaction diagrams. This allows casual readers to grasp quickly the scope of SAML,
while keeping details of expected use of SAML in the document for other subcommittees
to use.

2. Merge similar use case scenarios, leave out detailed scenarios.

Status: Open

ISSUE:[UC-0-02:Terminology]

Severa subcommittee members have found the current document, and particularly the use case
scenario diagrams, confusing in that they use either domain-specific terminology (e.g., "Web
User", "Buyer") or vague, undefined terms (e.g., " Security Service.").

One proposal isto replace al such terms with a standard actor naming scheme, suggested by Hal
L ockhart and adapted by Bob Morgan, as follows:

1. User

2. Authn Authority

3. Authz Authority

4. Policy Decision Point (PDP)

5. Policy Enforcement Point (PEP)

A counter-argument is that abstraction at this level is the point of design and not of requirements
analysis. In particular, the real-world naming of actors in use cases makes for a more concrete
goal for other subcommittees to measure against.
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Another proposal is, for each use case scenario, to add a section that maps the playersin the
scenario to one or more of the actors called out above.

Possible Resolutions:
1. Replace domain-specific or vague terms with standard vocabulary above.

2. Map domain-specific or vague terms to standard vocabulary above for each use-case and
scenario.

3. Don't make global changes based on this issue.
Status: Open

ISSUE:[UC-0-03:Arrows]

(General Editor’s note: I have renumbered this — it used to be UC-0-02, which duplicates
the number of the previous issue.)

Another problem brought up is that the use case scenarios have messages (arrow) between
actors, but not much detail about the actual payload of the arrows. Although this document is
intended for a high level of anaysis, it has been suggested that more definite data flow in the
interaction diagrams would make them clearer.

UC-1-08:AuthZAttrs, UC-1-09:AuthZDecisions, and UC-1-11:AuthNEvents all address this
guestion to some degree, but thisissue is added to state for a general editorial principle for the
document.

Possible Resolutions;

1. Edit interaction diagrams to give more fine-grained detail and exact payloads of each
message between players.

2. Don't make global changes based on this issue.
Status: Open
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Group 1: Single Sign-on Push and Pull Variations

ISSUE:[UC-1-01:Shibboleth]

The Shibboleth security system for Internet 2

(http://middleware.internet2.edu/shibbol eth/index.shtml) is closely related to the SAML effort.
An attempt has been made to address the requirements and design of Shibboleth in the SAML
reguirements document to allow implementation of SAML to be part of, or at least interoperable
with, Shibboleth implementations.

In particular, the following issues have been introduced to address Shibboleth requirements:
UC-1-04:ARundgrenPush
UC-1-06:Anonymity
UC-1-07:Pseudonymity
UC-1-10:UntrustedPartners
UC-4-04:SecurityDiscovery
UC-9-03:Privacy Statement
UC-9-04:RuntimePrivacy

If these issues, along with the straw man 2 document, have addressed the requirements of
Shibboleth, then the subcommittee can address each issue on its own, rather than Shibboleth as a
monolithic problem.

Possible Resolutions:

1. Theabove list of issues, combined with the straw man 2 document, address the
requirements of Shibboleth, and no further investigation of Shibboleth is necessary.

2. Additional investigation of Shibboleth requirements are needed.

Status: Voted, Resolution 1 Carries

Voting Results
IDate 03 Feb 2001
IEIigibIe 18
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|R@ol ution 1 |6
{Resolution 2 IO
Abstain 3

ISSUE:[UC-1-02:ThirdParty]

Use case scenario 3 (single sign-on, third party) describes a scenario in which a Web user logsin
to a particular 3rd-party security provider which returns an authentication reference that can be
used to access multiple destination Web sites. Is this different than Use case scenario 1 (single
sign-on, pull model)? If not, should it be removed from the use case and requirements document?

As written, the use case is not truly different from use case scenario 1. However, if the use case
scenario is expanded to include multiple destination sites, the importance of this use case
becomes more apparent.

The following edition to the single sign-on, third party use case scenario would be added:

In this single sign-on scenario, a third-party security service provides authentication assertions
for the user. Multiple destination sites can use the same authentication assertions to authenticate
the Web user. Note that the first interaction, between the security service and the first destination
site, uses the pull model as described above. The second interaction uses the push model. Either
of the interactions could use a different single sign-on model.
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Web User Security Service First Destination Weh Site Second Destination Web Site

Anthenticate

Authentication Reference

- - -1

Request Destination Resource

Request [OSSWL] Authentication

I
i Provide [OSSWL] Authentication

Provide Resource

Request Destination Link

Request Access Autharization

Provide Access Authorization

Provide Antharization Reference

Eequest Reson e

Provide Resource

193 = Fig. X.
194  Single Sign-on, Third-Party Security Service

195 Steps:

196 1. Web user authenticates with security service.

197 2. Security service returns SAML authentication reference to Web user.

198 3. Web user requests resource from first destination Web site, providing authentication
199 reference.

200 4. First destination Web site requests authentication document from security service,
201 passing the Web user's authentication reference.

202 5. Security service provides authentication document to first destination Web site.

203 6. First destination Web site provides resource to Web user.

204 7. Web user requests link to second destination Web site from first destination Web site.
205 8. First destination Web site requests access authorization from second destination Web site,

8
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providing third-party security service authentication document for user.

9. Second destination Web site provides access authorization. 10. First destination Web site
provides authorization reference to Web user.

10. Web user requests resource from second destination Web site, providing authorization
reference.

11. Second destination Web site provides resource.
Possible Resolutions:

1. Edit the current third-party use case scenario to feature passing a third-party
authentication assertion from one destination site to another.

2. Remove the third-party use case scenario entirely.

Status. Voted, Resolution 1 Carries

Voting Results

IDate 23 Feb 2001
[Eligible 18
[Resolution 1 7
[Resolution 2 2

Abstain IO

ISSUE:[UC-1-03:ThirdPartyDoable]

Questions have arisen whether use case scenario 3 is doable with current Web browser
technology. An alternative is using a Microsoft Passport-like architecture or scenario.

It seems that at least one possible solution for the third-party security system exists -- that each
destination site pass the authentication assertion from the third party security service to the next
destination site, just as in peer source and destination scenarios such as use case scenarios 1 and
2.

Therefore, it seems that the scenario is at least theoretically implementable. It will be up to the
other subcommittees and implementors of the standard to decide on how to define that
implementation.

Possible Resolutions;
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1. The use case scenario should be removed because it is unimplementable.

2. The use case scenario is implementable, and whether it should stay in the document or
not should be decided based on other factors.

Status: Voted, Resolution 2 Carries

Voting Results

IDate 23 Feb 2001
|[Eligible 18
[Resolution 1 2
[Resolution 2 8

Abstain IO

Bob Blakley noted, "I think the proposed implementation only works if you follow direct links,
and not if you pick destinations from a history list, use bookmarks, etc..."

ISSUE:[UC-1-04:ARundgrenPush]

Anders Rundgren has proposed on security-use an alternative to use case scenario 2 (single sign-
on, push model). The particular variation is that the source Web site requests an authorization
profile for aresource (e.g., the credentials necessary to access the resource) before requesting
access.

10
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Web User Source Web Site Diestination Web Site

T

1

|

I

Authenticate i

1

|

Request Destination Link |
I

1

I

1

1

Reguest Authorization Profile

Provide Authorization Profile

Request Access Authorization

e e e e e b ___ ¥ ___¥_____/]

et T e e e

2
i
Provide Access Anthorization Eeference i
Authorization Reference :
Request Destination Reson roe i
Provide Destination Resource i
|
241
242  Single Sign-on, Alternative Push Model.
243  Possible Resolutions;
244 1. Usethisvariation to replace scenario 2 in the use case document.
245 2. Add this variation as an additional scenario in the use case document.
246 3. Do not add this use case scenario to the use case document.

247  Status; Voted, No Conclusion
248  Voting Results

IDate 23 Feb 2001

IEIigibIe 18
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|R@ol ution 1 IO
[Resolution 2 3
[Resolution 3 |6
Abstain |o

249  Bob Blakley noted, "I can't really see how to do this without significant changes to the current
250 link resolution architecture of web sites -- specifically without making sure both source and
251  destination are expecting to have to handle this flow."

252  ISSUE:[UC-1-05:FirstContact]

253 A variation on the single sign on use case that has been proposed is one where the Web user goes
254 directly to the destination Web site without authenticating with a definitive authority first.

255 A single sign-on use case scenario would be added as follows:

256 Inthis single sign-on scenario, the user does not first authenticate with their home security

257 domain. Instead, they go directly to the destination Web site, first. The destination site must then
258  redirect the user to a site they can authenticate at. The situation then continues asif in asingle
259  dign-on, push model scenario.

Web Liser Cestination Web Site Source Web Site

Request Destination Resource

¥

Redirect to Source

Authenticate

Authentication Reference

Request Destination Resource

)

Request SAWL Authentication

Provide SANWL Authentication

Provide Destination Resource

L . 1

260 Single
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Sign-on, Alternative Push Model

Steps:
1
2.

7.
8.

Web user requests resource from destination Web site.

Destination Web site determines that the Web user is unauthenticated. It chooses the
appropriate home domain for that user (deployment dependent), and redirects the Web
user to that source Web site.

Web user authenticates with source Web site.

Source Web site provides user with authentication reference (AKA "name assertion
reference"), and redirects user to destination Web site.

Web user requests destination Web site resource, providing authentication reference.

Destination Web site requests authentication document ("name assertion") from source
Web site, passing authentication reference.

Source Web site returns authentication document.

Destination Web site provides resource to Web user.

Possible Resolutions;

1.
2.

Add this use case scenario to the use case document.

Do not add this use case scenario to the use case document.

Status: Voted, No Conclusion

Voting Results

[Date 23 Feb 2001
[Eligible 18
[Resolution 1 16
[Resolution 2 3

Abstain IO

Bob Blakley said, " | agree that servers will have to do this, but it can easily be done by writing
HTML with no requirement for us to provide anything in our specification.”

13
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ISSUE:[UC-1-06:Anonymity]

What part does anonymity play in SAML conversations? Can assertions be for anonymous
parties? Here, "anonymous' means that an assertion about a principal does not include an
attribute uniquely identifying the principa (ex: user name, distinguished name, etc.).

A requirement for anonymity would state:

[CR-1-06-Anonymity] SAML will alow assertions to be made about anonymous
principals, where "anonymous’ means that an assertion about a principal does not include
an attribute uniquely identifying the principal (ex: user name, distinguished name, etc.).

Possible Resolutions:
1. Add thisregquirement to the use case and requirement document.
2. Do not add this requirement.

Status. Voted, Resolution 1 Carries

Voting Results

IDate 23 Feb 2001
|Etigible 18
|Resolution 1 |9
|Resolution 2 IO

Abstain Io

ISSUE:[UC-1-07:Pseudonymity]

What part do pseudonyms play in SAML conversations? Can assertions be made about
principals using pseudonyms? Here, a pseudonym is an attribute in an assertion that identifies the
principal, but is not the identifier used in the principal’'s home domain.

A requirement for pseudonymity would state:

[CR-1-07-Pseudonymity] SAML will allow assertions to be made about principals using
pseudonyms for identifiers.

Possible Resolutions;

1. Add thisrequirement to the use case and requirement document.

14
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304 2. Do not add this requirement.

305 Status; Voted, Resolution 1 Carries
306 Voting Results

IDate 23 Feb 2001
[Eligible 18
[Resolution 1 7
[Resolution 2 2

Abstain IO

307  Insupport of Resolution 1, while voting, Bob Blakley said, "I'm really ambivalent about this. At
308 animplementation level AND at a specification level, | can't see how a pseudonym should differ
309 froma'red’' name. If it shouldn't, then we have no work to do. However, we should at least

310 discuss the issue.”

311 ISSUE:[UC-1-08:AuthZAttrs]

312  It's been pointed out that the concept of an "authentication document” used in the use case and
313  requirements document does not clearly specify the inclusion of authz attributes. Here, authz
314  attributes are attributes of a principal that are used to make authz decisions, e.g. an identifier, or
315 group or role membership.

316  Since authz attributes are important and are required by [R-AuthZ], it has been suggested that the
317 single sign-on use case scenarios specify when authz assertions are passed between actors.

318 Possible Resolutions;

319 1. Edit the use case scenarios to specify passing authz attributes with authentication
320 documents.
321 2. Do not specify the passing of authz attributes in the use case scenarios.

322  Status; Voted, Resolution 1 Carries
323  Voting Results

IDete 23 Feb 2001

IEIigibIe 18
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|R@ol ution 1 |9
{Resolution 2 IO
Abstain IO

ISSUE:[UC-1-09:AuthZDecisions]

The current use case and requirements document mentions "Access Authorization” and "Access
Authorization References.” In particular, this datais arecord of a authorization decision made
about a particular principal performing a particular action on a particular resource.

It would be more clear to label this data as "AuthZ Decision Documents' to differentiate from
other AuthZ data, such as AuthZ attributes or AuthZ policy. To this point, the mentions of
"access authorization" would be changed, and a new requirement would be added as follows:

[CR-1-09-AuthzZDecision] SAML should define a data format for recording authorization
decisions.

Possible Resolutions;

1. Edit the use case scenarios to use the term "authz decision” and add the [CR-1-09-
AuthZDecision] requirement.

2. Do not make these changes.

Status: Voted, Resolution 1 Carries

Voting Results

[Date 23 Feb 2001
[Eligible 18
[Resolution 1 I8
[Resolution 2 (0]

Abstain 1

ISSUE:[UC-1-10:UnknownParty]

The current straw man 2 document does not have a use case scenario for exchanging data
between security services that are previously unknown to each other. For example, arelying
party may choose to trust assertions made by an asserting party based on the signatures on the

16
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343 APsdigita certificate, or through other means.

344  The following use case scenario would illustrate using assertions from an unknown party.

345 Inthis scenario, an application service provider has a policy to allow access to resources for al
346  full-time students at accredited 4-year universities and colleges. It would be difficult for the

347  application service provider to maintain agreements with hundreds of such organizations in order
348  to verify assertions made by those parties. Instead, it chooses to check the key of the asserting
349  party to ensure that the asserting party is a 4-year university.

Stmdent &pplication University Security Service Application Service Provider

Authenticate

Authentication Document

Eequest Destination Resource

[
|
| Verify Asserting Party
1
L

Wake Authorization Decision

Provide Diestination Resource

I
I
|
|
I
I
I
|
|
I
I
I
1
I
|
I

350 Fig X.
351  Unknown Partner

352  Steps.

353 1. Student authenticates to university security system.

354 2. University provides authentication document to student application, including

355 authentication event data and authorization attributes.

356 3. Student application requests resource from application service provider. Request includes
357 authentication document.

358 4. Application service provider makes atrust decision about the authn and authz data, based
359 on the key used to sign the assertion. It determines that the signing party is an accredited
360 4-year university, based on a signature on the key made by an accrediting organization.
361 5. Application service provider makes an authorization decision based on the authz
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attributes of the student.

6. Application service provider returns resource to the student.
Possible Resolutions:

1. Add this use case scenario to the use case document.

2. Do not add this use case scenario to the use case document.

Status: Voted, Resolution 2 Carries

Voting Results

IDate 23 Feb 2001
[Eligible 18
[Resolution 1 2
[Resolution 2 7

Abstain IO

In voting for resolution 2, Bob Blakley said, " | think this overspecifies behavior... both the
'interesting’ flows in the diagram here are from the Application Service Provider to *itself*. Why
should we tell the A.S.P. how to make trust decisions about assertions?"

ISSUE:[UC-1-11:AuthNEvents]

It is not specified in straw man 2 what authentication information is passed between parties. In
particular, specific information about authn events, such as time of authn and authn protocol are
alluded to but not specifically called out.

The use case scenarios would be edited to show when information about authn events would be
transferred, and the requirement for authn data would be edited to say:

[CR-1-11-AuthN] SAML should define a data format for authentication assertions,
including descriptions of authentication events.

Possible Resolutions;

1. Edit the use case scenarios to specifically define when authn event descriptions are
transferred, and edit the R-AuthN requirement.

2. Do not change the use case scenarios or R-AuthN requirement.

18



384
385

386
387

388
389
390
391

392
393

394
395

396
397
398
399

400
401
402
403

404
405

draft-sstc-saml-regs-issues-00.doc
Status: Voted, Resolution 1 Carries

Voting Results

[Date 23 Feb 2001
[Eligible 18
[Resolution 1 |9
[Resolution 2 |0

Abstain IO

ISSUE:[UC-1-12:SignOnService]
Bob Morgan suggests changing the title of use case 1, "Single Sign-on,” to "Sign-on Service."

Possible Resolutions:
1. Make this change to the document.
2. Don't make this change.

Status: Open

ISSUE:[UC-1-13:ProxyModel]
Irving Reid suggests an additional use case scenario for single sign-on, based on proxies.

A scenario would be added to the document as follows:
Scenario X: Single Sign-on, Proxy Model

In this model, the user authenticates to a proxy and then sends a request, including credentias, to
the proxy. The proxy generates OSSML assertions, attaches them to the request, and forwards
the request to the destination web site. The destination web site replies to the proxy, and the
proxy forwards the reply back to the client.

In this model, the user authenticates to a proxy and then sends a request, including credentials, to
the proxy. The proxy generates OSSML assertions, attaches them to the request, and forwards
the regquest to the destination web site. The destination web site replies to the proxy, and the
proxy forwards the reply back to the client.

Alternatively, the initial message from the client to the proxy could include both the
authentication credentials and the request rather than having a separate round-trip for
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406  authentication.

Web Lser Frony Destination Web Site

Authenticate

¥

Request Destination Resource

¥

Frowide Anthtd Document

3

Request Destination Eesource

¥

Frovide Diestination Resource

Provide Ciestination Resouce

407 ' ' ' Fg X.
408  Single Sign-on, Proxy Model

409  Steps:

410 1. Web user authenticates to proxy.

411 2. Web user requests destination resource through proxy.

412 3. Proxy provides authentication document to destination Web site.

413 4. Proxy requests destination resource from destination Web site.

414 5. Destination Web site provides destination resource to proxy.

415 6. Proxy provides destination resource to Web user.

416 There are two sub-variants to this use case: In some cases the proxy will return OSSML tokens
417  of some sort to the client, and the client will use those tokens (most likely in the form of HTTP
418  cookies) to make subsequent requests within the single-sign-on session. In the other variant, the
419 proxy has an existing session mechanism with the client. In that case, the proxy can store the
420 OSSML tokens and transparently attach them to subsequent requests within that session.

421 Possible Resolutions;

422 1. Add this use case scenario to the document.

20
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423 2. Don't make this change.

424  Status: Open
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Group 2: B2B Scenario Variations

ISSUE:[UC-2-01:AddPolicyAssertions]

Some use cases proposed on the security-use list (but not in the straw man 1 document) use a
concept of a"policy document.” In concept a policy document is a statement of policy about a
particular resource, such as that user "evanp" is granted "execute” privileges on file
"lusr/binfemacs.” Another example may be that all usersin domain "Acme.com™ with role
"backup administrator" may perform the "shutdown" method on resource "mail server,” during
non-business hours.

Use cases where policy documents are exchanged, and especially activities like security
discovery as in UC-4-04:SecurityDiscovery, would require this type of assertion. If these use
cases and/or services were adapted, the term "policy document™ should be used. In addition, the
following requirement would be added:

[CR-2-01-Policy] SAML should define a data format for security policy about resources.
In addition, the explicit non-goal for authorization policy would be removed.

Another thing to consider is that the intended XACML group within Oasis is planning on
working on defining a policy markup language in XML, and any work we do here could very
well be redundant.

Possible Resolutions;

1. Remove the non-goal, add this requirement, and refer to data in this format as "policy
documents.”

2. Maintain the non-goal, leave out the requirement.

Status: Voted, Resolution 1 Carries

Voting Results

[Date 6 Apr 2001
[Eligible 12
[Resolution 1 11
Resolution 2 IO
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448 ISSUE:[UC-2-02:0OutsourcedManagement]

449 A use case scenario provided by Hewlett Packard illustrates using SAML enveloped in a
450 CIM/XML request. Should this scenario be included in the use case document?

451  The use case would be inserted as follows (some editing for clarity):

452  This scenario shows an enterprise A that has outsourced the management of its network devices
453  to a management service provider B. Management messages are exchanged using CIM/XML
454  over HTTP. (CIM or Common Information Model, is a management standard being devel oped
455 by the Distributed Management Task Force - http://www.dmtf.org/, an XML DTD for CIM has
456  been defined.)

457  Suppose the operator, Joe, wants to invoke the StopService method. This will be executed by the
458 XML/CIM agent on the managed device, if authorized.

CIiv IWlanage ment Console B attribute Authority Gateway/Firewall A attribute Authority Managed Device

T
I
: Authenticate

Anthentication Document

StopService Kequest

1
Request Authorization Profile |

I
1
Provide Anthorization Profile !

1 1
| Request Authorization Profile |

T
I

I

1

I

I

1

1

1

1

I

1

1

I

1

I

1

i

1 1
Forjvard StopService Request |
I

I

1

1

1

1

| Pravide Authorization Profile |
=t

|
1 1

I I

i i

i i Stop Service
I I

1

I

459 ! Fig X.
460  Outsourced Management.

461  Fig X. Outsourced Management.

462  Steps:

463 1. This SAML assertion has been generated by B's attribute authority (or Policy Decision
464 Point) and confers the role " System Manager for A" to Joe.

465 2. The CIM management console generates the XML content and attaches an SAML

23



466
467

468
469
470
471
472
473
474
475
476
477

478

479
480
481
482
483

484
485
486
487
488
489

490

491
492

6.

draft-sstc-saml-regs-issues-00.doc

assertion. The CIM management console signs the request and sends it asan HTTP
request.

The request now has to traverse A's firewall or the boundary into A's network. The
gateway at this boundary usesits SAML evaluation engine (or Policy Enforcement Point)
to verify that this incoming message is allowed. It does this, by verifying the signature
and discovering the request is from Joe. Next it uses two assertions to authorize the
incoming message: the assertion issued by B's attribute authority that is attached to the
message (conferring the role " System Manager for A" on Joe); an assertion issued by A's
attribute authority granting "Gateway Access' to any entity that has avalid " System
Manager for A" assertion issued by B's attribute authority. Note that the second assertion
can be pushed to the gateway (part of its configuration), or retrieved dynamically from a
repository (or indeed the issuer) (the last case is shown here).

The request is forwarded by the gateway to the managed device.

The SAML evauation engine on the managed device needs to determine if a
"StopService' request from Joe is alowed. It does this by using two assertions: the
"System Manager for A" assertion issued by B's attribute authority; an assertion issued by
A's attribute authority granting "Full Management Rights' to any entity with avalid
"System Manager for A" assertion issued by B's attribute authority.

The managed device executes the "StopService" method.

Potential Resolutions;

1
2.

Add this use-case scenario to the document.

Do not add this use-case scenario.

Status: Voted, No Conclusion

Voting Results

IDate |6 Apr 2001
[Eligible 12
[Resolution 1 |5

IR@OI ution 2 |6

ISSUE:[UC-2-03:ASP]

A use case scenario provided by Hewlett Packard illustrates using SAML for a secure interaction
between an application service provider (ASP) and a client. Should this scenario be included in
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the use case document?

The use case would be inserted as follows (some editing for clarity):

In this scenario an ASP, A, is providing an application (possible examples could be aword
processor or an ERP application) to users in another enterprise, B. A VPN (for example |PSEC)
is used to provide a secure end-to-end tunnel between the client and server.

A magjor difference between this scenario and the outsource management service scenario is that
all assertions are "pulled” in this scenario. This means the assertions are not attached to
application messages; instead they must be retrieved either directly from the attribute authority,
or arepository. For example, once the client has been authenticated, the SAML evaluation
engine in the server needs to retrieve the SAML assertions issued by A and B. Thiswill involve
making a request to a repository inside B, traversing both A and B's firewall as shown in the
diagram. Similarly the SAML engines in the gateway and client will have to retrieve assertions
issued by both authorities.
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ey Ly X

506 Fg X.
507  Application Service Provider.

508 Fig X. Application Service Provider.

509  Steps:

510 1. The client authenticates with B's attribute authority.

511 2. B'sattribute authority provides an authentication assertion that the client isa"valid user."

512 3. The client requests an application through A's gateway, providing a reference to the
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authentication assertion.

4. The gateway needs to know that incoming packets from aclient in B are alowed. It
needs an assertion from B's attribute authority that the client is avalid user, and an
assertion from A's attribute authority that entities issued "valid user" assertions from B
are allowed access. The gateway requests the assertion from B's attribute authority.

B's attribute authority provides the assertion.
The gateway requests an authorization assertion from A's attribute authority.
A's attribute authority provides the authorization assertion.

The gateway forwards the request to the Server.

© © N o O

The server requests the assertion from B's attribute authority.

10. B's attribute authority provides the assertion.

11. The server requests an authorization assertion from A's attribute authority.
12. A's attribute authority provides the authorization assertion.

13. The server authenticates with A's attribute authority.

14. A's attribute authority provides a reference to an authentication assertion that the server is
an "Approved Application”.

15. The server returns the application to the client.

16. It is aso important that the client check that the application is valid. This avoids problems
such as an attacker spoofing the service provider and providing a word processor service
that silently emails copies of al documents generated by the client to the attacker. This
might be done by the client SAML evaluation engine checking two assertions: one from
A granting "Approved Application” status to the server; one from B granting the attribute
"execute" to any entity with "Approved Application” status issued by A. The Client
requests the authentication assertion from A's attribute authority.

17. A's attribute authority provides the assertion.
18. The client requests an authorization assertion from B's attribute authority.

19. B's attribute authority provides the authorization assertion.

Potential Resolutions;

1. Add this use-case scenario to the document.
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2. Do not add this use-case scenario.

Status: Voted, No Conclusion

IDate |6 Apr 2001
[Eligible 12
[Resolution 1 |5

IR@OI ution 2 |6

ISSUE:[UC-2-05:EMarketplace]
(General Editor’s note: Where is ISSUE:[UC-2-04:...]1?)

Zahid Ahmed proposes the following additional use case scenario for inclusion in the use case

and requirements document.

Scenario X: E-Marketplace
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550 Fig X.

551 EMarketplace.
552  Figure X: E-Marketplace Transaction.

553 A B2B Transaction involving buyers and suppliers that conduct trade via an e-marketplace that
554  provides trading party authentication and authorization services, and other business services, in
555  support of secure transaction and routing of business document exchanges between trading

556 parties.

557  Steps.

558 1. A trading party (TP, e.g., buyer) creates a business document for subsequent transaction
559 with another trading party (e.g., supplier) accessible via its e-marketplace.

560 2. Thesending, i.e., transaction-initiating trading party (TP) application creates credential
561 data to be authenticated by the authentication and security service operated by an e-
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marketplace.

3. Thetrading party application transaction client packages the XML -based credential data
along with the other XML -based business document over a specific transport, messaging,
and application protocol. Note: Credentia data for login is not in SAML scope at the
present time.

Some examples of such (layered) protocols are following (but not limited to):
Secure transports. SSL and/or HTTPS
Messaging protocol: SSMIME and IMS.
Message Enveloping Formats. SOAP, etc.
B2B Application Protocol: ebXML, BizTalk, etc.

4. E-marketplace Authentication Service validates the TP Credential and creates a SAML
authn assertion along with attribute assertions for the transaction-initiating TP.

NOTE: The authentication protocol and service and message processing service that
process SAML document instances are beyond the scope of the OASIS SAML
Specification. However, it is included here mainly to highlight the transaction flow and is
not defined as part of any SAML spec.

5. The E-marketplace Messaging Service then packages the AuthN Assertion and attribute
assertions aong with the original message payload into a tamper-proof envelope (i.e.,
SIMIME multi-part signed)

6. The resulting message envelope is transmitted to the target trading party (service
provider).

7. Thereceiving trading party application extracts and processes the TP identity and
authorization information available in the received envelope.

8. Receiving TP application then processes the business document of the sending TP.

9. Receiving TP sends back a response to sending TP via its e-marketplace by repeating
Steps 1 through 5.

Possible Resolutions;
1. The above scenario should be added to the use cases document.
2. The above scenario should not be added to the document.

Status: Voted, No Conclusion
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592  Voting Results

IDate |6 Apr 2001
[Eligible 12
[Resolution 1 7

IR@OI ution 2 4

593 ISSUE:[UC-2-06:EMarketplaceDifferentProtocol]

594  Zahid Ahmed has proposed that the following use case scenario be added to the use case and
595  requirements document.

596  Scenario X: E-Marketplace, Different Protocol
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EMarketplace, Different Protocol.

Fig X.

A B2B Document Exchange Transaction that involves two trading parties such that sending
trading party (e.g., Buyer) uses one messaging and transport protocol (e.g., OBI) and receiving
party (e.g., Supplier) uses a another messaging/transport protocol (e.g., ebXML). A B2B
transaction service must provide relevant security interoperability services as part of its general
messaging and application interoperability mechanism.

Steps:

1. The sending trading party employs a specific messaging and application protocol.

2. The sending TP application then transacts with the receiving TP viaits e-marketplace

32



607

608
609
610

611
612
613
614

615
616

617
618

619
620
621
622
623

624

625
626

627
628
629
630
631

draft-sstc-saml-regs-issues-00.doc
following Steps# 1 through 3 in Issue# UC-2-05 described above.

The e-marketplace authentication and security service provider authenticated and
validates the sending TP and produce relevant SAML security assertions as described in
Step# 4in |ssuett UC-2-05 described above.

The e-marketplace interoperability service transforms the incoming message to target
trading party messaging and application protocol such that SAML AuthN and any
attribute assertion document instances are included into the newly transformed message
for subsequent transmission to the receiving TP.

The receiving TP extracts, processes the security assertions about the sending TP as
described in Step# 7 in Issuet UC-2-05 above.

Receiving TP sends back a response to sending TP via its e-marketplace by repeating
Steps 1 through 5.

Possible Resolutions;

1
2.

Add this scenario to the document.

This use case scenario should not be added to the document.

Status: Voted, No Conclusion

Voting Results

IDate |6 Apr 2001
[Eligible 12
[Resolution 1 3

IR@OI ution 2 |8

ISSUE:[UC-2-07:MultipleEMarketplace]

Zahid Ahmed proposes the following use case scenario for inclusion in the document. This use
casel/issue is avariant of ISSUE# [UC-2-05].

In this scenario the transacting trading parties are members of different e-marketplaces or trading
communities. To support B2B transactions between trading parties of different e-markletplaces,
the e-marketplaces will provide secure interconnectivity between the set of trading hubs involved
in the transaction between the transaction parties. In this manner e-marketplaces will act as
trusted intermediaries between transacting trading parties.
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Steps:

1. Repeat Steps# 1-5 in | ssue [UC-2-07].

2. Receiving e-marketplace, e.g., emarketplace A, message service transmits the message
to target e-marketplace, e-marketplace B.

3. E-marketplace B Authentication Service validates the Signed Envelope that contains the
E-marketplace signature used to package the SAML security assertions about the sending
TP.

4. E-marketplace B Authentication Service may additionally validate And/or insert new
SAML AuthN assertion and attribute assertions, depending on its inter-portal
connectivity security policies.

5. E-marketplace B transmits the authenticated message received from E-marketplace A to
the target TP.

Possible Resolutions;
1. Add this scenario to the document.
2. The above scenario should not be added to the document.

Status: Voted, No Conclusion

IDate |6 Apr 2001
[Eligible 12
[Resolution 1 3
IR&OI ution 2 |8

ISSUE:[UC-2-08:ebXML]

Maryann Hondo proposed this use case scenario for inclusion in the use case document. (Note
that an interaction diagram illustrating this use case still must be developed, to replace the
current diagram. Also, the steps involved should be brought in line with other use case scenarios
in the use case and requirements document.)

Use Case Scenario X: ebXML
This scenario shows the use of SAML for providing security servicesto an ebXML conversation.

In addition, it gives an example of ebXML providing the necessary negotations to enable a
SAML conversation.

34



657
658

659

660
661
662

663
664

665
666
667
668
669

670
671

672
673

draft-sstc-saml-regs-issues-00.doc

Collsboration Party Profile

AnthZService XYZ

1
1
i
1
1
1
1
1
1
1
1
I
1
1
1
1 Authenticate
1
: Farty B
i
1
1
1
1
1
|
1
i
1
1
1
1
1
1
1

Party & Party B

o [si=1=) ki
T T T T
1 1 1 1
1 1 1 1
1 1 1 1
: Cetermine B's Requirements : : :
i i i i
i i Negotiste CPA i i
| | | |
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 Enrall [
1 ! ! |
r T T
1 1 1
1 1 1
1 1 1
i i Send ebX WL Message i
1 1 1
1 1 1
i i i Obtain AnthZ Attributes
i i :
I I I
1 1 1
1 1 1
1 1 1
1 1 1
1 1 1
1 1 1
1 1 1
1 1 1
1 1 1
1 1 1
1 1 1
1 1 1
1 1 1
i 1 1 Retun AuthZ Attributes
i i i
1 1 1
1 1 1
1 1 1
1 1 1
1 1 1
1 1 1
1 1 1
1 1 1
1 1 1

Steps:

1. Party A wishesto engage with Party B in a business transaction. To do this, Party A
accesses information [stored in an ebXML Collaboration Party Profile (CPP)] about Party
B's requirements for doing business.

2. Party A and Party B negotiate at ebXML Collaboration Party Agreement (CPA). Some of
the information in a CPP or CPA might include:

Party B requires authorization attributes from AttributeAuthorityFoo

Party B requires that Party A be authorized by Foo in the BuyerQ role.

Party A then must be able to determine:

How to get these authorization attributes.

where/how to insert these assertions in an ebXML message

3. Party A enrolls with AttributeAuthorityFoo. Party A engagesin ebXML business
transactions and wants to restrict what entities are able to retrieve its attributes.

4. Party B's Message Service Handler (MSH) has received a digitally-signed ebXML
message from Party A and wishes to obtain authorization attributes about Party A.
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674 Authorization attributes must be retrievable based on the DN in the certificate used to
675 sign the ebXML message.

676 5. AttributeAuthorityFoo checks authentication of Party B to ensure B can read A's

677 authorization attributes. It then returns the data to B.

678  Steps 1-3 are specified by ebXML, and step 4 iswhat is relevent to SAML. Step 4 would add a
679 requirement to the SAML specification to allow the query of authorization data from an attribute
680 authority, using a DN as the UID passed to locate the record.

681 Potential Resolutions:

682 1. Add this use case scenario to the use case and requirements document.
683 2. Do not add this scenario.

684  Status: Voted, No Conclusion

IDaIe |6 Apr 2001
[Eligible 12
[Resolution 1 3
Resolution 2 |8

685
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Group 3: Sessions

The purpose of the issues/resolutions in this group is to provide guidance to the rest of the TC as
to the functionality required related to sessions. Some of the scenarios contain some detail about
the messages which are transferred between parties, but the intention is not to require a particular
protocol. Instead, these details are offered as away of describing the functionality required. It
would be perfectly acceptable if the resulting specification used different messages to
accomplish the same functionality.

ISSUE:[UC-3-1:UserSession]

Should the use cases of log-off and timeout be supported? These result in the notion of session
management. Advantage: Allows complete web user experience across multiple web sites. If not
done as part of this specification, then some other body or work will have to standardize this
functionality. Disadvantage: More complex than just passing authentication references between
source and destination. Will slow down Technical committees work on specification of

authenti cation/authorization only queries.

Candidate Requirement:

[CR-3-1-UserSession] SAML shall support web user session(s).
The following use case scenario would be added to the use case and requirements document.
A Single Sign-on and hand-off

Note that thisis a duplicate of Oasis security Services Scenario #1
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fource Web Site

Destination web site

Webh Useyx

futhenticate

J

Bequast resourcs|

Bequest Destination Link with 2Zuthc token

Bequest authc token walidation

A

(=

Eeturn Resource

1

et

E. U=ser login sxpire

Request Jession

=

Opticnally DeletefBevoke Session

T
|
C. User Log out

Del etz

e Sesszion

Steps:

e d

Fig X. Single Sign-on, User Session.

1. A user logs onto the source Web site. This results in the creation of a session on the

source web site.

2. User requests alink

to a destination web site. This link contains an authentication

reference/token/ticket.
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User requests resource represented by link on destination web site, including reference

Destination web site requests validation of authentication reference from source web site.

. Source web site returns success or failure, optionally additional session information.

Destination web site returns web site to user

Timeout

1.

2.

Logout
1
2.

Assume that the user has gone beyond the timeout limit on the source web site.

The source web site will query each participating web site to determine if the user has
been active on their web site.

If the user has not been active on any of the destination web sites within the timeout
period, the destination web sites are instructed to delete the session.

User logs out of the source web site.

Each of the destination web sites are instructed to delete the session.

Possible Resolutions:

1
2.

Add this requirement and/or use casesto SAML.

Do not add this requirement and/or use cases.

Status: Voted, Resolution 1 Carries

Voting Results

[Date 23 Feb 2001
[Eligible 18
[Resolution 1 I8
[Resolution 2 2

Abstain IO

In voting for resolution 1, Jeff Hodges added, "rationale: if there's these "assertions' floating
about between various entities that serve to assert the identity of some particular entity, there's
notions of "validity time period” (however implemented), and there's notions of "state” relative
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to the asserted identity, then | fed what we have here meets the definition of a "session”, and we
ought to use that term (and really figure out what all the implications are)." He aso attached the
following URLSs:

http://fol doc.doc.ic.ac.uk/fol doc/fol doc. cgi ?quer y=sessi on&acti on=Sear ch
http://fol doc.doc.ic.ac.uk/fol doc/fol doc. cgi ?query=state

ISSUE:[UC-3-02:ConversationSession]

Is the concept of a session between security authorities separate from the concept of a user
session? If so, should use case scenarios or requirements supporting security system sessions be
supported? [DavidO: | don't understand this issue, but | have left in for backwards
compatibility]. [DarrenP: | think this issue arose out of a misunderstanding/miscommunication
on the mailing list and has been resolved. Thisis more of aformality to vote this one to a closed
status.]

Possible Resolutions:
1. Do not pursue this requirement as it is not in scope.
2. Do further analysis on this requirement to determine what it is specificaly.

Status: Voted, No Conclusion

Voting Results

IDate 23 Feb 2001
[Eligible 18
[Resolution 1 5
[Resolution 2 |5

Abstain |o

ISSUE:[UC-3-03:Logout]

Should SAML support transfer of information about application-level logouts (e.g., a principal
intentionally ending a session) from the application to the Session Authority ?

Candidate Requirement:

[CR-3-3-Logout] SAML shall support a message format to indicate the end of an
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application-level session due to logout by the principal.

Note that this requirement isimplied by Scenario 1-3 (the second scenario 1-3 in straw man 3 -
oops). This issue seeks to clarify the document by making the requirement explicit.

Possible Resolutions:
1. Add thisrequirement to SAML.
2. Do not add this requirement to SAML.

Status: Voted, Resolution 1 Carries

Voting Results

[Date 23 Feb 2001
[Eligible 18
[Resolution 1 5
[Resolution 2 |5

Abstain Io

IDate |6 Apr 2001
[Eligible 12
[Resolution 1 9
[Resolution 2 1

Abstain 1

ISSUE:[UC-3-05:SessionTermination]
(General Editor’s note: where is [UC-3-04:...]?)

For managing a SAML User Sessions, it may be useful to have away to indicate that the SAML-
level session is no longer valid. The logout requirement would invalidate a session based on user
input. This requirement, for termination, would invalidate the SAML-level session based on
other factors, such as when the user has not used any of the SAML-level sessions constituent
application- level sessions for more than a set amount of time. Timeout would be an example of
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a session termination.

Candidate requirement:

[CR-3-5-SessionTermination] SAML shall support a message format for timeout of a
SAML-level session. Here, "termination” is defined as the ending of a SAML-level
session by a security system not based on user input. For example, if the user has not
used any of the application-level sub-sessions for a set amount of time, the session may
be considered "timed out."

Note that this requirement is implied by Scenario 1-3, figure 6, specifically the last message
labeled ‘optionally delete/revoke session'. This issue seeks to clarify the document by making the
requirement explicit.

Possible Resolutions:
1. Add thisrequirement to SAML.
2. Do not add this requirement and/or use cases.

Status: Voted, Resolution 1 Carries

Voting Results

IDate 23 Feb 2001
[Eligible 18
[Resolution 1 16
[Resolution 2 4

Abstain IO

In voting for resolution 2, Jeff Hodges added, "rationale: | believe this is subsumed within the
topic of [UC-3-1:UserSession] and we should deal with it explicitly in that context.”

Bob Blakley said, "However | believe that the phrasing of the requirement iswrong. | think what
we should support is expiration of assertions. Timeout is an action a receiving system
implements based on observing that an assertion has timed out."

IDate |6 Apr 2001

IEIigi ble 12
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|Reeo| ution 1 I9
{Resolution 2 2
Abstain 1

793 ISSUE:[UC-3-06:DestinationLogout]

794  Should logging out of an individual application-level session be supported? Advantage: allows
795  application Web sites control over their local domain consistent with the model most widely
796  implemented on the web. Disadvantage: potentially more interactions between the application
797  and the Session Authority.

798 Inthis scenario a Session Authority is managing a SAML-level session that includes an

799  application-level session maintained by the destination Web site. The user invokes alogout event
800 on the destination Web site, which invalidates the application-level session. The destination Web
801 dite passes this information back to the Session Authority.

Web User Source Web Site Destination Web Site

User Log Ot

Celete Session

802 Fig. X.
803 Dedtination Logout.

804  Steps:

805 1. User initiates alogout event on the destination Web site.

806 2. Destination Web site invalidates the application-level session and notifies the Session
807 Authority.

808 Candidate Requirement:

809 [CR-3-6-DestinationL ogout] The SAML model for session management shall support
810 logout initiated by the user at a destination Site, that is, a Site other than the one where the
811 session was initiated.
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Possible Resolutions:

1. Add this scenario and requirement to SAML.
2. Do not add this scenario or requirement.

Status: Voted, No Conclusion

Voting Results

[Date 23 Feb 2001
[Eligible 18
[Resolution 1 4
[Resolution 2 5

Abstain 1

IDate |6 Apr 2001
[Eligible 12
[Resolution 1 8
[Resolution 2 3

Abstain 1

ISSUE:[UC-3-07:Logout Extent]
What is the impact of logging out at a destination web site?

Possible Resolution:
1. Logout from destination web siteis local to destination [DavidO recommendation]
2. Logout from destination web site is global, that is destination + source web sites.
Status: Voted, Resolution 1 Carries

Voting Results
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[Date 23 Feb 2001
[Eligible 18
[Resolution 1 7
[Resolution 2 0
[Resolution 3 1

Abstain 2

Jeff Hodges, abstaining, said, "rationale: needs clarification. E.g. BobB's point in
Group3V oteBlakley.html should be considered.”

ISSUE:[UC-3-08:DestinationSessionTermination]

Having the Session Authority determine the timeout of a session is covered under [UC-3-5]. This
issue covers the manner and extent to which systems participating in that session can initiate and
control the timeout of their own sessions.

In this scenario a Session Authority is managing a SAML-level session that includes an
application-level session maintained by the destination Web site. The user's application-level
session times out (or is terminated for any reason) on the destination Web site, and the
destination consults with the Session Authority to determine if the application-level session
should be terminated.

Web User Source Web Site Dwestination Web Site
T
I
1
' User Login Expire
I
1
1
1
I
I
1
1
T
I

Fg. X.

Request Session

Delete Session

Destination Timeout.
Steps:

1. Based on an interna timer, the destination Web site determines that the user's
application-level session has expired.
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2. The destination Web site requests information on the session from the Session Authority
to determine if the SAML-level session has other, active application-level sessions
elsawhere.

3. Based on domain-specific policy the destination Web site either:

1. leavesthe application-level session untouched (thus deferring al control to the
Session Authority)

2. terminates the application-level session (thus regjecting any control by the Session
Authority) and sends a message to the Session Authority informing the Session
Authority that this application-level session is no longer active

3. extends the application-level session by some pre-determined "grace period”
(compromise between 'a and 'b’)

Candidate requirement:

[CR-3-8-DestinationSessionTermination] SAML shall support destination system session
termination.

Possible Resolutions:
1. Add this scenario and requirement to SAML.
2. Do not add this scenario or requirement.

Status: Voted, No Conclusion

Voting Results

[Date 23 Feb 2001
[Eligible 18
[Resolution 1 4
[Resolution 2 16

Abstain IO

In voting for resolution 2, Jeff Hodges added, "rationale: | believe this is subsumed within the
topic of [UC-3-1:UserSession] and we should deal with it explicitly in that context.”

Bob Blakley said, "I don't feel that | understand well enough what we'd consider doing here to
express an opinion yet."
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[Date 6 Apr 2001
[Eligible 12
[Resolution 1 7
[Resolution 2 4

Abstain 1

ISSUE:[UC-3-09:Destination-Time-In]

In this scenario, a user has traveled from the source site (site of initial login) to some destination
site. The source site has set a maximum idle-time limit for the user session, based on user
activity at the source or destination site. The user stays at the destination site for a period longer
than the source site idle-time limit; and at that point the user returns to the source site. We do not
wish to have the user time-out at the source site and be re-challenged for authentication; instead,
the user should continue to enjoy the original session which would somehow be cognizant of
user activity at the destination site.

Candidate Requirement:

[CR-3-9:Destination-Timeln] SAML shall support destination system time-in.
Possible Resolutions:

1. Add this scenario and requirement to SAML.

2. Do not add this scenario or requirement to SAML.

Status: Voted, No Conclusion

Voting Results

IDaIe |6 Apr 2001
[Eligible 12
[Resolution 1 7
[Resolution 2 4

Abstain 1
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Group 4: Security Services

ISSUE:[UC-4-01:SecurityService]

Should part of the use case documentbe a definition of a security service? What is a security
service and how is it defined?

Potential Resolutions;

1. Thisissueisnow obsolete and can be closed as several securityservices (shared
sessioning, PDP--PEP relationship) have been identified within S2ML.

2. Thisissue should be kept open.

Status: Voted, No Conclusion

Voting Results

IDate |6 Apr 2001
|[Eligible 12
[Resolution 1 I8

IR@OI ution 2 3

ISSUE:[UC-4-02:AttributeAuthority]

Should a concept of an attributeauthority be introduced into the [OSSML] use case document?
What part does it play? Should it be added in to anexisting use case scenario, or be developed
into its own scenario?

The "attribute authority” terminology has already been introduced inthe Hal/David diagrams and
discussed by the use-case group. So this issue can be viewed as requiring more detailconcerning
the flows derived from the diagram to be introduced into the use-case document.

The following use-case scenario is offered as an instance:

(a) User authenticates and obtains an AuthN assertion. (b) User or server submits the AuthN
assertion to an attribute authorityand in response obtains an AuthZ assertion containing
authorization attributes.

Potential Resolutions;

1. A use-case or use-case scenario similar to that described above should be added to
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SAML.

2. Thisissue is adequately addressed by existing use cases and doesnot require further
elaboration within SAML.

Status: Voted, Resolution 2 Carries

Voting Results

IDate |6 Apr 2001
|[Eligible 12
[Resolution 1 2

IR@OI ution 2 7

ISSUE:[UC-4-03:PrivateKeyHost]

A concept taken from S2ML. A user mayallow a server to host a private key. A credentials field
within an AuthN assertion identifies the server that holds the key. Shouldthis concept be
introduced into the [SAML] use case document? As a requirement? As part of an existing use
case scenario,or asits own scenario?

The S2ML use-case scenario had the following steps:

1. User Jane (without public/private key pair) authenticates utilizing a trusted server X and
receives an AuthN assertion. The trusted server holds a private/public key pair.The
AuthN assertion received by Jane includes a field for the server X's public key.

2. User submits a business payload and said AuthN assertion to trusted server X. The
trusted server "binds" the assertion to the payload using some form of digitalsigning and
sends the composite package onto the next stage in the business flow.

Potential Resolutions;

1. A use-case or use-case scenario comprising steps 1 and 2 above should be added to the
use-case document.

2. A requirement for supporting "binding" between AuthN assertionsand business payloads
thru digital signature be added to the use-case document.

3. Thisissue has been adequately addressed elsewhere; there is noneed for any additions to
the use-case document.

Status: Voted, Resolution 2 Carries
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Voting Results

IDaIe |6 Apr 2001
[Eligible 12
[Resolution 1 3

IR&OI ution 2 |9

ISSUE:[UC-4-04:SecurityDiscover]

UC-1-04:ARundgrenPush describes a single sign-on scenario that would require transfer of
authorization data about a resource between security zones.Should a service for security
discovery be part of the [SAML] standard?

Possible Resolutions;

1. Yes, aservice could be provided to send authorization dataabout a service between
security zones. This would require some sort of policy assertions (UC-2-
01:AddPolicyAssertions).

2. No, this extends the scope of [OSSML] too far. AuthZ in [OSSML]should be concerned
with AuthZ attributes of a principal, not of resources.

Status: Voted, Resolution 2 Carries

Voting Results

[Date 6 Apr 2001
[Eligible 12
[Resolution 1 (0]
Resolution 2 11
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Group 5: AuthN Protocols

[ISSUE:[UC-5-01:AuthNProtocol]

Straw Man 1 explicitly makes challenge-response authentication a non-goal. Is specifying which
types of authn are allowed and what protocols they can use necessary for this document? If so,
what types and which protocols?

As written, thisissue covers alot of ground. [UC-5-03:AuthNthrough] covers the core issue of
the removal of al considerations of modeling authentication methods within SAML, which need
not be discussed further in 5-01.

There is an aspect of these requirements that has been discussed and noted as important on the
list. Thereis a need for describing different forms of credentials (name-password, public key,
X509 certificates etc) within OSSML. In this sense there is a connection to the different
"permitted forms of authn” [2] and OSSML.

REFERENCES: | believe these requirements are consistent with or can be derived from Nigel's
suggestion [1] but is perhaps closer to the current style of specification in Strawman 2. It also
reflects the discussion in [2] and [3].

[1] http://lists.oasis-open.org/archives/security-
use/ 200102/ nrsg00029. ht m

[2] http://lists.oasis-open.org/archives/security-
use/ 200102/ msg00038. ht

[3] http://1ists.oasis-open.org/archives/security-
use/ 200102/ nrsg00064. ht m

Possible Resolutions (not mutually exclusive):
1. TheNon-Goa

"Challenge-response authentication protocols are outside the scope of the
SAML"

should be removed from the Strawman 3 document.

2. Thefollowing requirements should be added to the Strawman 3 document:

[CR-5-01-1-StandardCreds] SAML should provide a data format for
credentials including those based on name-password, X509v3 certificates,
public keys, X509 Distinguished name, and empty credentials.

[CR-5-01-2-ExtensibleCreds] SAML The credentials data format must
support extensibility in a structured fashion.
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Status: Voted, No Conclusion

Voting Results

[Date 23 Feb 2001
[Eligible 18
[Resolution 1 For 3
[Resolution 1 Against 3
[Resolution 2 For 8
[Resolution 2 Against 3

Abstain IO

In voting for resolution 2, Bob Blakley said, "My thinking here is that we need to provide a way
to assert what mechanism was used to authenticate the user (e.g. certificate-based authentication)
and what the user's authenticated credential resulting from that authentication (e.g. X.509 cert)
was. I'm still nervous about allowing the VALUE of the password to be used as credential
information as in S2ML, but | do understand why this was done and that it's useful."

ISSUE:[UC-5-02:SASL]
Is there a need to develop materials within SAML that explore its relationship to SASL [SASL]?

Possible Resolutions;
1. Yes
2. No

Status: Voted, No Conclusion

Voting Results

[Date 23 Feb 2001
[Eligible 18
[Resolution 1 3

IR&eoI ution 2 |5
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Abstain

ISSUE:[UC-5-03:AuthNThrough]

All the scenarios in Straw Man 1 presume that the user provides authentication credentials
(password, certificate, biometric, etc) to the authentication system out-of-band.

Possible Resolutions (not mutually exclusive):

1. Should SAML be used directly for authentication? In other words should the SAML
model or express one or more authentication methods or a framework for authentication?

2. Should this be explicitly stated as a non-goa?

3. Should the following statement would be added to the non-goals section?

[NO-Authn] Authentication methods or frameworks are outside the scope

of SAML.

Status: Voted, Resolution 1 Fails, Resolution 2 Passes, Resolution 3 No Conclusion

Voting Results

IDate 23 Feb 2001
|[Eligible 18
[Resolution 1 For 1
|Resolution 1 Against 10
[Resolution 2 For 10
[Resolution 2 Against 1
[Resolution 3 For 7
[Resolution 3 Against 4

Abstain IO

NOTE: resolutions for this issue were voted on separately.
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Group 6: Protocol Bindings

ISSUE:[UC-6-01:XMLProtocol]

Should mention of a SOAP binding in the use case and requirements document be changed to a
say "an XML protocol” (lower case, implying generic XML-based protocols)? Or "XML
Protocal”, the specific W3 RPC-like protocol using XML (http://www.w3.0rg/2000/xp/)?

Although SOAP is being reworked in favor of XP, the current state of XML Protocol is
unknown. Requiring a binding to that protocol by June may not be feasible.

Per David Orchard, "There is no such deliverable as XML Protocol specification. We don't know
when an XMLP 1.0 spec will ship. We can NEVER have forward references in specifications.
When XMLP ships, we can easily change the requirements. [...] | definitely think we should
mandate a SOAP 1.1 binding."

Possible Resolutions:
1. Change requirement for binding to SOAP to binding to XML Protocol.
2. Leave current binding to SOAP.
3. Remove mention of binding to either of these protocols.

Status: Voted, Resolution 2 Carries

Voting Results

IDate 27 Mar 2001
[Eligible 15
[Resolution 1 0
[Resolution 2 12

Abstain 2
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Group 7: Enveloping vs. Enveloped

ISSUE:[UC-7-01:Enveloping]

SAML data will be transferred with other types of XML data not specific to authn and authz,
such as financial transaction data. What should the relationship of the documents be?

One possibility is requiring that SAML allow for enveloping business-specific data within
SAML. Such arequirement might state:

[CR-7-01:Enveloping] SAML messages and assertions should be able to envelop
conversation-specific XML data.

Note that this requirement is not in conflict with [CR-7-02:Enveloped]. They are mutually
compatible.

Possible Resolutions:
1. Add this proposed requirement.
2. Do not add this proposed requirement.

Status: Voted, No Conclusion

Voting Results

IDate 27 Mar 2001
[Eligible 15
[Resolution 1 9
[Resolution 2 4

Abstain 1

ISSUE:[UC-7-02:Enveloped]

SAML data will be transferred with other types of XML data not specific to authn and authz,
such as financial transaction data. What should the relationship of the documents be?

One possibility is requiring that SAML should be fit for being enveloped in other XML
documents.

[CR-7-02:Enveloped] SAML messages and assertions should be fit to be enveloped in
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1043 conversation-specific XML documents.

1044  Note that this requirement is not in conflict with [CR-7-01:Enveloping]. They are mutualy
1045 compatible.

1046  Possible Resolutions:

1047 1. Add this proposed requirement.

1048 2. Do not add this proposed requirement.
1049  Status: Voted, Resolution 1 Carries

1050 Voting Results

[Date 27 Mar 2001
[Eligible 15
[Resolution 1 12
IR@OI ution 2 2

1051
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Group 8: Intermediaries

ISSUE:[UC-8-01:Intermediaries]

The use case scenarios in the S2ML 0.8a specification include one where an intermediary passes
an S2ML message from a source party to a destination party. What is the part of intermediaries
in an SAML conversation?

A reguirement to enable passing SAML data through intermediaries could be phrased as follows:

[CR-8-01:Intermediaries] SAML data structures (assertions and messages) will be
structured in away that they can be passed from an asserting party through one or more
intermediaries to arelying party. The validity of a message or assertion can be
established without requiring a direct connection between asserting and relying party.

Possible Resolutions:
1. Add thisreguirement to the document.
2. Do not add this requirement to the document.

Status: Voted, Resolution 1 Carries

Voting Results

IDaIe 27 Mar 2001
[Eligible 15
[Resolution 1 12

IR@OI ution 2 2

ISSUE:[UC-8-02:IntermediaryAdd]

One question that has been raised is whether intermediaries can make additions to SAML
documents. It is possible that intermediaries could add data to assertions, or add new assertions
that are bound to the original assertions.

If we wanted to support allowing intermediaries to add data to SAML documents, the following
use-case scenario could be added to the use case and requirements document:

In this use case scenario, two parties -- a buyer and a seller -- perform atransaction using a B2B
exchange as an intermediary. The intermediary adds AuthN and AuthZ data to orders as they go
through the system, giving additional points for decisions made by the parties.
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Fig. X.
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about the authentication event and authorization attributes about the Buyer.

Seller authenticates to Seller Security System.

Seller Security System provides a SAML AuthN assertion to Seller, containing data
about the authentication event and authorization attributes about the Seller.

Buyer requests authorization from Buyer Security System to submit a given order.

Buyer Security System provides a SAML AuthZ Decision assertion to Buyer, stating that
Buyer is allowed to submit the order.

Buyer submits order to B2B Exchange, providing AuthN assertion and AuthZ decision
assertion.

B2B exchange adds AuthN assertion data, specifying that the exchange authenticated the
buyer (using the assertion).

B2B exchange adds AuthZ decision assertion data, stating that the Buyer is permitted to
use the exchange to make this order.

B2B exchange submits order to Seller.
Seller validates the order, using the assertions.
Seller requests authorization from Seller Security System to fulfill a given order.

Seller Security System provides a SAML AuthZ Decision assertion to Seller, stating that
Seller is allowed to fulfill the order.

Seller submits intention to fulfill the order to the B2B exchange, including AuthN
assertions and AuthZ decision assertions.

B2B exchange adds AuthN data, specifying that it used the original SAML AuthN
assertion to authenticate the Seller.

B2B exchange add AuthZ decision data, specifying that the seller is authorized to fulfill
this order through the exchange.

B2B exchange sends the order fulfillment to the Buyer.

Buyer validates the order fulfillment based on AuthN assertion(s) and AuthZ decision
assertion(s).

Possible Resolutions:

Add this use-case scenario to the document.
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2. Don't add this use-case scenario.

Status: Voted, Resolution 1 Carries

Voting Results

IDate 27 Mar 2001
[Eligible 15
[Resolution 1 11

IR@OI ution 2 3

ISSUE:[UC-8-03:IntermediaryDelete]

Another issue with intermediaries is whether SAML must support alowing intermediaries to
delete data from SAML documents.

If so, the following use-case scenario could be added to the use case document to illustrate.
Use Case Scenario X: Intermediary Delete

In this scenario, abuyer and a seller are using a B2B exchange to perform atransaction. The
B2B exchange acts as an intermediary between the two parties. The exchange has an interest in
not being disintermediated by the parties, so it modifies submitted SAML data to anonymize the
buyer. Thiswould prevent the seller from directly contacting the buyer without using the
exchange.
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1123 Fg. X.
1124  Intermediary Delete
1125  Steps:
1126 1. Buyer authenticates to Buyer Security System.
1127 2. Buyer Security System provides a SAML AuthN assertion to Buyer, containing data
1128 about the authentication event and authorization attributes about the Buyer.
1129 3. Buyer requests authorization from Buyer Security System to submit a given order.
1130 4. Buyer Security System provides a SAML AuthZ Decision assertion to Buyer, stating that
1131 Buyer is allowed to submit the order.
1132 5. Buyer submits order to B2B Exchange, providing AuthN assertion and AuthZ decision
1133 assertion.
1134 6. B2B exchange anonymizes the order by removing identifying attributes from the SAML
1135 submitted by Buyer.
1136 7. B2B exchange submits order to Seller.
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Possible Resolutions:

1. Add this use-case scenario to the document.
2. Don't add this use-case scenario.

Status: Voted, No Conclusion

Voting Results

[Date 27 Mar 2001
[Eligible 15
[Resolution 1 |6

IR@OI ution 2 |8

ISSUE:[UC-8-04:IntermediaryEdit]

Similar to [UC-8-03:IntermediaryDelete] is the issue of whether SAML must support allowing
intermediaries to edit or change SAML data as they pass it between parties.

If so, the following use-case scenario could be added to the use case document to illustrate.

Use Case Scenario X: Intermediary Edit

In this scenario, abuyer and a seller are using a B2B exchange to perform atransaction. The
B2B exchange acts as an intermediary between the two parties. In this case, the buyer and seller
use different vocabularies for expressing security concepts and also different vocabularies for
domain concepts. The B2B exchange provides a trandation before passing on SAML documents.
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1151 Fg. X.
1152  Intermediary Edit
1153  Steps:
1154 1. Buyer authenticates to Buyer Security System.
1155 2. Buyer Security System provides a SAML AuthN assertion to Buyer, containing data
1156 about the authentication event and authorization attributes about the Buyer. One AuthZ
1157 attribute is that the Buyer has a"role" of "purchase agent”.
1158 3. Buyer requests authorization from Buyer Security System to submit a given order.
1159 4. Buyer Security System provides a SAML AuthZ Decision assertion to Buyer, stating that
1160 Buyer is allowed to submit the order. Specifically, it states that Buyer has the "purchase”
1161 privilege for the given order.
1162 5. Buyer submits order to B2B Exchange, providing AuthN assertion and AuthZ decision
1163 assertion.
1164 6. Based on registered settings of the Seller, the B2B exchange knows that Seller uses a
1165 different vocabulary than Buyer. For example, Seller has only group-based AuthZ, not
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role-based. So it changes the "role" attribute to "group”. Additionally, it knows that the
Seller uses the term "buy™ and not "purchase” for the privilege of making an order, so it
trandates that AuthZ information, too.

7. B2B exchange submits order to Seller.
Possible Resolutions:

1. Add this use-case scenario to the document.

2. Don't add this use-case scenario.

Status: Voted, No Conclusion

Voting Results

IDate 27 Mar 2001
[Eligible 15
[Resolution 1 4

IReeoI ution 2 10

ISSUE:[UC-8-05:AtomicAssertion]

One implicit assumption about SAML is that assertions will be represented as XML elements
with associated digital signatures. Any additions, deletions or changes would make the signature
on the assertion invalid. This would make it difficult for relying parties to determine the validity
of the assertion itself, especialy if it is received through an intermediary.

Thus, the implementation of assertions as element + signature would make [UC-8-
02:IntermediaryAdd], [UC-8-03:IntermediaryDelete], and [UC-8-04:IntermediaryEdit] difficult
to specify, if the ideais to actually modify the original assertions themselves. One possible
solution is that some kind of diff or change structure could be added. Another possibility is that
signatures on each individual sub-element of the assertion could be required, so that if the
intermediary changes one sub-element the others remain valid. Neither of theseis a clean
solution.

However, if there's no goa of changing the sub-elements of the assertion, then it's possible to
implement modifications. For example, [UC-8-02:IntermediaryAdd] can be implemented
without breaking apart assertions. The B2B exchange could smply add its own assertions to the
order, as well as the assertions provided by the buyer.

Deletion and edition could be implemented by simply replacing the assertions made by the buyer
-- passing new AuthZ and AuthC assertions made and signed by the B2B exchange. These would
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1193 incorporate elements from the assertions made by the Buyer Security System, but be signed by
1194  the B2B exchange.

1195 Thereis semantic value to who makes an assertion, though. If the B2B exchange makes the
1196  assertion rather than the Buyer Security System, there is a different level of validity for the
1197 Sdler.

1198  Since assertion as element + signature is a very natural implementation, it may be good to
1199 expresstheindivishility of the assertion as part of a non-goal. One such non-goal could be:

1200 [CR-8-05:AtomicAssertion] SAML does not need to specify a mechanism for additions,
1201 deletions or modifications to be made to assertions.

1202  In addition, the use case scenarios should be edited to specifically point out that additions,
1203  deletions or modifications make changes to whole assertions, and not to parts of assertions.

1204  Possible Resolutions:

1205 1. Add thisnon-goa to the document, and change use case scenarios to specify that
1206 intermediaries must treat assertions as atomic.
1207 2. Don't add this non-goal.

1208 Status: Voted, Resolution 1 Carries
1209 Voting Results

IDate 27 Mar 2001
[Eligible 15
[Resolution 1 12
Resolution 2 2

1210
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Group 9: Privacy

ISSUE:[UC-9-01:RuntimePrivacy]

Should protecting the privacy of the user be part of the SAML conversation? In other words,
should user consent to exchange of data be given at run time, or at the time the user establishes a
relationship with a security system?

An example of runtime privacy configuration would be use case scenario described in [UC-1-
04:ARundgrenPush]. Because this scenario has been rejected by the use cases and requirement
group, it makes sense to phrase this as a non-goal of SAML, rather than as a requirement.

[CR-9-01:RuntimePrivacy] SAML does not provide for subject control of data flow
(privacy) at run-time. The determination of privacy policy is between the subject and
security authorities and should be determined out-of-band, for example, in a privacy
agreement.

Possible Resolutions
1. Add this proposed non-goa.
2. Do not add this proposed non-goal.

Status: Voted, No Conclusion

Voting Results

[Date 27 Mar 2001
[Eligible 15
[Resolution 1 19

IR&OI ution 2 4

ISSUE:[UC-9-02:PrivacyStatement]

Important private data of end users should be shared as needed between peersin an SAML
conversation. In addition, the user should have control over what data is exchanged. How should
the requirement be expressed in the use case and requirements document?

One difficulty isthat, if run-time privacy is out of scope per UC-9-01:RuntimePrivacy, it's
difficult to impose a privacy requirement on eventual implementers. Especially considering that
our requirements doc is for the specification itself, and not for implementers. In addition,
specifications rarely proscribe guiding principles that cannot be expressed in the specificied
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technology itself.

One statement suggested by Bob Morgan is as follows:

[CR-9-02-3-DisclosureMorgan] SAML should support policy-based disclosure of subject
security attributes, based on the identities of partiesinvolved in an authentication or
authorization exchange.

Another, by Bob Blakley:

[CR-9-02-2-DisclosureBlakley] SAM should support *restriction of* disclosure of
subject security attributes, * based on a policy stated by the subject*. * This policy might
be* based on the identities of parties involved in an authentication or authorization
exchange.

A fina one, by Prateek Mishra:

[CR-9-02-4-DisclosureMishra] An AP should only release credentials for a subject to an
RP if the subject has been informed about this possibility and has assented. The exact
mechanism and format for interaction between an AP and a subject concerning such
privacy issues is outside the scope of the specification.

Comment by David Orchard:

"My concerns about al of the disclosure requirements, is that | cannot see how any piece of
software could be tested for conformance. In the case of Blakely style, "SAM should support
*restriction of* disclosure of subject security attributes, * based on a policy stated by the
subject*", how do | write a conformance test that verifes:

what are allowable and non-allowable restrictions?
How do | test that an non-allowable restriction hasn't been made?
How do | verify that a subject has stated a policy?
How can a subject state a policy?’
Possible Resolutions

1. Add[CR-9-02-3-DisclosureMorgan] as arequirement.

2. Add[CR-9-02-2-DisclosureBlakley] as arequirement.

3. Add [CR-9-02-4-DisclosureMishra] as arequirement.

4. Add none of these as requirements.

Status: Voted, No Conclusion
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1266  Voting Results

IDate 27 Mar 2001
[Eligible 15
[Resolution 1 4
[Resolution 2 (0]
[Resolution 3 4

Resolution 4 7

1267
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Group 10: Framework

ISSUE:[UC-10-01:Framework]

Should SAML provide aframework that allows delivery of security content negotiated out-of -
band? A typical use case is authorization extensions to the core SAML constructs. The contra-
position isto rigidly define the constructs without allowing extension.

A requirement aready exists in the SAML document for extensibility: [R-Extensible] SAML
should be easily extensible. Therefore, the change that voting on this issue would make would be
to remove rather than add a requirement.

Possible Resolutions:
1. Remove the extensibility requirement.
2. Leavethe extensbility requirement.

Status: Voted, Resolution 2 Carries

Voting Results

IDate |6 Apr 2001
[Eligible 11
[Resolution 1 1

IResoI ution 2 10

ISSUE:[UC-10-02:ExtendAssertionData]

Assertions are the "nouns’ of SAML. One way to extend SAML isto allow additional elements
in an assertion besides the ones specified by SAML. This could be used to add additional
attributes about a subject, or data structured under another namespace.

A requirement that captures this functionality would be:

[CR-10-02:ExtendAssertionData] The format of SAML assertions should allow the
addition of arbitrary XML data as extensions.

Possible Resolutions:
1. Add requirement [CR-10-02:ExtendAssertionData).

2. Do not add this requirement.
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1291  Status: Voted, No Conclusion

1292  Voting Results

[Date 6 Apr 2001
[Eligible 11
[Resolution 1 7
IR@OI ution 2 4

1293 ISSUE:[UC-10-03:ExtendMessageData]

1294  Similarly to [UC-10-02], it would be useful to allow additional datato SAML messages. Either
1295  defined SAML assertions, or arbitrary XML, could be attached.

1296 A potential requirement to add this functionality would be:

1297 [CR-10-03:ExtendMessageData] The format of SAML messages should allow the
1298 addition of arbitrary XML data, or SAML assertions not specified for that message type,
1299 as extensions.

1300 Possible Resolutions:

1301 1. Add requirement [CR-10-03:ExtendM essageData].
1302 2. Do not add this requirement.

1303  Status: Voted, No Conclusion

1304  Voting Results

IDate |6 Apr 2001
[Eligible 11
[Resolution 1 7

IR@OI ution 2 4

1305 ISSUE:[UC-10-04:ExtendMessageTypes]

1306 It's common in protocol definitions that real-world implementations require additional message
1307 types. For example, a system handling arequest for authorization that is taking along time might
1308 send a<KeepWaiting> or <AskAgainLater> message to the requester.
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Many protocols explicitly allow for a mechanism for adding extended message types in their
specification. We may want to require that SAML also allow for extended message types in the
specification. One requirement may be:

[CR-10-04:ExtendM essageTypes] The SAML protocol will explicitly allow for
additional message types to be defined by implementers.

Note that thisis different from [UC-10-03:ExtendM essageData]. That issue is about adding
extended data to existing message types in the protocol. Thisissue is about adding new message
types entirely.

Also note that adding this requirement would strongly favor [CR-10-07-1], to allow
interoperability.

Possible Resolutions:
1. Add requirement [CR-10-04:ExtendM essageTypes].
2. Do not add this requirement.

Status: Voted, No Conclusion

Voting Results

IDate |6 Apr 2001
[Eligible 11
[Resolution 1 4

IR&OI ution 2 7

ISSUE:[UC-10-05:ExtendAssertionTypes]

Aswith [UC-10-04], it may be useful to add extended assertions to a SAML conversation. As an
admittedly stretched example, an implementer may choose to add auditing to the SAML
specification, and therefore define one or more <AuditAssertion> types.

Note that thisis different from [UC-10-02:ExtendAssertionData]. That issue is about adding
arbitrary XML to an existing assertion type. Thisissue is about creating new assertion types
altogether.

Note that thisis also different from [UC-10-03:ExtendMessageData). In that issue, arbitrary
XML data could be added to a message. In this issue, the XML would have some format or
attributes to identify it specifically as a SAML assertion.
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One requirement that would make this functionality clear would be:

[CR-10-05:ExtendAssertionTypes] SAML will explicitly allow for additional assertion
types to be defined by implementers.

Also note that adding this requirement would strongly favor [CR-10-07-1], to allow
interoperability. Also, extended assertion types would probably require extended messages, so
this requirement would favor adding [ CR-10-04:ExtendM essageTypes).

Possible Resolutions:
1. Add requirement [CR-10-05:ExtendAssertionTypes].
2. Do not add this requirement.

Status: Voted, No Conclusion

Voting Results

IDate |6 Apr 2001
[Eligible 11
[Resolution 1 4

IR&OI ution 2 7

ISSUE:[UC-10-06:BackwardCompatibleExtensions]

Because SAML is an interoperability standard, it's important that custom extensions for SAML
messages and/or assertions be compatible with standard SAML implementations. For this
reasons, extensions should be clearly recognizable as such, marked with flags to indicate whether
processing should continue if the receiving party does not support the extension.

One possible requirement for this functionality is the following:

[ CR-10-06-BackwardCompatibleExtensions] Extension datain SAML will be clearly
identified for all SAML processors, and will indicate whether the processor should
continue if it does not support the extension.

Possible Resolutions:
1. Add requirement [CR-10-06-BackwardCompatibleExtensions].
2. Do not add this requirement.
Status: Voted, Resolution 1 Carries
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Voting Results

IDaIe |6 Apr 2001
[Eligible 11
[Resolution 1 11

IR@OI ution 2 IO

ISSUE:[UC-10-07:ExtensionNegotiation]

Many protocols allow a negotiation phase between parties in a message exchange to determine
which extensions and options the other party supports. For example, HTTP 1.1 has the
OPTIONS method, and ESM TP has the EHLO command.

Since thisis afairly common design model, it may be useful to add such afeature to SAML. One
option isto add a requirement for extension negotiation:

[CR-10-07-1:ExtensionNegotiation] SAML protocol will define a message format for
negotiation of supported extensions.

However, this may unnecessarily complicate the SAML protocol. Because negotiation is a
common design, it may be a good idea to have a clarifying non-goal in the requirements
document:

[CR-10-07-2:NoExtensionNegotiation] SAML protocol does not define a message format
for negotiation of supported extensions.

Possible Resolutions:
1. Add requirement [CR-10-07-1:ExtensionNegotiation].
2. Add non-goal [CR-10-07-2:NoExtensionNegotiation].
3. Add neither the requirement nor the non-goal.

Status: Voted, No Conclusion

Voting Results

IDate |6 Apr 2001
[Eligible 11

IR@OI ution 1 4
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IR@OI ution 2 2

IR@OI ution 3 |5
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1379 Group 11: AuthZ Use Case

1380 ISSUE:[UC-11-01:AuthzUseCase]

1381 Use Case 2 in Strawman 3 (http://www.0asi s-open.org/committees/security/docs/draft-sstc-use-
1382  strawman- 03.html) describes the use of SAML for the conversation between a Policy

1383  Enforcement Point (PEP) and a Policy Decision Point (PDP), in which the PEP sends a request
1384  describing a particular action (such as'A client presenting the attached SAML data wishes to
1385 read http://foo.bar/index.html’), and the PDP replies with an Authorization Decision Assertion
1386 instructing the PEP to alow or deny that request.

1387  Possible Resolutions:

1388 1. Continue to include this use case.
1389 2. Remove this use case.

1390 Status: Voted, Resolution 1 Carries
1391 Voting Results

IDaIe 27 Mar 2001
[Eligible 15
[Resolution 1 9

Resolution 2 2

1392
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Group 12: Encryption

UC-9-02:Privacy Statement addresses the importance of sharing data only as needed between
security zones (from asserting party to relying party). However, it is also important that data not
be available to third parties, such as snoopers or untrusted intermediaries.

One possible solution for protocol bindings to define secure channels between relying party and
asserting party. Another is specifically encrypt the SAML data, so that it is protected whether or
not the channel is secure, and can aso be stored securely outside of the protocol binding (for
example, in acache or as a cookie).

If confidentiality protection is specified both within the SAML message format and within
protocol bindings, deployments can choose the appropriate solution. For example, SAML
messages within encrypted SSMIME documents may not need message-level protection, while
SAML messages passed as HTTP cookies do.

The issues addressed here aso relate to [R-Signature], [UC-13-02:EfficientM essages], [UC-13-
03:0ptional Authentication], and [UC-13-04.Optional Signatures]. In particular, we would be
contradicting ourselves if we voted that confidentiality protection is required without exception,
and at the same time voted for option 1 on any of the UC-13 issues listed above. The point raised
in the UC-13 issuesis that within a protected security domain where confidentiality protectionis
not a concern, requiring encryption could introduce key management and performance issues
that could otherwise be avoided.

This issue breaks down into several decisions:
Should confidentiality protection of SAML assertions be required, optional, or unsupported?

Should confidentiality protection be provided by the protocol binding or within the SAML
message format?

Wheat (if any) encryption method should be used now?
What (if any) encryption method should be used once XML Encryption is a published standard?

One thing to note is that there is currently an explicit non-goal that SAML will not protect
messages from interception by third parties; thisisleft up to the transport mechanism. The issue
group 12 decisions may force removal of this non-goal (specifically, if we choose encryption of
individual SAML messages or assertions).

ISSUE:[UC-12-01:Confidentiality]
Add the following requirement:

[R-Confidentiality] SAML data should be protected from observation by third parties or
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1425 untrusted intermediaries.

1426  Possible Resolutions:

1427 1. Add[R-Confidentiality]

1428 2. Do not add [R-Confidentiality]
1429  Status: Voted, Resolution 1 Carries
1430 Voting Results

IDate |6 Apr 2001
[Eligible 11
[Resolution 1 I8

IR@OI ution 2 2

1431 ISSUE:[UC-12-02:AssertionConfidentiality]

1432 1. Add the requirement: [R-AssertionConfidentiality] SAML should define a format so that
1433 individual SAML assertions may be encrypted, independent of protocol bindings.

1434 2. Add the requirement: [R-AssertionConfidentiality] SAML assertions must be encrypted,
1435 independent of protocol bindings.

1436 3. Add anon-goa: SAML will not define aformat for protecting confidentiality of

1437 individual assertions; confidentiality protection will be left to the protocol bindings.
1438 4. Do not add either requirement or the non-goal.

1439 Status: Voted, No Conclusion
1440  Voting Results

IDate |6 Apr 2001
[Eligible 11
[Resolution 1 3
[Resolution 2 {0
IR@OI ution 3 4
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Resolution 4 4

ISSUE:[UC-12-03:BindingConfidentiality]

The first option is intended to make the protection optional (both in the binding definition, and
by the user at runtime).

1. [R-BindingConfidentiaity] Bindings SHOULD (in the RFC sense) provide a means to
protect SAML data from observation by third parties. Each protocol binding must include
a description of how applications can make use of this protection. Examples: SSMIME for
MIME, HTTP/Sfor HTTP.

2. [R-BindingConfidentiality] Each protocol binding must always protect SAML data from
observation by third parties.

3. Do not add either requirement.

Status: Voted, Resolution 1 Carries

Voting Results

IDate |6 Apr 2001
[Eligible 11
[Resolution 1 11
[Resolution 2 (0]

IR@OI ution 3 IO

ISSUE:[UC-12-04:EncryptionMethod]

If confidentiality protection isincluded in the SAML assertion format (that is, you chose option 1
or 2 for [UC-12-02:AssertionConfidentiality]), how should the protection be provided?

Note that if option 2 (assertion confidentiality is required) was chosen for UC-12-02, resolution 1
of thisissue implies that SAML will not be published until after XML Encryption is published.

Proposed resolutions; choose one of:
1. Add the requirement: [R-EncryptionMethod] SAML should use XML Encryption.

2. Add the requirement: [R-EncryptionMethod] Because there is no currently published
standard for encrypting XML, SAML should define its own encryption format. Edit the
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1462 existing non-goal of not creating new cryptographic techniques to alow this.

1463 3. Add no requirement now, but include a note that this issue must be revisited in a future
1464 version of the SAML spec after XML Encryption is published.

1465 4. Do not add any of these requirements or notes.

1466  Status: Voted, Resolution 3 Carries
1467  Voting Results

IDate |6 Apr 2001
|[Eligible 11
[Resolution 1 {0
[Resolution 2 IO
[Resolution 3 I9
Resolution 4 2

1468
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Group 13: Business Requirements

ISSUE:[UC-13-01:Scalability]

Bob Morgan brought up several "business requirements’ on security-use. One was scalability.
Thisissue is a placeholder for further elaboration on the subject.

A candidate requirement might be:

[CR-13-01-Scalability] SAML should be appropriate for high volume of messages, and
for messages between parties made up of several physica machines.

Potential Resolutions:
1. Add requirement [CR-13-01-Scal ability].
2. Do not add this requirement.

Status: Voted, No Conclusion

Voting Results

[Date 6 Apr 2001
[Eligible 11
[Resolution 1 4
[Resolution 2 5

Abstain 1

ISSUE:[UC-13-02:EfficientMessages]

Philip Hallam-Baker's core assertions requirement document included several requirements that
were efficiency-oriented. When that requirement document was merged into Straw Man 2, the
efficiency requirements were excluded.

One such requirement was:
[CR-13-02-EfficientM essages|] SAML should support efficient message exchange.
Potential Resolutions:

1. Add thisrequirement to the use case and requirements document.
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2. Leave thisrequirement out of use case and requirements document.

Status: Voted, No Conclusion

Voting Results

IDate |6 Apr 2001
[Eligible 11
[Resolution 1 3

IR@OI ution 2 7

ISSUE:[UC-13-03:OptionalAuthentication]

Philip Hallam-Baker's core assertions requirement document included several requirements that
were efficiency-oriented. When that requirement document was merged into Straw Man 2, the
efficiency requirements were excluded.

One such requirement was:

[CR-13-03-Optional Authentication] Authentication between asserting party and relying
party should be optional. Messages may omit authentication altogether.

In this case, "authentication" means authentication between the parties in the conversation (for
example, by means of adigital signature) and not authentication by the subject.

Potential Resolutions:
1. Add thisrequirement to the use case and requirements document.
2. Leave thisrequirement out of use case and requirements document.

Status: Voted, No Conclusion

Voting Results

[Date 6 Apr 2001
[Eligible 11
[Resolution 1 16
Resolution 2 4
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1506 ISSUE:[UC-13-04:0OptionalSignatures]

1507  Philip Hallam-Baker's core assertions requirement document included severa requirements that
1508  were efficiency-oriented. When that requirement document was merged into Straw Man 2, the
1509 efficiency reguirements were excluded.

1510  One such requirement was:

1511 [CR-13-04-Optiona Signatures] Signatures should be optional.

1512  Potential Resolutions:

1513 1. Add thisrequirement to the use case and requirements document.
1514 2. Leave thisrequirement out of use case and requirements document.
1515  Status: Voted, No Conclusion

1516  Voting Results

IDaIe |6 Apr 2001
[Eligible 11
[Resolution 1 16

IR@OI ution 2 4

1517 ISSUE:[UC-13-05:SecurityPolicy]

1518 Bob Morgan proposed a business-level requirement as follows:

1519 [CR-13-05-SecurityPolicy] Security measures in SAML should support common
1520 institutional security policies regarding assurance of identity, confidentiality, and
1521 integrity.

1522  Potential Resolutions:

1523 1. Add thisreguirement to the use case and requirements document.
1524 2. Leavethisrequirement out of use case and regquirements document.
1525  Status: Voted, Resolution 2 Carries

1526  Voting Results

Date 6 Apr 2001
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|Eligible 11
{Resolution 1 2
IR@OI ution 2 |8

ISSUE:[UC-13-06:ReferenceReqt]

Bob Morgan has questioned requirement [R-Reference] in that it is not specific enough. in
particular, he said: "Goal [R-Reference] either needs more elaboration or (likely) needs to be
dropped. What is a 'reference? It doesn't have a standard well-understood security meaning nor
isit defined in the glossary. This Goal seems to me to be making an assumption about a low-
level mechanism for optimizing some of the transfers.”

One possible, more specific elaboration might be:

[CR-13-06-1-Reference] SAML should define a data format for providing references to
authentication and authorization assertions. Here, a "reference” means a token that may
not be a full assertion, but can be presented to an asserting party to request a particular
assertion.

[CR-13-06-2-Reference-Message] SAML should define a message format for requesting
authentication and authorization assertions using references.

[CR-13-06-2-Reference-Size] SAML references should be small. In particular, they
should be small enough to be transfered by Web browsers, either as cookies or as CGlI
parameters.

Potential Resolutions:
1. Replace [R-Reference] with these requirements.
2. Leave[R-Reference] asitis.
3. Remove mention of references entirely.

Status: Voted, Resolution 2 Carries

(General Editor’s note: this statement is not consistent with the vote tally in the table.)

Voting Results
IDate |6 Apr 2001
IEIigibIe 11
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[Resolution 1 |6
{Resolution 2 IO
IResoI ution 3 |5
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Document History

5 Feb 2001 First version for Strawman 2.
26 Feb 2001 Made the following changes:

Changed references to [OSSML] to SAML.

Added rewrites of Group 1 per Darren Platt.

Added rewrites of Group 3 per David Orchard.

Added rewrites of Group 5 per Prateek Mishra.

Added rewrites of Group 11 per Irving Reid.

Converted the abbreviation "AuthC" (for "authentication") to "AuthN."
Added Group 13.

Added UC-1-12:SignOnService.

Converted candidate requirement naming scheme from [R-Name] (as used in the
main document) to [CR-issuenumber-Name], per David Orchard.

Added UC-0-02:Terminology.
Added UC-0-03:Arrows.

Updated UC-9-02: Privacy Statement with suggested requirements from Bob
Morgan and Bob Blakley.

Added UC-1-13:ProxyModel per Irving Reid.

Added status indications for each issue.

Recorded votes and conclusions for issue groups 1, 3, and 5.
Added Zahid Ahmed's use cases for B2B transactions.
Added Maryann Hondo's use case scenario for ebXML.

Added comments to votes by Jeff Hodges, Bob Blakley.

10 Apr 2001 Made the following changes:
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Added re-written versions of issue group 2, 3, 6, 7, 8, 9, 10, and 13 by Darren
Patt and Evan Prodromou.

Added re-written versions of issue groups 11 and 12 by Irving Reid.
Added re-written version of issue group 4 by Prateek Mishra.
Added voting results for groups 2, 3, 4, 6, 7, 8, 9, 10, 11, 12, and 13.
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