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Executive Summary

A straw-man architecture is proposed to ducidate the architectura implications of the
requirements implicit in the SAML use cases document.

1 Introduction

1.1 Parties

In its Smplest form an assertion concernsthree distinct parties, the | ssuing Party Who
originates the assartion, the Relying Party thet reads the assertion and the Subject who is
the party that the assertion is a tatement about (Figure 1).

Issuing Party Relying Party

Subject

Figure 1: Partiesto the protocol

The relationships between the three parties may or may not be expressed in the protocol
dataflow. An gpplication might reasonably gpply the message specifications defining
exchanges between the issuing and relying parties to an goplication in which the subject
was not a protocol participant, for example the exchange of credit rating data.

In addition a particular protocol exchange may be divided into multiple 3-corner
relaionship modds. Figure 2 shows an example involving two separate assertions that
both refer to the same subject. The Issue Point issues an assartion that states that the
principa has a particular attribute. The Policy Decison Point reies on this assartion to
issue a second assertion that states that the Principd is dlowed assessto aparticular
resource. The Policy Enforcement Point relies upon the latter assertion to grant or deny
access to the resource in question.
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I ssue Point Policy Decision Policy
Point Enforcement

.~ Resource
Assertion

Attribute -
Assertion

Principal

Figure 2: Multiple Assertion Relationships

111 Principal
A Principal isin each case the Subject of a SAML assertion.

11.2 Authentication Authority

An Authentication Authority isthe Issue Point of a SAML authentication assertion.

1.1.3 Attribute Authority
An Attribute Authority is the Issue Point of a SAML atribute assertion.

114 Policy Decision Point

A Policy Decision Point (PDP) istherelying party of SAML assertionsissued by
authentication authorities, attribute authorities and other Policy Decison Points. A
SAML Policy Decison Point isthe issue point of a SAML decision assartion,

115 Policy Enforcement Point

The Policy Enforcement Point (PEP) is by definition the relying party of an SAML
decison assertion.

12 Data Objects

1.2.1 SAML Assertion

A SAML Assartionisan XML data structure that makes a security assertion. Typicd
assartions include:
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The party with account ID Alice has the Plumber right.

The Party with the account 1D Alice is permitted to access resource X
Assartions may express authorization data syntacticaly in one of two ways.

1. AsaURI identifying either aresourceitsef (i.e. aURL of the resource) or a
rightsidentifier associated with the resource (e.g. viaa URN). The mapping of
rights identifiers to resources themselves may be achieved usng SAML or
through another mechanism outside the scope of the specification.

2. By incorporating additional eementsinto the assartion that are defined in a
Separate schema

Each assartion shares a common set of XML dements specifying information about the
assation, induding:

A URI that uniquely idertifies the assertion
Status of the assartion

Vdidity interval

Conditions placed on vdidity

Additiond information reaing to the assertion.

1.2.2 Ticket

A ticket isan assertion encoded as a compact data structure that identifies a particular
assartion. A ticket MAY be authenticated and MAY carry encrypted data.

The principa purpose of ticketsis to support the congraintsimposed by zero footprint
clients. It is not possble to encode dl the information encoded in an assartion in the
minimd goece avalablein a URL fragment or HTTP cookie.

A second use of ticketsis to provide a lightwe ght means of communicating
cryptographic keying materid in the manner of Kerberos [Kerberog].

A posshle syntax for encoding ticketsis provided in Appendix A . Issuing serversand
relying servers may use a different ticket formet by private agreement however.

For architectura purposesit is dedrable that tickets have the following properties
Be compact, dlowing the minimum data set to be encoded in 64 bytes or less.

Support authentication by means of a shared key
[Could add option to do aDSA sgnature]

6
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Support encryption by means of a shared key

Specify the account identifier of the party to whom the ticket was issued and
whether the identifier was authenticated.

Allow encoding of authentication data (e.g. a shared key established between the
dient and issuing server)

Be extensble to dlow gpplications to encode data from arbitrary XML assertion
dements.

2 Example Messages

[This section isincluded to provide an illugration of the deta flows it is not normative
however and should be moved to the use case/ overview document]

21 Web Browser Password Access

Aliceisacustomer of the business exchange; she needsto access aresource a Carol’s
dore that is restricted to members of the exchange.

BizEx Hub (4] Carol’s Store
[Issuer] < > [Relying]
(5]
\ //
Alice
[Client]

Figure 3: Web Server Log In

Message Format Data
© Logn HTTP/SSL Request Username, Password
® Response HTTP/SSL Response, Ticket = Account, Vdidity,

Ticket (as HTML URL) Assartion 1D Authenticator
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Message Format Data

© Access HTTP/SSL Request Ticket

O Pull Assetion XP Request Assartion ID

© Assation XP Response Assertion (see below)
® Resource HTTP/SSL Response Resource Data
211 ©Login

The login datais posted in resonse to the following HTML form:

<f orm nmet hod="POST" action="https://| ogin.bizex.test/| ogin.asp">
<p>User nanme <i nput type="text" nane="usernanme" size="20"><br>
Password <i nput type="password" nane="Password" size="20"><br>
<i nput type="submt" val ue="Subm t" name="Bl"><i nput type="reset"
val ue="Reset" nanme="B2"></p>

</ fornp
€] ~=[0] x|
File Edit “iew Favortes Tools ”“
=4
Login

Tzernatmne |ﬂ'~|iCE

Paszword |

Subrnit | Feset |

<

@ [lane E—!J by Computer

Alice enters“Alice’ as her username and “ secret” as her password. This dataiis encoded
asfollows

user nane=Al i ce&passwor d=secr et

2.1.2 @ Response

The business exchange service autherticates the username and password [resented by
Alice and issues the ticket. The ticket contains the following data:

Item Sze Ddaa

Assation_ID 7+2 [10.20.1.123] AE 02 21

Vdidity 4+2  10-Mar-2001 12:00 for 24 hours
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Account 52 “Aice’

Authentication  20+2 HVAC- SHA1 (Assertion ID, Validity, Account)

M

Using base64 encoding this results in a 60 byte string which is passed to Carol encoded
asaURL:

<% Response. Redi r ect

"https://store.carol.test/finance/bi zex.asp?ti cket=j ubaf OQNEpcwWR3RdFsT7
bCgnXPBe5ELh5u4VEy19MexkXRgr MvavzyBpVR==" %

<htm >

<head><title>Carol’'s Store</title</head>

<body>

<p>Logi n Successful. Your browser should automatically redirect you to
Carol's store. If your browser does not support this feature <a
href="https://store.carol.test/finance/bizex.asp?ticket=jubaf OQNEpcwR3R
dFsT7bCgnXPBe5ELh5u4VEy19Mexk XRgr MvavzyBpVR==">cl i ck

here</ a>. </ p>

</ body>
</htm >
€] ~=[0] x|
File Edit Wiew Favorites Tools “
S

Login Successtil Your browser
should automatically redirect yvou to
Carol's store. If your browser does
not support this feature click here.

@ Done 5 ty Cormpuiter

2.1.3 © Access

Alicg sWeb browser is redirected to Carol’s Web ste. The accessticket is encoded in the
URL:

https://store.carol.test/finance/bi zex. asp?ti cket=j ubaf OQNEpcwR3RdFsT7b
CgnXPBe5ELh5u4VEy19Mz xk XRgr MvavzyBpVR==

2.1.4 O Pull Assertion

Caral’s sore recaives the URL and decodes the ticket. This tdlls the server that:
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Theissuer of theticket belongsto thedomain 10. 20. 1. 123. The security
policy of Caral’s store recognizes this domain identifier as*Bob's Business
Exchange’

The HMAC vdue of the ticket agrees with the vaue cdculated from a shared
symmetric key exchanged out of band with Bob's Business Exchange' .

The ticket was issued to a party that the issuing server authenticated as“Alice’.
The current time is within the vdidity interva of the ticket.
More information may be obtained from the specified assartion.

In this case the assertion reference can be resolved directly sinceit encodesthe IPv4
address of the assertion server and a unique assertion reference.

Alternate means of identifying the assartion
o Compact Locator: IPv4 Address + serid number
e Compact Locator: IPv6 Address + serid number
o Compressed URI [Use 6hit->8hit compression on ASCII URL]
o Compact Name: Large pseudo-unique number
e Searid number done [does not work across domaing

Carol’ sstore has a policy of accepting aticket from Bob's Business Exchange as proof
that a person is a member of the Business Exchange. Certain pages on Carol’sste MAY
be accessible using locally managed authorization data and the authorization ticket.

Theticket isan assertion in its own right, typically the ticket encodes a subset of the data
encoded in the full assertion.

Access to the resource requested by Alice in this instance requires specific authorization.
Carol’ s store therefore requests that the issuer supply the full assertion.

http://10.20.1.123/ ?asserti on=AE0221
Alterndtively the ticket might not be bound to a specific assertion and specify only the
authenti cated account (possibly pseudonymous).

<SAMLQuer y>
<Request | D>ur n: random 32q4schawd83y5982q35yh98q324==
<Query>
<Bi ndi ng>

1C
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<Subj ect >
<Namel D>mai | t 0: Al i ce@i zex. t est
<bj ect >
<Aut hority>
<Per m ssi on>Read
<Resource>http://store.carol.test/finance
<Respond>
<string>Assertion

Thismode of interaction is useful when the number of resources to which accessis
controlled is large and the Policy Enforcement Point (in this case Carol’ s store) does not

upport de-referencing of higher-level abstractions such asrights.
2.1.5 @ Assertion

The assartion specifies the authorizations atached to the Alice account:

<SAMLQuer yResponse>
<Request | D>ur n: random 32g4schaw983y5982935yh98q324==
<Assertion>
<Assertionl D>http://ww. bi zexchange. t est/asserti on/ AE0221
<l ssuer >URN: dns- dat e: ww. bi zexchange. t est: 2001- 01- 03: 19283
<Val iditylnterval >
<Not Bef or e>
<Not OnOr Af t er >
<Condi ti ons>
<Audi ence>ht t p: / / www. bi zexchange. t est/rul e_book. ht m
<Cl ai ns>
<Subj ect >
<Namel D>mai | t o: Al i ce@i zex. t est
<bj ect >
<Aut hori ty>
<Per m ssi on>Read
<Resource>http://store.carol.test/finance
<Rol e>URN: dns- dat e: ww. bi zexchange. t est: 2001- 01-
04:right:finance

This assartion specifies that Alice is authorized to access two resources.

Theweb pagesinthetreeht t p: // store. carol . test/fi nance
Resources mgpped to the domain specific rights identifier “finance’
The assartion ds0 gpecifiesthat it is addressed to a specific audience — informally
members of the business exchange, more specificaly it isthe parties that agree to be
bound by the exchange rule book.
2.1.6 @ Resource
Cardl’s sore receives back the assertion and authenticates it. The assertion may be

authenticated by means of a secure transport layer, by and XML Signature Digital
Sgnaure or MAC, or other means.

11
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The mapping from the resources specified in the assertion is under control of the resource
owner. In this case the resource owner Smply performs a direct mapping from the first
resource identified in the assertion to the Ste. For amore comprehendve authorization
decision see Sction 25.

To amplify further accesses Caral’ s store issues two cookies to Alice' s browser marked
as ' ephemerd’, i.e. not to be saved to disk.

1. Theticket issued by Bob's Busness Exchange

2. An additiond authenticated cookie issued by Carol thet specifies authorizations
extracted or derived from the assertion.

2.2 Alternative Version

If the PEP lacks the ability to cache or process assartion data the interaction protocol may
be smplified by requesting only the authorization decison.

2.2.1 O Pull Assertion

Instead of requesting the assartion describing the set of objects that Alice might attempt
to access the PEP asks for a gpecific decision on the specific resource in question:

<SAMLQuer y>
<Request | D>ur n: random zsl ki ut 098q2374haw4987zset 08t ==
<Query>
<Bi ndi ng>
<Subj ect >
<Namel D>mai [ t 0: Al i ce@i zex. t est
<bj ect >
<Aut hority>
<Per m ssi on>Read
<Resource>http://store.carol.test/finance
<Respond>
<string>Deci si on

2.2.2 @ Decision

The response specified that the result of the access request:

<SAM_Quer yResponse>
<Request | D>ur n: random zsl ki ut 098q2374haw4987zset 08t ==
<Deci si on>Per mi t

This assartion specifiesthat Alice is authorized to access two resources.

Theweb pagesinthetreeht t p: / / st ore. carol . test/ fi nance

Resources mgpped to the domain specific rights identifier “finance’

12
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The assartion dso gecifiesthat it is addressed to a specific audience — informally
members of the business exchange, more specificdly it is the parties that agree to be
bound by the exchange rule book.

2.3 Pull Model

2.3.1 © Principal to Authority (request)

2.3.2 @ Authority to Principal (response)

2.3.3 @© Principal to PEP (request)

2.3.4 O PEP to Principal

2.3.5 © PEP to PDP (request)

2.3.6 @O PDP to PEP (response)

2.3.7 @ PDP to Authority (request)

2.3.8 © Authority to PDP (response)

24 SSL Certificate Based Client Authentication
In this scenario Alice authenticates hersalf by means of a public key mechaniam, this

avoids the need to perform an initid authentication excharge with the business exchange
prior to vigting Cardl’s Sore.
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BizEx Hub (2] Carol’s Store
[Issuer] < [Relying]
(3]

Alice
[Client]

Figure 4: Certificate Based Client Auth

Message Format Data
© Request HTTP/SSL Request Certificate, Resource
(with certificate based
dient authentication)
@® Pull Asrtion  XP Request Certificate
© Assxtion XP Response Assrtion (see below)
O Resource HTTP/SSL Response Resource Data

24.1 ©Request

The dlient authenticates itsalf to Caral’s store using a public key based chdlenge
response scheme, in this case SSL certificate based client authentication. The details of
this protocol are not visble to the SAML layer which recaives only the result of the
authentication, the resource request itsdf and the credentia under which it was
authenticated (in this case the certificate).

2.4.2 @ Pull Assertion

Cardl’ s gore reguedts authorization information from Bob's Business Exchange:

<SAM_Quer y>
<Request | D>ur n: r andom aw3s5098swe45w30462j 09245==
<Query>
<Bi ndi ng>
<Subj ect >
<Nanel D>mi | t o: Al i ce@i zex. t est
<Aut henti cat or >
<ds: Keyl nf 0>
<ds: X509Dat a>. . .

14
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<Obj ect >
<Aut hori ty>
<Per m ssi on>Read
<Resource>http://store.carol.test/finance
<Respond>
<string>Assertion

2.4.3 @ Assertion

The business exchange responds thet any party authenticating itsdf with the specified
credentids is authorized to access the specified resources

<SAMLQuer yResponse>
<Request | D>ur n: random aw3s5098swe45w30462j 09245==
<Assertion>
<Assertionl D>http://ww. bi zexchange. t est/asserti on/ AE0221
<l ssuer >URN: dns- dat e: ww. bi zexchange. t est: 2001- 01- 03: 19283
<Val iditylnterval >
<Not Bef or e>
<Not OnOr Af t er >
<Condi ti ons>
<Audi ence>htt p: / / ww. bi zexchange. t est/ rul e_book. ht m
<Cl ai ms>
<Subj ect >
<Namel D>mai | t 0: Al i ce@i zex. t est
<Aut hent i cat or >
<ds: Keyl nf 0>
<ds: X509Dat a>. . .
<Obj ect >
<Aut hori ty>
<Per m ssi on>Read
<Resource>http://store.carol.test/finance
<Rol e>URN: dns- dat e: ww. bi zexchange. t est: 2001- 01-
04:right:finance

2.4.4 O Resource

Theresourceis returned to Alice.

25 Server Authorization Delegation

In this example Carol’ s sore uses SAML for internd exchange of authorizeation data
Authorization decisons are controlled by a centrd Policy Decison Point (PDP) which is
consulted by the store server that receives the access request from Alice, the Policy
Enforcement Point.

In the interests of completeness the Policy Decison Point consults a separate Policy Store
to obtain the access policy for the resource in question. Thisis however, an extreme
example. Few gpplications would require this degree of granularity. In amore typicd
example the functions of the Policy Decision Point would be combined with those of

ether the Policy Store or the Policy Enforcement Point.
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Policy Store
[Issuer]

(3) T l (4]
Policy
Decision Point

BizEx Hub (5]

[Issuer]

>
(2] T i (7]
Policy
Enforcement
Point
(1) (8]

Alice
[Client]

Figure 5. Delegated Decision Point

25.1 ©Request
Alice requests aresource from Caral’ s gore. Alice authenticates hersdf, ether by means
of public key or asin this case by aticket issued by Bob's Business Exchange.

https://store.carol.test/finance/bi zex.asp?ti cket=j ubaf OQNEpcwR3RdFsT7b
CqnXPBe5ELh5u4VEYy19Mz xk XRgr MravzyBpVR==

2.5.2 @ Request Access Decision

The server receiving the access request delegates authorization decison processing to a
Policy Decison Point.

<SAM_Quer y>
<Request | D>ur n: random aks4ewht 98a2745hwa49872009i 9==

<Query>

1€
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<Bi ndi ng>
<Subj ect >
<Nanel D>mai | t 0: Al i ce@i zex. t est
<Aut hent i cat or >
<Pr ot ocol >htt p: // oasi s/ schema-sst c/ bi ndi ngs-ti cket-01

<Aut hdat a>j ubaf OQNEpcwWR3RAFsT7bCqnXPBe5ELh5u4VEy 19Mz xk XRg
r M\vavzyBpVR==
<bj ect >
<Aut hori ty>
<Per m ssi on>Read
<Resource>http://store.carol.test/finance
<Respond>
<string>Deci si on

Note thet respongbility for authenticating the authentication ticket MAY be placed on
ether the Policy Enforcement Point or the Policy Decision Point or both under locd
configuration contral.

Depending on circumstances the Policy Enforcement point may require the PDP to return
an assertion or just the result of the decison. In this instance only the result is required.

2.5.3 © Request Access Policy

The Policy Decison Point makes arequest for an access control policy for the specified
resource from the Policy Isuing Server. The format in which the access policy is
requested is outside the scope of SAML. A typicd policy request might be:

<TBS- POLI CY- Query>

<Request | D>ur n: r andom zwos43i 55098w4t awo3i 5j 09q==
<Query>

<Bi ndi ng>

<Obj ect >
<Aut hori ty>
<Resource>http://store.carol.test/finance

<Respond>

<string>Deci si on

2.5.4 @ Access Policy

The format in which the access palicy is specified is outside the scope of SAML. A
typicd policy request might be:

<TBS- POLI| CY- Quer yResponse>
<Request | D>ur n: random zwos43i 55098w4t awo3i 5j 09q==
<Assertion>
<Assertionl D>http://policy.carol.test/assertion/
<l ssuer >URN: dns- dat e: policy.carol .test:2001- 03-03: 1204
<Val iditylnterval >
<Not Bef or e>
<Not OnOr Af t er >
<Cl ai n»
<Pol i cy>
<Resour ces>
<string>http://store.carol.test/finance

17
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<ACL>
<ACE>
<Subj ect >
<Rol e>URN: dns-dat e: ww. bi zexchange. t est: 2001- 01-
04:right:finance
<Per m t >RWED
<ACE>
<Deny>ED
<Subj ect >
<Ri ght >URN: dns- dat e: ww. bi zexchange. t est: 2001-01-
04:right: ops
<Perm t >R
<ACE>

2.5.5 @ Request Authorization Assertion

The Policy Decison Point does not wish to disclose the specific resource request to the

business exchange. Instead the resource rights identifiers specified in the ACL are
specifiedt
<SAM.Query>
<Request | D>ur n: random zsl krej t 03a8560932n6097803204967==
<Query>
<Bi ndi ng>
<Subj ect >
<Namel D>mai | t 0: Al i ce@i zex. t est
<bj ect >
<Rol e>URN: dns- dat e: ww. bi zexchange. t est: 2001- 01-
04:right:finance
<Rol e>URN: dns- dat e: ww. bi zexchange. t est: 2001- 01-
04:right: ops
<At tri but e>URN: dns-dat e: ww. bi zexchange. t est: 2001- 01-
O4:attribute:certified_public_accountant
<Respond>
<string>Assertion

2.5.6 O Authorization Assertion

The SAML authorization assartion is Smilar to thet in the example of section 2.1 .In this
cae however the Business Exchange only returns the specific information requested:

<SAMLQuer yResponse>
<Request | D>ur n: random zsl krej t 03a856932n6097803204967==
<Assertion>
<Assertionl D>http://ww. bi zexchange. test/asserti on/ AE0221
<l ssuer >URN: dns- dat e: ww. bi zexchange. t est: 2001- 01- 03: 19283
<Validitylnterval >
<Not Bef or e>
<Not OnOr Af t er >
<Condi ti ons>
<Audi ence>ht t p: / / ww. bi zexchange. t est/rul e_book. ht
<Cl ai ms>
<Subj ect >
<Namel D>mai [ t 0: Al i ce@i zex. t est
<Aut hent i cat or >
<ds: Keyl nf 0>

18
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<ds: X509Dat a>. . .
<Obj ect >
<Aut hori ty>
<Per m ssi on>Read
<Resource>http:// store.carol.test/finance
<Rol e>URN: dns- dat e: ww. bi zexchange. t est: 2001- 01-
04:right:finance

2.5.7 @ Access Decision
The access decison done is returned to the dient. No vdidity interva, conditions or

resource data was requested.

<SAMLQuer yResponse>
<Request | D>ur n: random aks4ewht 98a2745hwa49872009i 9==
<Deci si on>Perm t

2.5.8 O Response

The dataiis returned to the client.

2.6 SAML Aware Client

An SAML aware dient can optimize requests by usng the information in an assartion to
present the correct data in a request. In addition the need to exchange data between the
Issuer and Relying servers directly is avoided.

BizEx Hub Carol’s Store
[Issuer] [Relying]
\ //
Alice
[Client]

Figure 6: SAML Aware Client

Messege Format Data

© Logn HTTP/SSL Request Username, Password

® Reponse HTTP/SSL Response Assartion
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Message Format Data

© Access HTTP/SSL Request Resource 1D, Assertion
O Response HTTP/SSL Response Data

2.6.1 ©Login

Alice authenticates hersdlf to the server using either a password or public key based
authentication.

2.6.2 @ Response

Bob's Business Exchange returns the assertion to Alice. In this particular configuration
the assertion itsdf is an authentication instrument and presentation of the assartion done
will grant authorization to the “Alicg’ account:

<Assertion>
<Assertionl D>http://ww. bi zexchange. test/ asserti on/ AE0221
<l ssuer >URN: dns-dat e: ww. bi zexchange. t est: 2001- 01- 03: 19283
<Val iditylnterval >
<Not Bef or e>
<Not OnOr Aft er >
<Condi ti ons>
<Audi ence>htt p: // ww. bi zexchange. test/rul e_book. ht m
<Cl ai ns>
<Subj ect >
<Nanel D>mai | to: Al i ce@i zex. t est
<Obj ect >
<Aut hority>
<Per nmi ssi on>Read
<Resource>http://store.carol .test/finance
<Resour ce>URN: dns- dat e: ww. bi zexchange. t est: 2001- 01-
04:right:finance

2.6.3 © Access

Alice presents the assartion to Carol’s store:

<Assertion>
<Assertionl D>http://ww. bi zexchange. test/ asserti on/ AE0221
<l ssuer >URN: dns-dat e: ww. bi zexchange. t est: 2001- 01- 03: 19283
<Validitylnterval >
<Not Bef or e>
<Not OnOr Aft er >
<Condi ti ons>
<Audi ence>ht t p: / / ww. bi zexchange. test/rul e_book. ht m
<Cl ai ns>
<Subj ect >
<Namel D>rai | t o: Al i ce@i zex. t est
<bj ect >
<Aut hority>
<Per m ssi on>Read
<Resource>http://store.carol.test/finance
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<Resour ce>URN: dns- dat e: ww. bi zexchange. t est: 2001- 01-
04:right:finance

2.6.4 O Response
The requested datais returned to Alice.

2.6.5 Using Public Key

One disadvantage of the SAML aware dient gpproach isthet the client may not have
enough information to determine the applicability of a spedific rights identifier. If the
assartion itsdf is the authentication token the consegquences of sending the assertion to
the wrong location are a severe security failure.

A more robust gpproach is to use an assertion bound to a public key. The corresponding
private key may be along-term private key held by the assertion subject or may be
generated ephemerdly and established with the assartion issuer through a password based
key exchange scheme.
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Appendix A  Ticket Encoding Syntax

It may be argued that the ticket encoding syntax can be left to private agreement between

SEfVers,

Allow encoding of any SAML assartion data eement

Place no arbitrary redtrictions on the lengths of data objects

Require minima overheed, dlowing aticket to be encoded in 64 bytes of deta
Identify the verson number of the ticket encoding

Al  Self-terminating Integer Encoding

Feds representing data length and tag values are encoded using a smple sdf-terminating
length encoding. In this encoding vaues are encoded as a sequence of octets. The most
sgnificant bit of the last octet in sequenceis s&t, the most significant bit of each of the
leading octetsis clear. The vdue of the integer is encoded in the lower 7 bits of the octet
sequence, with the firgt octet being the least Sgnificant.

Examples
I nteger Data (hexadecimal) Value
0 80 =004
1 81 =0l
2 82 =01,
127 FF =7,
128 00 81 =00, + 80, - 81,
16383 7F FF =7F, + 80, - 7F,
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2097151 7F 7F FF | =7R, +80, - 7R + 4000, - 7R,

Data may be encoded using the following procedure:

Encode (integer v, out octet s[], out integer i)
while (v > 127)
s [i] = octet (v & 127)
\Y v [ 128
i1
(128 + v)
+ 1

- I
In =

n—_ =

]
i

Datamay be decoded usng the following procedure:

Decode (octet s[], out integer v, out integer i)
i nteger base =1
v =0
while (s[i] < 128)
v = v + s[i] * base

v

|
Additiond codemay be required to perform range checking if the language does not
support integers of indefinite Sze.

+ (s[i] - 128) * base

| =
base = base * 128
= v
=i +1

A2  Envelope Format

Fied Length Max Description
(bytes.bits)
Verson 04 04 Equds 0 for this verson
Encryption 04 04 0= AES encaryption with HMAC-SHA1
Suite
Key ID 1 1
length
Key ID 1 20
Body 1 2
length
Body 2 256+
Checksum 1 1
length
Checksum 12 20
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Totd

Y

301

A3 Body Data

Body datais encoded as a sequence of Tag, Length Datatriplets where the tag vaues are

specified asfollows:
Tag Value Description
0 SHA-1 hash of the assertion
1 Locator for assertion
2 Authenticated account identifier
3 Unauthenticated account identifier
4 Expiry date and time (format TBD)
5 Symmetric keying materid
To be pecified

Both tag and length are encoded using the sdf-terminating integer encoding

Examples

8094 16E4 C8F6 681D Cr86 560B 9012 712C 602E 348F 39EE

Tagis0 (SHA-1 hash of the assertion), Length is 20 bytes, and datais C8F6 39EE.

8285 "Ai ce"

Tagis 2 (Authenticated account idertifier), Length is 5 bytes, and datais Al i ce.
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