SAML Face-to-face  4/18/2001

(Please note that I captured mainly the interchange between SAML TC members during committee reports and issue discussion.   Gavenraj Soji captured most of the voting details and attendance.  In the cases where I captured voting records, I will clearly indicate with a Motion header)

1.  Minutes from 4/3 call – accepted

2.  No adjustments to today’s agenda

The following is a capture of comments and discussion around presentations made by each sub committee, comments are proceeded with speaker’s initials

3.  Use case working group status:  (Darren Platt)

DP:  Raises the following question:  Regarding things that get voted on that don’t make it-- Do those become non-requirements?   Answering questions:  At this point, they become discussion items.  No specific things happen yet. 

DO:  Re:  no formal process for things that get “half-way”.  What about the gap when something gets 8-3 –vs- 0-12.  

DP:  this granularity gets captured in ballot comments

EM:  For scenarios that don’t make it, how do we keep them out of “no man’s land”?  What should we do here?  

EP:  We expect to resolve in open mic session.  The TC needs to vote for these things….

EM:  Scenarios are there to guide the TC in design.  But if a scenario turns out to require a huge effort that does not makes sense, it may not go to design.

DO:  Champions need to continue to work their issue areas as use case team evolves and content moves to design

Specific discussion on credentials:

DP:  voting seems inconsistent

HL:  confusion over the meaning on using passwords/credentials

EP:  Is initial authentication out of scope –yes, it’s a non-goal, but difficult time with wording

Domain model:  (Hal Lockart)

JE:  where does security policy end and business logic begin?

HL:  this is a constant discussion item/unknown.  I.e financial controls and security.  But not a problem.  Look over history a lot of things built into security products today were originally Cobol code.  This is an on-going process

JE:  By doing so, you make the amount of problem trying to bite off much larger

BB:  this discussion is not relevant to current topic-- also, term credentials assertion has not been debated.  

JH:  Credentials collector has not been understood or debated yet either.  Both of these strike me as design time stuff.  

EM:  Handle this in open mic

JP:  Are credential assertions the materials required for a 3P to engage in an authentication step or is it just a verification that it did occur.  

PHB:  I thought this was the kind of stuff we were voting out of scope?  Dangerous to do only half of it.  

EM:  Credentials collection was out of scope?  

HL:  Argument that this functionality is important but difficult.  One resolution was to support scheme for user name/passwd only.  I was planning to discuss this tomorrow.  Today, don’t think of credentials as input to authentication as only user name/passwd.  

JB:  If authentication authority is final decider, is it the one that decides what the challenge is?

IR:  getting into this opens up much more issues, continue later

EP:  Issues with how sessions are drawn, with few arrows in and out.

HL:  General notion of sessions, minimal vs rich.  Real debate, do we support a rich session experience that is similar to an OS approach.  Has implications for PDP.  

EP:  Sessions have been voted in at this point.  

HL:  Do we write down a format for an assertion and a binding to a protocol?  Almost certainly wrong the way it’s drawn.

DO: Caught in grey line describing abstract notion of session –vs- design.  Could piece of session info be already in attribute assertions?  But what about a container for sessions?  Whether or not the notion of a session assertion or session authority exists is only to satisfy the requirements for logon, we should work on this.

HL:  At least have a dotted line from session assertion into the PDP

 4.  Core Assertions presentation—Phill Hallen-Baker

BB:  Concern that conditions stretches the “extensibility” requirement too far.

HL:  request/response seems out of place in assertions section

PHB:  yes, needs to go into protocols section

EM:  Versioning?  How to account for SAML versioning over time?  EM proposes handling it in band rather than in the XML namespace.    Perhaps have a requirement for this?

CA:  What about different types of assertions?  Do we need different assertion Ids?

ME:  Terminology of Claims does not map to attribute assertion or authentication assertion

BB:  S2ML handled this differently – “bearer of assertion is X”,  Claims are either normative references or descriptive references.   What do we want assertions to assert and how do we want the semantics to work?  

Is anyone really worried about having to bake a trust model into assertions instead of bindings

IR:  Could we have different assertions as claims?  Keep it open and move on

PM:  Issue of whether or not token was bound to individual presenting token was separated out.  Raise concern:  Why is S2ML approach not adequate?  Token design should not encompass or embody all of these concerns at ground zero.

DO:  to BB – two kinds of positions, dumb tokens/smart protocol –vs- smart tokens/dumb protocols.  BB wants dumb tokens/smart protocol

BB:  Audience condition does not correspond to a specific requirement

DP:  Depends upon condition?  Does it stem from a requirement?  

PHB:  Depends upon whether session mgt is supported.  

JE:  Assertions –absolute statements or “may be”—both are inputs to PDP.  

IR:  The asserter says this… that’s all it is

EM;  Phil’s example is optimized for an assertion that is not what we are focusing on

DP:  What about password authentication in the case of the subject element?

PHL:  Need to work out some way to reference symmetric data—we don’t want to pass the password in the clear.  But if cryptographic mechanisms are not supported…..

PM:  (re:  Subject element)  Key info is relevant but there will be many forms of descriptors that an authentication engine may output.  From a design point of view, extensibility and capturing enough standard descriptors will be important.

PHB:  Need a specific way to binding into passwords

GP:  Why are we not assuming the PEP is trusting the authentication authority

DO:  Observation – a lot of work has been done to optimize it to public key case.  People that are used to working in user name/psswd are seeing surprises.  We need to deal with both cases equally in assertions

PHB:  Someone who doesn’t want to use either PKI or psswd isn’t forced into something they don’t want to do, I,e a separate authentication authority.  Just how much of this framework has to be implemented.?  -vs- optional

DO:  facing the working group:  if we optimize for user name/psswd or PKI or some general case that doesn’t meet either very well, it seems we’re faced with deciding what model we go for.

PHB:  Does not think this is a conflict that will allow either to be decided to be done not very well.

GP:  use cases do not take into account the pure PKI scenario.  This is a discrepancy.  (Log as an issue)

HL:  No discussion of binding to issuer via digital signature?  No text at all?

PHB:  Issue – you have a message, exactly how much will be signed?  Just assertion, response, SOAP response?  Document should mention it..

5.  Carlisle Adams:  Protocols subgroup

EM:  does authority mean *authority –yes

EM:  appear to be design inconsistencies between protocols and core assertions.  

DP:   agreed, may be cases where other assertions need to be passed, not in requirements.  Is PEP taking role of PDP if it is acting on assertions

PHB:  Agrees with Darren, it’s a nomenclature issue.  A PEP can become a PDP.  

BB:  Agree, except if he has a PEP who is too dumb to understand stuff in assertions and just wants to hand off to PDP, it will not be able to tell yes or no if it just gets the assertion back.  It wants yes, no or I don’t know…

EM:  Summarize – if one makes assumption that authoriziation decision assertion is eliminated, this becomes fragile in scenarios.

JE:  If answer is yes or know, then PDP tells PEP “this is how I figured out the answer”.  

EM:  This is contained in the advice

JP:  Also there is a series of advice information wrt:  PDP and PEP that has not been described.  What to do with the yes/no answer

DO:  Did not see what he was expecting to see in SAML protocol messages scope.  No notion of meta schema.  

CA:  what should be in a SAML message regardless of what it is bound to? 

HL:   Request/response – ways to get your hands on an assertion, all in aid of an application.  Represents the way that an app requests an action about how a decision is made is outside of SAML.  Might be ebXML, RMI and so on.  

JH:  confusion – binding of SAML messages to some underlying transport protocol (in scope) , or an application deciding how to make decisions based on SAML (outside of scope).

CA:  TC expects that bindings & protocols subgroup come up with the actual messages (inconsistent with Tim Moses assumption)

BB:  Discussion around basic structure of request message.  Design options – template –vs- query/response.

 CA:  Authority still has authority to fill out what aspects of templated assertion request

HL: Could have conformance and performance implications.  

CA:  Is asking that an assertion be created in scope?  

PHB:  If the assertion already exists, then ask for it by ID.  If, however, you are asking a question, then the answer comes in the form of an assertion.  Cannot reference one generated on the fly by label.  If you are referencing it by label, it is not a SAML protocol.

DP:  agree with Bob about not exposing internals of assertion.  

Discussion:   the “bits on the wire” assumption

DO:  the only place to do schemas is in the bindings subgroup.  

BB:  The schema is an XML message and the encoding is in the binding

DO:  XML protocols group struggling with this.  How do you define way request is bound into a message  Because XML schema is not a meta schema language, you cannot come up with one. 

BB:  objects to “merely as guidance”  protocol group comment

EM:  canonical scheme that shows what a SAML message looks like.

DO:  Abstract schema for what a message is-- is something the XML protocols group is working on  

IR:  Protocols group has to define normative pieces of SAML schema that is common to all bindings.  How the bindings put those pieces of schema into the bindings is specific to that sub group.  

JH:  Needs to figure out what we call it  (Canonical, abstract, generic…..)

CA:  There will be only one protocols section which will harmonize with PHB’s work

6.  Bob Blakely:    Editorial discussion

BB: will be circulating an editorial template, wants  us to provide the source for powerpoint figures

7.  Prateek Mishra – Bindings sub-committee

PM:  Starting with Soap and BEEP, others will need champions

JH:  Beep – a newly developed protocol emerging from the IETF – intent – use BEEP as framework to create a new protocol rather than creating everything on top of TCP.  Handles multiplexing, meta language for encoding, and some security services, notions of multiple channels, channel control, specifies SASL for interfacing with authentication mechanisms, turn TLS on, RFC 3080/3081.  It’s a proposed standard, went proposed last month.  

Binding properties:  two types of bindings – assertion bindings & service bindings

PM:  do we have two cases:  assertions bound to payloads and assertions bound to audience?

ME:  Describe ticket –vs- reference,  

PM:  should have used reference 

PHB:  In  discussing web browser SSO, should define ticket constraint rather than ticket requirement as requirements are arguable.  A ticket may pass other info in addition to an assertion reference

JH:  Why no mention of cookies?  Value in keeping the cookie case in scope.  URL line and cookie case

PM:  Comfortable in keeping cookies in scope but mention that cookies don’t support cross-domain

DP:  Size constraints with wireless browsers?  Should we consider?

PM:  Comfortable with the idea of a wireless binding.  

PHB:  Issue on wireless binding, if we use binding as is, it will work with Palm.net.  Question of looking at infrastructure and seeing if our proposals will work

PM:  We need a champion for this.

EM:  Would be nice to have binding related scenarios.  For purpose of figuring out which ones we want to cover, we should develop scenarios

PHB:  Can borrow from his work, has shown in POC that you can do it in 64-bites.

PM:  Proposes making recommendations for bindings.

DO:  Thought SAML would define normative binding to Soap and then an application which wanted to claim it is a SAML application, SAML would have the responsibility to ensure conformance.  If we specify the binding, we own the interoperability on it.

PM:  We will set up a mechanism by which an app can register.  Why should the SOAP committee accept our binding

DO:  I would not ask them to. 

EP:  With SOAP, two ways to use it:  as part of envelope and as part of message payload.  The first one the Soap team would want to make normative, the second is an application of Soap.  

DO:  Soap team would not want to be dependent upon us.

PHB:   The XML never tells you anything (re:  assertion),  the authentication is the piece that is the actual security.    RE: http, the browser does not know about SAML, just passes on a reference, maybe what we need is two new ways of specifying subject, do you carry the assertion, or if you have a person who can present the authentication data 

PM:  web browser case and message case

JH:  If “them” binding to SAML and SAML binding to them are two different things

DO:  Not just SAML bits, but transaction bits, routing bits, etc.  If an app is a SAML-compliant app, we own it and would have to have normative specification of that

BB:  Does the SAML stuff go into the protocol data unit or in the envelope of the protocol

PM:  Summarize – provide a form of extensibility and registration in this space.  Very large number of protocols involved.  

8.  Bob Griffin:  Conformance sub group

Group has not met to date.  Bob Griffin and Krishna Sankar are working it

Initial discussion has been around Charter

JE:  Confused on how to talk about SAML conformance.  If someone is PDP and someone else is PEP, are they all conformant?  

HL:  Typical way for handling this is to test compliance per role….

BB:  Conformance means you do what it says in the normative portion of the spec…

HL:  What sort of specification is this?  Are we saying you just have to be able to generate well formed messages or are you also responsible for state changes behind this….

JE:  Given what we were talking about with bindings, is it not possible two vendors might each pick a different binding and be non-interoperable and is this acceptable – complete compliance and non-interoperable.  

BG:  Does a compliant vendor have to support all specified protocols

JE:  Has customers asking them:  are they SAML compliant?  Won’t do a lot of good of vendors are compliant but can’t work together.  

HL:  Is there a minimum number of protocols to support to be compliant?

Oasis:  to ratify a standard, there has to be three implementations.  

EM:  We (SAML)  need to have higher standards

Note to each committee lead:  (Send all slides to Eve Mailer to link to group page)

9.  Open Microphone Section:

(note  Eve Mailer captured detailed issues from this section)

Motions – may also be captured by Gavenraj Soji

Irving Reid:  Motion to turn over the issues list to leaders for Thursday morning

Motion passed

Joe Pato:  Motion to continue to do the work of the Oasis TC to define the spec of SAML

Discussion:

MG:  Security is key even in economic slowdown

DO:  Jamcracker has not gotten value of effort in SAML.  For time we’ve spent, we have not received value yet.  (i.e. travel from East Coast).  Jamcracker will probably commit less resources.  Key for JC is notion of session.  Is SAML good enough to do?  Is it worth commitment we put in?

JH:  This is about interoperability, and Interoperable notions of security.  Will we get value from customers for this.

PHB:  SAML has to be providing enough features.  (echoeing DO)  If all that comes out is a system that can only be used for a particular application, i.e.leveraging user name/pssword across larger communities, then it is difficult to support.  Standard has to meet a certain level.  Two ways to split – not getting the spec out in time and not getting enough value in spec

BB:  Echo DO’s comments.  BB gets value out of standards via interoperable implementations.  There are lots of standards that don’t define enough.  Also education one gets from forum is valuable.  Third way that standard could break and that is where there is too much in the spec and then people don’t implement.  His mgt. Is not asking whether this is a good use of time, they are clear that XML is a good vehicle for conveying security info.

EM:  The 80-20 point is elusive goal of standards effort and IOP behavior is holy grail.  Eve’s company has openness as a goal.  One of the ways you harm IOP is trying to do too much and another way is badly standardizing or uncleanly specifying the scope that you have.  We would all get benefit if we produced spec that solves part of problem quickly and then built from there.      

IR:  Agree that standard will be not useful if scope is limited too much.  Do we have a use case in use case doc that captures what is needed?

PHB:  Not so much use cases but the arbitrary decision to constrain to technology we understand rather than encompass tech that we don’t understand.  I.e. symetric key systems –vs- PKI. 

IR:  Still ask question – needs Identris use case  

Vote:  Motion passed

(Note – Gavenraj Soji may have captured detail records of the above two motions)

SAML Face-to-face  Thursday, April 19, 2001

Session Discusstion:

Bob Blakley – Session discussion presentation

General question:

1. Define SAML tokens which instruct a “carrier protocol” w/ an existing session capability to set up and tear down sessions, or 

2. Define a SAML session layer

3. Define a SAML SSO introduction protocol

a. Define a SAML SSO introduction protocol plus logout, timeout, etc…

Dave Orchard –white board presentation 

 If you do a single sign-on, it is virtually impossible for this to exist without single sign-off.  Key goal for a user like JC, we need interoperability.  If we don’t specify conformance at the wire level, we will not guarantee interoperability.  

How can we structure things in SAML to do what we want to do… layered approach:  assertions, messaging, protocol.  There will be people who just want to support SAML assertions.    We should structure what we do into two pieces.  An assertions piece and a protocol piece.  SAML should have both of these and you have to support both of these to be truly compliant.  

Whatever we do for sessions, and DO is a big advocate of complete, dynamic sessions should use this approach – assertions and protocol/messaging.

BB:  Do we want the web session for SSO to be in scope?

         Do we want it to be in release 1.0?

         Parallel with assertion design?

IR:  Use case and requirements not complete for sessions.  80-20 rule does not usually work for security. 

CA:  Distributed log-off looks similar to revocation of certificates.  

(I believe Gavenraj captured detailed results of Strawman vote on Sessions)

Voting:  Case #3 moved:

· Assertions and single sign-on, prep for time-in and logout with a  commitment to deliver post 1.0 spec.

Bob Blakley, PHB, and Dave work on draft document for simplified core assertions and protocols (architecutural) and ensure that enough work is done on sessions to understand its implications.

(After lunch)

Activity:  Discussion around  Dave Orchard’s Architectural model (Static diagram):  This represents a different view than producer-consumer model

BB:  REQUEST FOR EDITOR:  Requests Power Point and the fact that the diagram is two compressed into one, one is containment, the other expresses other relationships.  Would like to see two diagrams, One for Cardinality and the other for things like life cycle mgt.  

EM:  REQUEST FOR EDITOR:  Diagram must be made readable, edges filled in and all cardinality represented.  Also, terminology does not match Hal’s producer-consumer model.  

HL:  Authorization assertion label changed to Attribute assertion

EM:  also Authorization attributes, are they really just attributes?

EP:  Authz1-08  -- introduces the concept of Authorization attributes.  

BB:  Authz 1-08 introduces a couple of new definitions – Authentication document and authorization attributes.    But, issues text is just for our reference.  We don’t need to fix terminology in issues doc but we do need to in the actual spec.

DP:  Authz assertions and Authz attributes are the same as attribute assertions.  An attribute assertion contains Authz attributes.

HL:  Delete the term authorization attributes.  

EM:  Feels uncomfortable about removing something in Dave’s diagram w/o him here….

Record issue:  Decide what to do with Authorization attributes in Dave O’s diagram

EM:  Discuss references to “Resource”.  

BB:  Resource conveys passivity that you consume, Target could be an object that performs work.  But he doesn’t really care.

JE:  Target is better than resource for active entity

HL:  Also mentions Object can be used but is dangerous

ME:  Talks about resource and resource managers in context of legacy environments.  She is uncomfortable with using target to to describe both resource and resource manager.

BB:  Proposes calling it a “Thang”

EM:  Target could be used as an English word modifying resource.  

CA:  Use target for resource

PHB:  Resource is anything referenced by an URI

JH:  Try to use definitions of resource that are in the glossary

EM:  JH advocated using well-established definitions of resource. 

MOTION:

JE:  Motion to use only the word resource, not system resource or target except as an English word and instruct the editors to make it happen

DP: second the motion

No objections

Motion passed

EM:  What is the status of the word policy in the glossary?  

JH:  Policy is a mapping of user credentials with authority to act (per glossary)

HL:  There was a long discussion of PDP, understood that it is not a general policy decision point but an authorization PDP.

EM:  Some  mechanical things to clean up in glossary to make things clear….

JE:  REQUEST TO EDITOR-- to distinguish what’s contained in SAML –vs- out of SAML items in the architecture diagram (DO’s diagram)

EM:  “Bag” the idea for enumerating different types of policy.    Erase Security policy and just add policy boxes to Dave O’s diagram

BB:  Users and processes are system entities and principal is an instantiation of a system entity in a security domain.

EM:  REQUEST FOR EDITOR (static diagram)– add prose explaining term “user” stands in for additional examples that are not human including parties and processes

EM:  Close discussion on user box in diagram.  Wants prose that conveys to the reader that user is one of a number of things that may appear in that space.

EM: Should PEP be able to receive more than “yes/no”?  Could be either “grand philosophical question” or something to be handled in design.    EM:  Suggests we defer this as a design decision

GP:  Volunteers the Session subcommittee to develop a domain model that has sessions properly and one that is “session free”.

EM:  Feels that sessions are probably orthogonal to domain model as exists

HL:  If sessions are part of SAML, the PDP is going to have to pay attention to this

EM:  Leave it to the sessions subcommittee

EM:  Discussion about where to put the SAML box in the static diagram—Activity for editor to shade appropriate boxes.

IR:  Will take a stab at a definition of assertion in e-mail

EM:  Sees need to define “sign-on/sign-off” “log-on/log-off”

EM:  Recommendation:  Use validation of binding to mean low level authentication that the subject of the assertion is the “right” one

Validate the binding of the assertion to the request (resource)

CA:  Using concept of authenticator

ME:  We’re using sign-on to indicate the SAML case, not to represent the user “logging in” – initial presentation.  

BM:  Takes opposite position

CK:  Sign-on is more of an automated activity that is behjnd the scenes


EM:  Propose:  need to define:  single sign-on, log-on, log-out, time-in, keep-alive, time-out,  Jeff Hodges to put in the entries in glossary and add questions where there are unknowns. 

EM:  Action:  Define Session – need to definer Rich Sessions  and Session in general 

End of notes:  3:45 pm 4-19

