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F2F #2
Darren:  Use Case Sub Report
Not enough voting.  Probably needs to be introduced to another group.
60 issues, 32 reached consensus.

SSO is liked

Logout and Timeout for SAML level session

· Not agreed was Didn’t like app-level logout

No ebXML business requirements

No HIPPA business requirements

Intermediary adds, Atomic assertions made it.


- Be able to add and move around assertions.

Intermediary edit, delete did not.

Votes that did not pass
SignOnService – (1-12)
Proxy Model (1-13)
Darren: Action: Send out Ballot Comments

Eve:  What should happen to scenarios that did not get vote pass?
Evan:  During open mike, make presentations; propose to TC to push opinions.  If no one says anything, than in no man’s land.

BobM:  Requirements coming out of the requirements group may not make it into the final specification.

Eve:  Should be translated into examples
Phil:  More mechanisms may be needed.

DavidO:  Requirements have been pruned to offer.  Champions for use cases may be holding discussions within Design process.

Confidentiality – Selected optional protection in binding spec at runtime.
NO B2B scenarios passed.

· Prateek is championing a B2B issue

· What is objectionable: 

· Transaction contacts security system, taking assertions and passes to party A and party B.
· Prateek:  Too much detail:  A lot of work to go through.  

· No formal vote

Issue UC5-01:  Authentication pass through, voted (8-3) that challenge authentication should be removed from document.

No conclusion:  Following

· Data format should be provided by SAML
Non-goal, authentication should be passed out of band

Prateek:  Reluctance to get Multi-step authentication to get multi-channel response

Comment:  Confusion over credentials.  Wording of non-goal was conflicting.
UC 4-02:  Attribute Authority already specified by existing use cases/
Minutes are accepted!

No changes to agenda!
Hal Lockart:  Model discussion.
SAML can go to multiple attribute authorities.  For example measuring a user’s spending limit and credit card capability.

Attribute authorities can be combined.

Sessions are being talked about from a security perspective.  If someone logs out, their authentication assertion may not be valid.

Pass-through authentication:  Consensus is that credentials are an input for authentication.  If we are talking about SSL with hand certificates, the actual proof of identity is the actual credentials.

In a challenge response session?

Hal:  Yes.

What is inside Credentials (Input to authentication) Assertion?  

Hal:  Information needs to be conveyed to carry assertion information

To be discussed in Open-Mike session.

Phil:  This was to be out of scope?  Challenge response…
Hal:  Credentials are inputs to authentication…  (more than just user name and password)
Hal:  Do we support a rich session?

- Logout (Kickout by a kill command or kickout after timeout, not in use)

Hal:  Use Cases over specified design.  
Hal:  PDP (Policy Decision Point) can receive inputs from other PDPs through an authorization Decision Assertion.

Phil (VeriSign)

Core Assertions

Working on agreement on format for assertions

Protocols:  Have ‘Proof of concept’ but no specific proposal
Bindings:  Have ‘Proof of concept’

Extensibility is a requirement

· Legitimate to ask if framework can be extended

· To be included in standard only if meeting a requirement

Assertion Package
· Basic Information

· Claims

· Conditions

· Advice

Basic Information

· AssertionID

· Issuer

· IssueInstant

· Validity Interval

Issue Instant

· Comment:  No version number on this structure

· Schema ID is being used

Claims:

· Authority

· Subject 

· (principal)

· Name

· Means of authenticating them

· Object 

· (resource or role)

· URIs mapping on attributes

· (e.g., Equifax credit profiles) write extension to specify what object is

· Action 

· (Read, write, execute, delete, control)

Nominative v. Indexical References

· Dumb Tokens and Smart Protocols, v., Smart Token and Dumb Protocols

Access Control List – XACML – would be stuck here.
Advice
· Assertion

· An assertion element may reference another

· Reissue Excluded

Open Issues

· <Subject> Element

· Identify Principal by:

· URI

· (e.g., mailto:alica@wherever.test)

· would like specific way to bind elements
· XML KeyInfo Element (XML Digital Signature)

· Already defined means of linking credentials

· Proof of authentication token

· (e.g., authentication ticket)

· <Object> Element

· Active session closure

· Tickets

· Proof of Authentication

· Present data structure that is signed to some party, then action is taken.

· Authentication of assertion to PEP

· XML Encoding

Assertion:  Input attribute to a policy decision.
Comment:  The use cases don’t bring out pure PKI view.
Comment:  No binding to issuer. – Need in Requirements
· No text that assertion is binding to signature

Carlisle Adams – Entrust

Carlisle:  Authority ( seems questionable

Authorization Decision Assertion
· eliminated (PEP requests an attribute assertion that affirms the question to be decided; return of assertion is effectively a “Yes”)
· Editor’s note:  This requires either that the PDP must always contact an authority, or that the PDP must be an authority.  This seems questionable to me.
· Comment:  Widely fragile in a wide variety of PEPs
Scope of SAML protocol messages

· does not include the request by a Principal to a PEP for access to a resource; this will be addressed directly by the bindings subgroup

· (Editor’s note:  is this really what people expected of the protocols and bindings subgroups?)
· Comments:  Since no notion of metaschema, expect to see something here

· *Request for Assertion and Assertion in response

· If two elements understand SAML, soap is one method for transport of messages.
“Bits-on-the-Wire”

· (Editor’s note: is this what people expected?  NO)
· Comment:  Should define what a SAML message envelope looks like

General Comment

· Basic Structure of request message

· Request is in the form of a “prototype” assertion

· Requestor includes elements that s/he cares to see in the resulting assertion

· Editor’s note:  Quite effective as an assertion- creation req/rep protocol; perhaps less so as a general req/rep protocol.  But is a creation protocol in-scope for SAML?  Is this better left to XKMS X-KRSS?)

· Comments:  Give authorization which has the following content…..

· Be able to reconcile

· A request would be able to superset
Lunch
Prateek Mishra:  Bindings Sub-committee
· The high-level goal of the Bindings subcommittee is to specify how…

· Security assertions are embedded in or combined with other objects

· Security services defined with SAML as message exchanges (e.g., the Authz protocol utilized between PDP and PEP in [Use Case 2, Straw 2]} are mapped into one or more standard messaging protocols such as SOAP/XP and BEEP

RFC 3080 and RFC 3081 (BEEP, Proposed Standard)

· Confidentiality:  Third party cannot view SAML data and associated payload [R-BindingConfidentiality]
· Mutual Authentication of parties involved in message exchange

· Distinguish between bindings in which assertions must be kept secret v. the case where assertions are cryptographically bound to payloads (cf. S2ML “scoped” assertion)
Web Browser SSO
· Ticket requirements:  small (<100 bytes), preferably fixed size, identify sender and assertion

· Ticket transfer over HTTPS ensures confidentiality

· Post:  <FORM METHOD –“POST” ACTION-“TARGET SERVER URL”> <INPUT TYPE=”HIDDEN” NAME=”SAML” VALUE=”ASSERTION IN BASE64 CODING”> </FORM>

Comment:  Cookie Request should be looked at.
Comment:  SAML being used as:  Envelope and application payload

Conformance Report
Bob Griffin/Krishna Sankar
Work with Vendors to do (conduct) reference testing, specifically for interoperability.

Motions:
Votes
1.  Should we enter in a committee as a whole (Open-Mike Issues)?  (30 – 0) 

Yes.

2.  Whether to continue to work of TC? (29 – 0 – 1 Abstention)
Yes.

3.  Reform committee to operate as a small subcommittee.  Remainder would be advisory board.  
Amendment:
- Dave O.  Use Cases, Protocols and Core Assertions Group to combined into a focus group.
(26-3-1 Abstain)
Comments below:  

Hal:  Develop requirements to 80% based in this F2F is difficult for tomorrow.  

Darren:  A lot of smart people which are not getting involved.

Dave:  Did not get answers from people within group.  If a vote got less than 75%, what would happen, how to get around…  No answers…  Example of Phill giving use case for direction and to get well understood.

Eve:  Use case work has been valuable.  Feeling confident that 90% of what needs to be done has been achieved.  Communication has not been great.       
Phill:  Discussion of talking about vertical slice.  If not a June date, would go more thorough requirements.  Wrote document that has vertical slice.  Question came up, are you doing binding?  Why no normalized of the spec.  Until today, I did not have the understanding of session.  Three issues got intertwined.  Go ahead and come up with mechanism to meet requirements.  Use cases group should have document laid out.  
Comment:  Possibility to use focus and momentum.  Not homogeneous.  Effort going forward should be to design the spec how we envision it and bring it together.

How does work we are doing compare to other XML standards being worked on?

Eve:

· This large a group has built such a coherent design thus far.

· Would not be shocked if we cannot get a spec out by September

Comment:  Value of parallelism v. one thing.
DaveO:  Will take a much active role.  Can we resolve this at this committee level?  

Joe:  Too many phone calls to come together.  Some people have to go out and champion.  We need to come together.

JeffH:  Separate lists and group makes the group separate.  Have one list or keep several lists. 
Comment:  no subgroups in IETF.
FredM:  If more than six people are meeting, can’t get any work done.

DaveO:  Heavy phone calls on W3C, example is XML Core.  Won’t drop call till answers.  

Phill:  Can things be done usefully in a large group.  Read operations can be done well.  Write may not work as well.  In IETF, you better be sure to have something before going in there.  
Hal:  Many people’s expectations are too high with the amount of time we have had.  Large or small group is not an issue.  
Darren:  The telephone game.

Comment:  Reasonable amount has been accomplished
19 April 2001

DAY 2
Action Eve:  Get rid of multiple lists but keep archives.
**Security Subgroup
Run by Jeremy Epstein is now changed to Jeff Hodges

Eve is chair of new “focus” group

Meet Two (2) hours every week for “focus” group
Issues List Editor
· Documents Issues List – Hal Lockhart

Motions:
Accept Use Cases Requirements Motions Document except for issues displayed yesterday 

(30-0) Yes

Move to committee as a whole

(30-0) Yes

Do we want to:
1. Define SAML tokens which instruct a “carrier protocol” with an existing session capability to set up and tear down sessions, OR

2.  Define a SAML session layer?

What is in a session layer?

· Session State Data Schema

· Including session identifiers & non-security stuff

· A session state machine

· Session Messages

· Request a state change

· Notify of a state change

· Notify of an error

· Message in context

· i.e., the rest of the protocol!

· Any necessary protection mechanisms

· (this is the hard part, as well as know)

Example messages in a protocol:

· Please initiate a session

· I initiated a session for you

· Please terminate a session

· I terminated a session

· I don’t recognize the session you’re talking about

· I received a protocol message out of order

· Please renew an expired session

· This data message is in session X

Comment:  Can not afford, when evaluating a session, to note if a session is going away.

Protection Issues

· Authentication contemporaneous with session initiation

· Session transfer and indexical reference

· This is the core of the WebSSO use case

· A ( B:  “he’s Bob; set up a session for him”

· Active and passive wiretapping

· Integrity of message stream in context
Eve’s Comments:  Are sessions a consequence to what we put in charter.  


        No, from most comments.
Prateek’s Comments:  Sessions are very important
Comment:  Rich session should be called dynamic session
Comment:  If we don’t do something good soon, maybe some people will lose interest

Comment:  No base case for WebSSO, very difficult.
Comment:  Would like to motion a charter for a sub-team on sessions
Prateek’s Comments:  Very concerned about a token session for a lifetime
Arguing, there is a need for session interface (Domain A ( Domain B, WebSSO, validity interval)
David Orchard’s Presentation:
Notion to do SSO always has notion to sign-off.  Must allow capability to logout from session for interoperability.

Need to have dynamic session fully specified.  







[image: image1]
Phill’s Presentation:  Sessions are wacky.  They should not have timeouts.  Be able to turn laptop off, when come back on you are at the same context.


Reference (
Session_ID

Ticket


Assertion



Assumption:  It may be      possible to solve some of everyone’s problem.

Questions:  1) Does           this feature (approx.) set suffice?


       2) In scope for I.O.?

                   3) Parallel with assertion design?

Straw Poll

(1)

Must Finish 1.0 by ~ September

1
2
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4
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1
0
6
1
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(2)

If we fail to solve log off than log on only is ok?
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Name



Attr.



Authn decision



Authz decision







No interoperable

Single login







Semantics defined

1.  Assertions & Transport only by September; No prep work
2.  Option 1 + prep work for single login, logout, etc.. by September; commit to login, logout “next”
3.  Option 1 + Single Login + Prepwork for (Timeout, logon + timein) by September; commit to logout etc… “next”
3.5. Option 3 + timein and risk September
4.  Option 1 + single login + logout etc.. later than September
Votes
Prefer

Live w/



1.  
0

11

2.
4

22

3.
18

23

3.5
2

12


4.
2

9

Motion:

Option 3


(25 – 5)

Flow through requirements.  Noted on 2.0






Motion:
Accept Conclusion of Use Case report and direct editors to insert appropriate language for non-goal 

Vote:  (26 – 0 – 4 Abstain)

Hal’s comments:  Take out authorization assertion…
Comment:  Glossary should be more normative.  Jeff Hodges made points on what should be dropped.  
Eve’s comments:  AuthZ should be struck and AuthN should stay.
Carlisle’s comments:  Synonyms should be used with our entities.
Protocol





 Assertions





      AP





      RP





   Subject











AAA








       R


      





 





       A











     WZ











       A











      W1











      AS





  Front





   Back





SAML























        PDP





      ATTR





     AUTHN





    Collector





SAML











