Depending on upon the level of security desired and associated profile protocol steps, many viable architectures may be proposed for the SAML artifact ([Core-Assertions-Examples, Shib-Marlena]. We accommodate variability in the architecture by a mandatory two byte artifact type code in the representation:

<SAML_artifact> := 
         B64 representation of <TypeCode> <RemainingArtifact>
         <TypeCode> := Byte1Byte2
The following MANDATORY-TO-IMPLEMENT fixed size artifact architecture has the property that it is simple to implement but at the same time its use has adequate safeguards against attacks such as artifact forgery, browser state exposure and impersonation. 


<TypeCode> := 0x0001
<RemainingArtifact> := <SourceID> <AssertionHandle>
<SourceID> := 20 byte sequence
<AssertionHandle> := 20 byte sequence
 

<SourceID> is a twenty byte sequence used by the destination site to determine source site identity. We assume that the destination site will maintain a table of sourceID values as well as the URL (or address) for the corresponding “assertion lookup” service. This information needs to have been agreed upon between the source and destination site using an out-of-band technique. On receiving the SAML artifact, the destination site determines if the <SourceID> belongs to a valid partner, retrieves the “assertion lookup” service URL and invokes it with the <SAML_artifact> value as an argument. 

The following practices are RECOMMENDED for the creation of SAML artifacts at source sites:



(1) Each source site selects a single Identification URL which it communicates to all potential destination sites. The domain name used within the identification URL MUST be administered by source site. 

(2) The source site constructs the <SourceID> element by taking the SHA-1 [SHA-1] hash of the identification URL.


(3) Construction of <AssertionHandle> values is governed by the principle that it should have no predictable relationship to the contents of the referenced assertion at the source site. The following techniques are RECOMMENDED:

(a) the value is taken from a random number sequence [RFC1750] generated by the source site. The sequence must consist of values of size at least eight bytes.

(b) the value is taken from the SHA-1 hash of a sequence of distinct values generated by the source site. 

