1.1 SAML Concepts (Non-Normative)

This section is informative only. Refer to the glossary of SAML terms and concepts [SAMLGloss] for normative definitions of terms used in this section and throughout this specification.

1.1.1 Overview

The Security Assertion Markup Language (SAML) is an XML-based framework for exchanging security information. This security information is expressed in the form of assertions about subjects, where a subject is an entity (either human or computer) that has an identity in some security domain. A typical example of a subject is a person, identified by his or her email address in a particular Internet domain.

[TBD: XML examples of SAML subjects]

Assertions can convey information about authentication acts performed by subjects, attributes of subjects, and authorization decisions about whether subjects are allowed to access certain resources. Assertions are represented as XML constructs and have a nested structure, whereby a single assertion might contain several different internal statements about authentication, authorization, and attributes. Note that authentication assertions merely describe acts of authentication that happened previously; checking and revoking of credentials is outside the scope of this version of SAML.

[TBD: XML examples of SAML assertions]

Assertions are issued by SAML authorities, namely, authentication authorities, attribute authorities, and policy decision points. SAML provides a protocol by which clients can request assertions from SAML authorities and get a response from them. This protocol, consisting of XML-based request and response message formats, can be bound to many different underlying communications and transport protocols; SAML currently defines one binding, to SOAP over HTTP. It is possible to produce and consume SAML assertions without using the SAML protocol, although interoperability is likely to be harmed in this case.

[TBD: XML examples of requests and responses]

SAML authorities can use various sources of information, such as external policy stores and assertions that were received as input in requests, in creating their responses. Thus, while clients always consume assertions, SAML authorities can be both producers and consumers of assertions.

The following model is conceptual only; for example, it does not account for real-world information flow or the possibility of combining of authorities into a single system.
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One major design center for SAML is Single Sign-On (SSO), the ability of a user to authenticate in one domain and use resources in other domains without re-authenticating. However, SAML can be used in various configurations to support additional scenarios as well. Several profiles of SAML are defined that support different styles of SSO and the securing of SOAP payloads.

The assertion and protocol data formats are defined in this specification. The bindings and profiles are defined in a separate specification [SAMLBind]. A conformance program for SAML is defined in the conformance specification [SAMLConform]. Security issues are discussed in a separate security and privacy considerations specification [SAMLSec].

1.1.2 SAML and URI-Based Identifiers

SAML defines some identifiers to manage references to well-known concepts and sets of values. For example, the SAML-defined identifier for the Kerberos subject confirmation method is as follows:

[TBD]

For another example, the SAML-defined identifier for the set of possible actions on a resource consisting of Read/Write/Execute/Delete/Control is as follows:

[TBD]

These identifiers are defined as Uniform Resource Identifiers (URIs), but they are not necessarily able to be resolved to some Web resource. At times SAML authorities need to use identifier strings of their own design, for example, for assertion IDs or additional kinds of confirmation methods not covered by SAML-defined identifiers. In these cases, using a URI form is not required; if it is used, it is not required to be resolvable to some Web resource. However, using URIs  – particularly URLs based on the http: scheme – is likely to mitigate problems with clashing identifiers to some extent.

The Read/Write/Execute/Delete/Control identifier above is an example of a namespace (not in the sense of an XML namespace). SAML uses this namespace mechanism to manage the universe of possible types of actions and possible names of attributes.

See [Section blah] for a list of SAML-defined identifiers.

1.1.3 SAML and Extensibility

The XML formats for SAML assertions and protocol messages have been designed to support extension.

[TBD: XML examples of extension]

However, it is possible that the use of extensions will harm interoperability.

[TBD: more]

