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SAML Credentials Collection -

A Proposal for SAML 2.0

1. Introduction

[image: image1.wmf] 

Authentication

 

Authority

 

Attribute

 

Authority

 

Policy

 

Decision

 

Point

 

Policy

 

Enforcement

 

Point

 

Credentials

 

Authentication

 

Assertion

 

System

 

Entity

 

Attribute

 

Assertion

 

Auth

orization

 

Decision

 

Assertion

 

SAML v1.0

 

Policy

 

Policy

 

Policy

 

Policy

 

Policy

 

Credentials

 

Collector

 

Credentials

 

Assertion

 

Application

 

Request

 

The Security Assertion Markup Language (SAML) is an XML-based framework for exchanging security information [SAML].  As demonstrated in Figure 1 below [Hal], the scope for SAML 1.0 was limited to solving only part of the problem; the initial assertion establishment was not dealt with as subsequent protocols would assume the existence of, for example, an authentication assertion.

Figure 1: The SAML Domain Model with Credentials Collection

There is a need to standardize the collection of credentials.  Indeed, this task is included in the “TO-DO” list for SAML 2.0 [TODO].

2. System Model and Protocols

As suggested above in Figure 1, the collection of credentials will involve interaction between a System Entity and Credentials Collector, and a Credentials Collector and the Authentication Authority.  This more detailed interaction is depicted below in Figure 2, and expanded upon in the following subsections.
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Figure 2: Credentials Collection Interaction in SAML

2.1 Entity Responsibilities

The responsibility for each of the entities identified in Figure 2 is as follows.

The Authentication Authority (AA) maintains its current role as much as possible, with most additional tasks assigned to the Credentials Collector (CC).  In its current role in SAML 1.0 [SAML], the AA is responsible for responding to queries (e.g. using an artifact) with the corresponding authentication assertion.  It is the AA that is trusted for providing a trustworthy assertion.  To support a CC, the AA is additionally required to create an assertion, based on a request from a CC; in particular, a CC with which it has established an a priori trust relationship.  The interaction between the CC and the AA is described in Section 2.2 below.

The Credentials Collector (CC) has two important functions, namely

· Authentication of the System Entity (SE), and

· Mapping of SE name used for authentication, to a name recognized by the AA, for inclusion in an authentication assertion. 

The authentication of the system entity is performed by consulting the appropriate resources for confirmation of the credentials provided by the SE.  For example, the CC may consult a password database for the purpose of confirming the correctness of the supplied password. The establishment of verification information for allowing authentication of the SE is considered out-of-scope for this proposal.  Support for various authentication methods is described in more detail in Section 2.2 below.

The mapping of SE names is performed by the CC consulting the appropriate, secured data store.  The establishment of this data store is considered out-of-scope for this proposal.

The System Entity (SE) authenticates to the CC, for the purpose of having an authentication assertion created.  Support for various authentication methods is described in more detail in Section 2.2 below.

2.2 Protocol Details

The details for each of the protocols identified in Figure 2 are given below. 

For Message 1 a new element <Login> will be defined that extends <SubjectQuery> in order to support the transfer of authentication information (e.g. credentials) from the System Entity (SE) to the Credentials Collector (CC). This extension will support both

1. A SASL blob so that currently defined SASL mechanisms may be carried over this SAML extension, and

2. An additional, extensible field for supporting XML-based authentication methods once they are defined. 

As with Message 2 below, support for a SE requesting either an artifact or an assertion to be returned is also required.

The schema for this request is given below (note that <OtherAuthentication> will be specified in a future draft).

<element name=”SASLAuthentication” type=”SASLAuthenticationType” />

<complexType name=”SASLAuthenticationType” abstract=”true”>


<attribute name=”SASLMechanism” type=”anyURI” use=”required” />


<attribute name=”SASLCredentials” type=”base64Binary” use=”required” />

</complexType>

<element name=”Login” type=”samlp:LoginAbstractType />

<complexType name=”LoginAbstractType” abstract=”true”>


<complexContent>



<extension base=”samlp:SubjectQueryAbstractType”>




<choice>





<element ref=”samlp:SASLAuthentication”/>





<element ref=”samlp:OtherAuthentication”/>




</choice>



</extension>


</complexContent>

</complexType>

The <RespondWith> element of a request may be used by the SE to request either an artifact or an authentication assertion be returned.

Message 2 will extend the <AuthenticationQuery> element to allow the CC to request that a new authentication assertion be created by the AA.  In particular, the request will be extended to allow the CC to ask for either an artifact or an assertion to be returned.  It is important for this request to be authenticated by the CC to the AA, and for this authentication properly verified upon receipt by the AA.

Based on the extended request for Message 2, the <Response> element will be extended to allow an artifact (as opposed to only an assertion) to be returned in Message 3.

Similar to Message 3, there is a requirement that the <Response> element be extended to allow an artifact to be returned in Message 4.  In support of the SASL authentication, the <Response> must also accommodate the return of an authentication challenge value.  A new result code would be required to indicate that this response is soliciting an additional request from the SE, before their original request can be processed. 

3. Issues

1. Regarding the relationship between the AA and the CC, it seems appropriate to avoid overloading the functionality at the AA, and hence authenticate the user at a CC.  Implementations of this proposal may decide to build as a single entity.

2. As part of the request for creation of an authentication assertion, what other elements within the assertion should be specified? 

3. The <Login> element of Message 1 is currently extended from <SubjectQuery>.  However, it also seems natural to extend <AuthenticationQuery> for our purposes (e.g. at least since the AuthenticationMethod may be established as part of this request). 

4. <RespondWith> allows the specification of Statements to be returned.  A change may need to be made to allow for a request of an artifact to be returned 

5. For Message 2, can <RespondWith> be used to alter the semantics of the <AuthenticationQuery> instructing for the return of a new authentication assertion?
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