5 SAML and XML Signature Syntax and Processing

SAML Assertions, Request and Response messages may be signed, with the following benefits:

· An Assertion signed by the asserting party (AP). This supports:

1. Assertion integrity.

2. Authentication of the asserting party to a relying party (RP).

3. If the signature is based on the asserting party’s public-private key pair, then it also provides for non-repudiation of origin.

· A SAML request or a SAML response message signed by the message originator. This supports:

4. Message integrity.

5. Authentication of message origin to a destination.

6. If the signature is based on the originator's public-private key pair, then it also provides for non-repudiation of origin.

A digital signature is NOT always required in SAML. It is useful to characterize these situations.

· In some circumstances signatures may be "inherited", such as an unsigned assertion "inheriting" protections from a signature on the containing message. "Inherited" signatures should be used with care when the contained object (such as the assertion) is intended to have a non-transitory lifetime. The reason is that the entire context must be retained to allow validation, exposing the messaging content and adding potentially unnecessary overhead.

· 
· 

· The asserting party has provided the assertion to the relying party authenticated by means other than a digital signature and the channel is secure. In other words, the RP has obtained the assertion from the AP directly (with no intermediaries) through a secure channel and the AP has authenticated to the RP.
· The requester or responder has provided the message to the recipient authenticated by means other than a digital signature and the channel is secure.


Many different techniques are available for "direct" authentication and secure channel establishment between two parties. The list includes TLS/SSL, HMAC, password-based mechanisms, etc. In addition, the applicable security requirements depend on the communicating applications and the nature of the assertion or message transported.

It is recommended that, in all other contexts, digital signatures be used for assertions and request and response messages. Specifically:

1. An assertion obtained by a relying party from an entity other than the asserting party SHOULD be signed by the asserting party.

2. A SAML message arriving at a destination from an entity other than the originating site SHOULD be signed by the origin site.

Profiles may specify alternative signature mechanisms such as S/MIME or signed Java objects that contain SAML documents. Caveats about retaining context and interoperability apply. XML Signatures are intended to be the primary SAML signature mechanism, but the specification attempts to ensure compatibility with profiles that may require other mechanisms.
Unless a profile specifies an alternative signature mechanism, enveloped XML Digital Signatures MUST be used if signing.
5.1 Signing Assertions

All SAML assertions MAY be signed using the XML Signature. This is reflected in the assertion schema – Section 2.3.

5.2 Request/Response Signing

All SAML requests and responses MAY be signed using the XML Signature. This is reflected in the schema – Sections 3.2 and 3.4.

5.3 Signature Inheritance

A SAML assertion may be embedded within another SAML element, such as an enclosing <Assertion> or a <Request> or <Response>, which may be signed. When a SAML assertion does not contain a <ds:Signature> element, but is contained in an enclosing SAML element that contains a <ds:Signature> element, and the signature applies to the <Assertion> element and all its children, then the assertion can be considered to inherit the signature from the enclosing element. The resulting interpretation should be equivalent to the case where the assertion itself was signed with the same key and signature options.

Many SAML use cases involve SAML XML data enclosed within other protected data structures such as signed SOAP messages, S/MIME packages, and authenticated SSL connections. SAML profiles may define additional rules for interpreting SAML elements as inheriting signatures or other authentication information from the surrounding context, but no such inheritance should be inferred unless specifically identified by the profile.

5.4 XML Signature Profile

The XML Signature [XMLSig] specification calls out a general XML syntax for signing data with flexibility and many choices. This section details the constraints on these facilities so that SAML processors do not have to deal with the full generality of XML Signature processing. This profile makes specific use of the "ID" attributes optionally present on the root elements to which signatures can apply (<Assertion>, <Request>, and <Response>).
Profiles MAY permit other choices or further constrain the below sections to gain efficiency or simplicity, if it can be assumed that processing will not be affected in the application of the profile.
5.4.1 Signing Formats and Algorithms
XML Signature has three ways of relating a signature to a document: enveloping, enveloped, and detached.

SAML assertions and protocols MUST use enveloped signatures when signing assertions and protocol messages. SAML processors SHOULD support the use of RSA signing and verification for public key operations, in accordance with the algorithm identified by http://www.w3.org/2000/09/xmldsig#rsa-sha1
5.4.2 References

5.4.3 Signed SAML assertions and protocol messages MUST contain "ID" attributes in the message's root element (<Assertion>, <Request>, or <Response>). The message's root element may or may not be the root element of the actual XML document containing the signed message.
5.4.4 Signatures MUST contain a single <ds:Reference> containing a URI reference to the "ID" attribute value of the root element of the message being signed. For example, if the attribute value is "foo", then the "URI" attribute in the <ds:Reference> MUST be "#foo".
5.4.5 Canonicalization Method

SAML implementations SHOULD use Exclusive Canonicalization (http://www.w3.org/TR/xml-exc-c14n), with or without comments, both in the <ds:CanonicalizationMethod> element of <ds:SignedInfo>, and as a <ds:Transform> algorithm. Use of Exclusive Canonicalization ensures that signatures created over SAML messages embedded in an XML context can be verified independent of that context.

5.4.6 Transforms

Signatures in SAML messages SHOULD NOT contain transforms other than the enveloped signature transform (http://www.w3.org/2000/09/xmldsig#enveloped-signature) or the exclusive canonicalization transforms (http://www.w3.org/2001/10/xml-exc-c14n# or http://www.w3.org/2001/10/xml-exc-c14n#WithComments).
Verifiers of signatures MAY reject signatures that contain other transform algorithms as invalid. If they do not, verifiers MUST insure that no content of the SAML message is excluded from the signature. This can be accomplished by establishing out of band agreement as to what transforms are acceptable, or by applying the transforms manually to the content and reverifying the result as consisting of the same SAML message.

5.4.7 KeyInfo

SAML does not impose any restrictions in this area. Therefore, following [XMLSig], <ds:KeyInfo> may be absent.

5.4.8 Binding Between Statements in a Multi-Statement Assertion

Use of signing does not affect semantics of statements within assertions in any way, as stated in this document Sections 1 through 4.
5.4.9 Interoperability with SAML 1.0

5.4.10 This profile of [XMLSig] is incompatible with the profile described in the SAML 1.0 specification. The original profile was underspecified and was not sufficient to ensure interoperability. It was constrained by the inability to use URI references to indicate SAML content to be signed. With this limitation removed by the addition of "ID" attributes, a decision has been made to forgo any attempt at compatibility with the older specification.
5.4.11 Example

TODO
