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Meeting Notes

SAML_Technical Committee Meeting


Administrative Notes:

· Dinner Logistics

· Dee Shore @ OASIS and Jimmy Clark follow-up regarding participating in interoperability demo at XML 2003 in December in Philadelphia.

· Interoperability between technical committee such as XML profile for WS

· Interest from Sun, RSA

· WSS tele-conference logistics 

Kerberos Use Cases:

· Three high level use cases

· Intra-domain communication between cells using kerberos tech

· local domain and principal authentication to KDC

· when request service to remote domain, contact SAML service, obtain assertion digitally signed by local domain, application is a resource, message sent to remote domain with assertion, remote domain can verify via signature, remote server can itself create a local identity.

· message flows discussed yesterday could impact this processing flow

· Tony Nadalin:  Diagram not showing use of kerberos tokens?  diagram shows trust flow capability

· Prateek:  step here is translation to kerberos credential?  yes

· Prateek:  so a profile would show a canonical way to perform translation?  yes

· Can use kerberos as authentication mechanism and then ask for SAML credentials between cells.  The KDC must understand SAML, however whoever present SAML credentials can be ignorant that first step involved kerberos at all.  Less impact.  Suggest update diagram

· Inter-domain kerberos and any other domain (possibly kerberos)

· ability to delve into trust far more sophisticated manner

· try to use kerberos as confirmation tech for confirmation

· what needs to be in assertion to allow for kerberos authentication

· Prinicipal TGT

· Service Ticket

· Server TGT

· Issues:

· think about converting PAC into an Attribute statement

· Ticket comparisons

· Principal TGT

· no direct impact on exact PAC/session key

· must access KDC to perform authentication – require new protocol (possibly. SAML) message

· think about converting PAC into an Attribute statement

· Service Ticket

· convert to SAML assertion

· Server TGT

· doesn’t make sense

· Bob Morgan:  

· use case is plain ole authentication

· if application protocol is SOAP based, Kerberos profile for WSS would be obvious thing to use

· There is a WSS-K draft, but doesn’t say how to use symmetric keys for DSIG Encrypt, only carrying

· Is there a profile for DSIG using kerberos keys?  

· Listed as legal

· Thus if other application protocol (POP, LDAP, SMTP), interesting question is how to apply protocols to SAML Authentication assertion

· Does SAML assertion go where PAC goes?

· No, because if integrate KDC with attribute authority, environment impact is minimal, not necessarily practical to assume deployment of fully integrated KDC/attribute authority.  Other products require more info to know what you are about.

· Bridge between middleware tech

· pass assertions while translating

· convert between middleware protocols

· authentication to webserver, which talks to bridge server in SAML bridge server converts from SAML assertions to kerberos dialect (PAC)

· think about service with input of particular type and receive credential of K type

· think about what does a bridge server know and what does it get out of assertions?  

· Kerberos v5 variations

· Microsoft usage by sending attributes in authorization field of ticket

· DCE sending attributes

· RFC 1510

· GSS-API

· Next steps:

· write up presentation to drill-down details

· also rollup to ensure is meeting the business needs

· Discussions:

· Properties of Kerberos (end to endness) and SAML

· Effectively use kerberos as authentication method, must know who is going to consume assertion

· John: might align with idea to request things in some form with particular confirm method

· Prateek: Identified next steps, have work item

 Revisiting each listed work item on the list:

Prateek:

· Need to think about timeline for SAML 2.0

· number of work items

· what are expectations?

· when is next F2F?  What state of materials for F2F

· Rob:  Did everyone agree to this process?

· Eve:  Last night agreed to walk through work items.  Need to gauge interest in addressing in near future.

· HL: Since this is working meeting, not vote if can be offline?

· Eve:  reason not to vote if no company interest, not in sweet spot

· John:  still sensing overload.  Hands for priority of items within SAML 2.0 or priority of discussion?

· RP:  4 hours to discuss work items, issues come out, and impact standard.  Idea to decide how to use rest of the meeting. Which should be things important in general

· John:  but things important in SAML 2.0 that are not necessarily important to discuss today

· Prateek:  not a definitive cut, would be surprising if important items don’t need discuss today.

· Eve:  trying to roughly gauge what we think is important

· RP:  might be ones people have questions on have higher priority

· SC:  want consideration to input when writing proposals

· Eve:  fully expect no owner means no work

· Prateek:  end of day, we need a timeline

Work Items:

note that the listed keywords are more for searching in document than actual categorization

· W1 – 15

· W2 -  10

· W2a – 13

· W3&4 – 11

· W5 – 

· W6 - 0

· W7 –

· W8 – 1

· W9 – 3

<Break until 10:30 for WSS call>

-Discuss possibility of virtual interoperability for SAML token

<Return from WSS call>

· W10 – 4

· W11 – Added Krishna as champion – 0

· W12 –5

· W-13 – Already deferred to future version

· W-14 – 0

· W-15 – 8

· W-16 – Folded into w-15

· W-17 – definitely calls for use case analysis so understand what is involved.

· W-18 – folded into w-17

· W-18 redefined to clearly define scope of SASL related work

· W-19 –4

· W-20 – 8

· W-23 – 0

· W-25 – 0

· W-26 – 0

· W-27 – can’t discuss because no presentation

· W-28 – later discussion on Wed

· W-29 – no need to discuss promised v.2 changes

Diving into work items

W1- Sessions

· Step through use case document by Jeff Kemp

· Session definition

· Authentication assertion in response to Authentication request

· HL:  distinguish between global and local sessions

· Differentiate between logout vs. timeout

· HL:  distinguish between principal and admin logout vs. timeout

· is it true that a given principal has only 1 outstanding session with an authentication authority at one time.

· JK:  multiple indexed sessions assumed

· Krishna:  then need to differentiate

· HL:  so question is whether every authentication create new session, i.e. different authentication mechanisms

· RP:  add to same context vs. create new context

· JK:  so restate to add explicit assumption on multiple sessions

· Tony:  can we address logout by realm.

· SC:  maybe multi-session logout, but not necessarily span multi-authentication authorities.

· Krishna/JK:  start talking about session authority?

· HL:  that was original model

· no formal concept of session, but de facto we have sessions.

· JK:  does “not after” condition create a “timeout” for attribute?

· Prateek:  at this level of discussion:

· Is there session authority

· Are there multiple sessions assoc @each authority

· Need to focus on requirements and use-cases

· System entity logout

· HL: here we get into local vs. global logout (previous work on this item)

· JK:  

· Krish:  wouldn’t you lose handle to global session then?

· HL:  it logical that user might want to con

· SC:  at very least must be clear whether we’re talking regarding local vs. global when discussion session

· MB (Boeing):  to clarify, local sessions are at application level?  What about federated domains in the middle?

· SC:  another approach is multi-global session.

· Steve And (SA):  or a simple parent child relationships

· HL:  not seeing 3rd level, from SAML perspective each domain could be handled transparently

· SC:  need to look @ machinery to make this viable as a use-case

· HL:  what about time-out is different for different domains and idle time.

· JK:  in 2.2, saying only need to support timeout either local or at authority

· SA:  demonstrate relationship for logout, without identifying the number of levels

· SA:  need to consider implicit creation of child session from parent

· SC:  need to also consider re-authentication and its impact on session

· MB:  sounds like need to define what is a session and rules for moving between resources before identifying what a logout is and the rules that will impact it.

· SC:  need guidelines based on experience provided to user and requirements for SSO interoperability

· Session logout propagation

· SC:  note use of term global logout in this discussion:

· HL:  want to make Authority responsible to contact everyone handing assertions to alert of logout which is separate from how it is notified of need for logout

· JK:  in that model, local logout not necessarily propagated

· Session timeout

· HL:  3 things to consider

· track local administrative sessions

· measuring method to determine/track 

· use previously defined mechanism to logout, once made determination of idle by first two.

· SC:  need to distinguish between idle and timeout

· SA:  not. necessarily valid that idle in federation is local idle

· HL:  also consider authentication timeout from session timeout

· SA:  that may vary between SP and measurement may be done distributed

· SA:  calculation of acceptable idle is local, but collection of data can be global

· Candidate Mechanisms

· HL: Do sessions give the opportunity to attach temporarily assigned attributes?

· SC:  delivering attributes with SSO mean attribute and session lifetime have a very interesting relationship.  Relying party has a decision to make, need to determine if we need to elucidate the decisions.

· HL:  if we don’t, we risk great deal of confusion.

· JK:  major overall question is how complicated do we want to get

· SC:  use-cases we don’t necessarily want to address, just identify will need serious architectural considerations.

· Prateek:  what are next steps

· SC:  elaborate next steps, gap analysis, what liberty addresses

· HL:  factor in the new requirements, strawman architecture

· Prateek:

· capture session model and highlight properties

· JK:  would like to get links to original documents

· HL:  I’ll take AI to find them

· RP:  all should be in the archive

· EM:  directory structure not up, in a big zip archive sent by Jeff

SSO with Attribute Exchange

· Pra:  issue is to describe complete SSO-attribute base flows because we’re talking about many other data flows.  

· SC:  any profile for SSO should not preclude add’l information

· Pra:  in terms of SSO initiation profile, what are data flows/meta-data transfer

· liberty accounts for infrastructure around data flows w/ account linking.

· what about when there is not account linking?

· SC:  specific goal is profile to allow attribute statements to appear with SSO

· Balt:  what is expected to be product of this work item?

· Pra:  drive through support for SSO based on attributes for other data flows

· RP:  I wouldn’t mix those

· SC:  lets look at destination first work item to see if there is something that impacts this

· Pra:  for example, what if meta-data exchange includes attribute names

· HL:  this sounds like a use-case

· SC:  is this an optimization?

· RP:  are you suggesting initial exchange must tell authority what attributes to get to build assertion as opposed to initial approach?

· SC:  to some extent dest-first already introduced this as a component.  Having implemented this use-case, we need to deal with aspects of configuration and optimization so that we can do more than just request artifact that via external agreement contains specific attribute types

· So is expressing what assertion you want part of meta-data exchange – these questions must be part of the scope.

· Tony:  need to separate programming model for attributes vs. meta-data

· SC:  talking about meta-data of attribute authority

· MB (Boeing):  implementing post because one of two sides not necessarily visible to world, so become difficult to make 2nd request

· Pra:  notice this is one step flow

· SC:  so this becomes more than just optimization

· Goal

· What is description of abstract use-space?

· What are pieces to support this view?

· Addressing questions about what is the subject can be considered part of the meta-data flow, which covers issues of pseudonymity.

<end of morning session>

