Use case examples relative to sessions/federation/policy

These Use Cases are an attempt to describe functionality of a current business need.  This document does not intend to suggest how the following functionalities should be accomplished, and whether or not they are specifically relevant to the concepts of session, federation, and/or policy.  However, it is assumed that the Use Cases are probably relevant to at least one of these concepts.

Ecosystem is the term I chose to use to mean a collection of resources and/or services that have some similar characteristics such that it makes business sense to group them together.

Environment

Ecosystem_B

Ecosystem_B represents a collection of business related resources and/or services that are deployed both internal and external to the corporate intranet.  This collection provides access to corporate information and services.

Ecosystem_E

Ecosystem_E represents a collection of employee benefits related resources and/or services that are deployed both internal and external to the corporate intranet. This collection provides access to employee personal information and services.

Ecosystem_T

Ecosystem_T represents one or more resources and/or services that require strict enforcement of a 20-minute idle time out.  This is based on the 

Sample Use Cases

1. User attempts access to service in Ecosystem_B, not previously authenticated

· User prompted for authentication via Standard Login Form

· User responds with UserID_1 and Password_1.

· User authenticated, receives credentials that provide access to requested service and all other services within Ecosystem_B.

2. User attempts access to service in Ecosystem_E, not previously authenticated

· User prompted for authentication via Standard Login Form

· User responds with UserID_1 and Password_1.

· User authenticated, receives credentials that provide access to requested service and all other services within Ecosystem_E.

3. User attempts access to service in Ecosystem_T, not previously authenticated

· User prompted for authentication via Standard Login Form

· User responds with UserID_1 and Password_1.

· User authenticated, receives credentials that provide access to requested service and all other services within Ecosystem_T (if they existed).

4. User attempts access to service in Ecosystem_B, previously authenticated to Ecosystem_E and/or Ecosystem_T

· User prompted for authentication via Standard Login Form

· User responds with UserID_1 and Password_1.

· User authenticated, receives credentials that now provide access to requested service and all other services within Ecosystem_B.  No impact to existing sessions in other ecosystems.

5. User attempts access to service in Ecosystem_E, previously authenticated to Ecosystem_B and/or Ecosystem_T

· User prompted for authentication via Standard Login Form

· User responds with UserID_1 and Password_1.

· User authenticated, receives credentials that now provide access to requested service and all other services within Ecosystem_E.  No impact to existing sessions in other ecosystems.

6. User attempts access to service in Ecosystem_T, previously authenticated to Ecosystem_B and/or Ecosystem_E

· User prompted for authentication via Standard Login Form

· User responds with UserID_1 and Password_1.

· User authenticated, receives credentials that now provide access to requested service and all other services within Ecosystem_T.  No impact to existing sessions in other ecosystems.

7. User previously authenticated to Ecosystem_B, chooses to logout of Ecosystem_B

· User is logged out of Ecosystem_B

· Subsequent attempts to access services in Ecosystem_B initiates standard login sequence (see Use Case 1)

· No impact to existing sessions in other ecosystems.

8. User previously authenticated to Ecosystem_E, chooses to logout of Ecosystem_E

· User is logged out of Ecosystem_E

· Subsequent attempts to access services in Ecosystem_E initiates standard login sequence (see Use Case 2)

· No impact to existing sessions in other ecosystems.

9. User previously authenticated to Ecosystem_T, chooses to logout of Ecosystem_T

· User is logged out of Ecosystem_T

· Subsequent attempts to access services in Ecosystem_T initiates standard login sequence (see Use Case 3)

· No impact to existing sessions in other ecosystems.

10. User previously authenticated to Ecosystem_T (which has an idle timeout of 20 minutes), has not touched services in Ecosystem_T for more than 20 minutes

· Attempts to access services in Ecosystem_T initiates standard login sequence (see Use Case 3)

· No impact to existing sessions in other ecosystems

· User touches in Ecosystem_B or Ecosystem_E DO NOT reset the idle time clock for Ecosystem_T.

NOTE:  

Similar behavior would be experienced with expiration of total session timeout

11. User chooses to federate Ecosystem_B and Ecosystem_E

· User indicates acceptance of federation between the 2 ecosystems

· After login to Ecosystem_B, user attempts access to service in Ecosystem_E

· Ecosystem_E requests authenticated identity from IdP

· Identity assertion (and potentially attribute assertions) are provided to Ecosystem_E by the IdP WITHOUT an additional authentication interaction with the user.

NOTES:  

The same behavior would occur if the user first logged on to Ecosystem_E and then attempted access to services in Ecosystem_B.

Federation of Ecosystem_B and/or Ecosystem_E with Ecosystem_T does not seem to make sense due to the timeout constraints in Ecosystem_T.

Clarifications

· In all use cases involving login, the same login presentation is used

· In all use cases involving login, the user provides the same authentication credentials

· In all use cases, the IdP is the same

· To honor the security intent of idle and/or total session timeout settings, all services within an ecosystem must have the same timeout settings

· These scenarios presuppose the common authentication mechanism used is acceptable to all ecosystems and services within the ecosystems
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