Use case examples relative to one time/single use identifiers
This use case demonstrates the need for a one time use pseudonym as only one time use pseudonyms can give you anonymity.
Environment

Identity Providers (i.e. Authentication Authorities and Attribute Authorities) can provide a degree of "partial anonymity" by employing one-time-use identifiers.

This anonymity is "partial" at best because the Subject is necessarily confined to the set of Subjects in a relationship with the Authority.

Sample Use Cases

Users who truly care about anonymity must take care to disguise or avoid unusual patterns of behavior that could serve to "de-anonymize" them over time as this becomes "persistent" and well-known data.

Anthony Nadalin
drsecure@us.ibm.com
