1.1.1 Understanding Governance

1.1.1.1 Terminology

Governance is about making decisions that are aligned with the overall organizational strategy and culture of the enterprise. [Gartner]  It specifies the decision rights and accountability framework to encourage desirable behaviors [Weill/Ross-MIT Sloan School] towards realizing the strategy and defines incentives (positive or negative) towards that end. It is less about overt control and strict adherence to rules, and more about guidance and effective and equitable usage of resources to ensure sustainability of an organization’s strategic objectives. [Open Group]
To accomplish this, governance requires organizational structure and processes and must identify who has authority to define and carry out its mandates.  It must address the following questions: 1) what decisions must be made to ensure effective management and use?, 2) who should make these decisions?, and 3) how will these decisions be made and monitored?  The intent is to achieve goals, add value, and reduce risk.

Within a single ownership domain such as an enterprise, generally there is a hierarchy of governance structures.  Some of the more common enterprise governance structures include corporate governance, technology governance, IT governance, and architecture governance [TOGAF v8.1].  These governance structures can exist at multiple levels (global, regional, and local) within the overall enterprise.
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Figure 1 Types of governance

It is often asserted that SOA governance is a specialization of IT governance as there is a natural hierarchy of these types of governance structures; however, the focus of SOA governance is less on decisions to ensure effective management and use of IT as it is to ensure effective management and use of SOA-based systems.  Certainly, SOA governance must still answer the basic questions also associated with IT governance, i.e., who should make the decisions, and how these decisions will be made and monitored.

1.1.1.2 Relationship to Management

There is often confusion centered on the relationship between governance and management.  As described earlier, governance is concerned with decision making.  Management, on the other hand, is concerned with execution.  Put another way, governance describes the world as leadership wants it to be; management executes activities that intends to make the leadership’s desired world a reality.  Where governance determines who has the authority and responsibility for making decisions and the establishment of guidelines for how those decisions should be made, management is the actual process of making, implementing, and measuring the impact of those decisions [Loeb].  Consequently, governance and management work in concert to ensure a well-balanced and functioning organization as well as an ecosystem of inter-related organizations.  In the sections that follow, we elaborate further on the relationship between governance and management in terms of setting and enforcing service policies, contracts, and standards as well as addressing issues surrounding regulatory compliance.

1.1.1.3 Why is SOA Governance Important?

One of the hallmarks of SOA that distinguishes it from other architectural paradigms for distributed computing is the ability to provide a uniform means to offer, discover, interact with and use capabilities (as well the ability to compose new capabilities from existing ones) all in an environment that transcends domains of ownership.  Consequently, ownership, and issues surrounding it, such as obtaining acceptable terms and conditions (T&Cs) in a contract, is one of the primary topics for SOA governance.  Generally, IT governance does not include T&Cs, for example, as a condition of use as its primary concern.

Just as other architectural paradigms, technologies, and approaches to IT are subject to change and evolution, so too is SOA.  Setting policies that allow change management and evolution, establishing strategies for change, resolving disputes that arise, and ensuring that SOA-based systems continue to fulfill the goals of the business are all reasons why governance is important to SOA.

1.1.1.4 Governance Stakeholders and Concerns

As noted in Section Error! Reference source not found., the participants in a service interaction include the service provider, the service consumer, and other interested or unintentional third parties.  Depending on the circumstances, it may also include the owners of the underlying capabilities that the SOA services access.  Governance must establish the policies and rules under which duties and responsibilities are defined and the expectations of participants are grounded.  The expectations include transparency in aspects where transparency is mandated, trust in the impartial and consistent application of governance, and assurance of reliable and robust behavior throughout the SOA ecosystem.

1.1.2 A Generic Model for Governance

Governance

Governance is the prescribing of conditions and constraints consistent with satisfying common goals and the structures and processes needed to define and respond to actions taken towards realizing those goals. 

The following is a generic model of governance represented by segmented models that begin with motivation and proceed through measuring compliance.  It is not meant to be an all-encompassing treatise on governance but a focused subset that captures the aspects necessary to describe governance for SOA. It is not meant to imply that practical application of governance is a single, isolated instance of these models; in fact, there are likely hierarchical chains of governance that apply and possibly parallel chains that govern different aspects or focus on different goals. This is discussed further in section Error! Reference source not found.. The defined models are simultaneously applicable to each of the overlapping instances.

A given enterprise may already have portions of these models in place.  To a large extent, the models shown here are not specific to SOA; discussions on direct applicability begin in section Error! Reference source not found..

1.1.2.1 Motivating Governance
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Figure 1 Motivating governance model

An organizational domain such as an enterprise is made up of Participants who may be individuals or groups of individuals forming smaller organizational units within the enterprise.  The overall business strategy should be consistent with the Goals of the participants; otherwise, the business strategy would not provide value to the participants and governance towards those ends becomes difficult if not impossible.  This is not to say that an instance of governance will simultaneously satisfy all the goals of all the participants; rather, the goals of any governance instance must sufficiently satisfy a useful subset of each participant's goals so as to provide value and ensure the cooperation of all the participants.  

A policy is the formal characterization of the conditions and constraints that governance deems as necessary to exist to realize the goals which it is attempting to satisfy.  Policy may identify required conditions or actions or may prescribe limitations or other constraints on permitted conditions or actions.  For example, a policy may prescribe that safeguards must be in place to prevent unauthorized access to sensitive material.  It may also prohibit use of computers for activities unrelated to the specified work assignment.  Policy is made operational through the promulgating and implementing of Rules and Regulations (as defined in section 5.1.2.3).
As noted in section 4.4.2, policy may be asserted by any participant or on behalf of the participant by its organization.  Part of the purpose of governance is to arbitrate among diverse goals of participants and diverse policies articulated to realize those goals.  The intent is to form a consistent whole that allows governance to minimize ambiguity about its purpose.  While resolving all ambiguity would be an ideal, it is unlikely that all inconsistencies will be identified and resolved before governance becomes operational.

For governance to have effective jurisdiction over participants, there must be some degree of agreement by each participant that it will abide by the governance mandates.  A minimal degree of agreement often presages participants who “slow-roll” if not actively reject complying with Policies that express the specifics of governance.

1.1.2.2 Setting Up Governance
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Figure 2 Setting up governance model

Leadership

Leadership is the entity who has the responsibility and authority to generate consistent policies through which the goals of governance can be expressed and to define and champion the structures and processes through which governance is realized. 

Governance Framework

The Governance Framework is a set of organizational structures that enable governance to be consistently defined, clarified, and as needed, modified to respond to changes in its domain of concern. 

Governance Processes

Governance Processes are the defined set of activities that are performed within  the Governance Framework to enable the consistent definition, application, and as needed, modification of Rules that organize and regulate the activities of Participants for the fulfillment of expressed policies. (See section 1.1.1.3 for elaboration on the relationship of Governance Processes and Rules.)

As noted earlier, governance requires an appropriate organizational structure and identification of who has authority to make governance decisions.  In the above figure, the entity with governance authority is designated the Leadership.  This is someone, possibly one or more of the Participants, that Participants recognize as having authority for a given purpose or over a given set of issues or concerns.

The Leadership is responsible for prescribing or delegating a working group to prescribe the Governance Framework that forms the structure for Governance Processes which define how governance is to be carried out.  This does not itself define the specifics of how governance is to be applied, but it does provide an unambiguous set of procedures that should ensure consistent actions which Participants agree are fair and account for sufficient input on the subjects to which governance will be applied. 

The Participants may be part of the working group that codifies the Governance Framework and Processes.  When complete, the Participants must acknowledge and agree to abide by the products generated through application of this structure.

The Governance Framework and Processes are often documented in the charter of a body created or designated to oversee governance.  This is discussed further in the next section. Note that the Governance Processes should also include those necessary to modify the Governance Framework itself.

An important function of Leadership is not only to initiate but also be the consistent champion of governance.  Those responsible for carrying out governance mandates must have Leadership who makes it clear to Participants that expressed Policies are seen as a means to realizing established goals and that compliance with governance is required.

1.1.2.3 Carrying Out Governance
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Figure 3 Carrying Out Governance Model

Rule

A Rule is a prescribed guide for carrying out activities and processes leading to desired results, e.g. the operational realization of policies. 

Regulation

A Regulation is a mandated process or the specific details that derive from the interpretation of Rules and lead to measureable quantities against which compliance can be measured.

To carry out governance, Leadership charters a Governance Body to promulgate the Rules needed to make the Policies operational.  The Governance Body acts in line with Governance Processes for its rule-making process and other functions.  Whereas Governance is the setting of Policies and defining the Rules that provide an operational context for Policies, the operational details of governance are likely delegated by the Governance Body to Management.  Management generates Regulations that specify details for Rules and other procedures to implement both Rules and Regulations.  For example, Leadership could set a Policy that all authorized parties should have access to data, the Governance Body would promulgate a Rule that PKI certificates are required to establish identity of authorized parties, and Management can specify a Regulation of who it deems to be a recognized PKI issuing body.  In summary, Policy is a predicate to be satisfied and Rules prescribe the activities by which that satisfying occurs. A number of rules may be required to satisfy a given policy; the carrying out of a rule may contribute to several policies being realized.

Whereas the Governance Framework and Processes are fundamental for having Participants acknowledge and commit to compliance with governance, the Rules and Regulations provide operational constraints which may require resource commitments or other levies on the Participants.  It is important for Participants to consider the framework and processes to be fair, unambiguous, and capable of being carried out in a consistent manner and to have an opportunity to formally accept or ratify this situation.  Rules and Regulations, however, do not require individual acceptance by any given participant although some level of community comment is likely to be part of the Governance Processes.  Having agreed to governance, the Participants are bound to comply or be subject to prescribed mechanisms for enforcement.

1.1.2.4 Ensuring governance compliance
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Figure 4 Ensuring governance compliance model

Setting Rules and Regulations does not ensure effective governance unless compliance can be measured and Rules and Regulations can be enforced.  Metrics are those conditions and quantities that can be measured to characterize actions and results.  Rules and Regulations MUST be based on collected Metrics or there will be no way for Management to assess compliance.  The Metrics are available to the Participants, the Leadership, and the Governance Body so what is measured and the results of measurement are clear to everyone.

The Leadership in its relationship with Participants will have certain options that can be used for Enforcement.  A common option may be to effect future funding.  The Governance Body defines specific enforcement responses, such as what degree of compliance is necessary for full funding to be restored.  It is up to Management to identify compliance shortfalls and to initiate the Enforcement process.

Note, enforcement does not strictly need to be negative.  Management can use Metrics to identify exemplars of compliance and Leadership can provide options for rewarding the Participants.  It is likely the Governance Body that defines awards or other incentives.

�should also be references from 5.1.3.2 What Must be Governed


�need to modify diagrams so all classes are singular





