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5.1 Governance Model

The SOA-RM defines Service Oriented Architecture as an architectural paradigm for organizing and utilizing distributed capabilities that may be under the control of different ownership domains [SOA-RM].  Consequently, it is important that organizations that plan to engage in service interactions adopt governance policies and procedures sufficient to ensure that there is standardization across both internal and external organizational boundaries to promote the effective creation and use of SOA-based services.
5.1.1 Understanding Governance

Winston Churchill said that “To govern is to decide.”  The question is “decide about what?”  There are several recommendations for the organization, IT, and SOA.  Governance is about making decisions that are aligned with the overall organizational strategy and culture of the enterprise. [Gartner]  It specifies the decision rights and accountability framework to encourage desirable behaviors [Weill/Ross-MIT Sloan School] towards realizing the strategy and defines incentives (positive or negative) towards that end. It is less about overt control and strict adherence to rules, and more about guidance and effective and equitable usage of resources to ensure sustainability of an organization’s strategic objectives. [Open Group].  Succinctly put, the purpose (or reason for being) of Governance is to decide on policies that will minimize process friction within and among ownership domains, thereby increasing the level of trust and interaction within and among ownership domains.
To accomplish this, governance requires organizational structure and processes and must identify who has authority to define and carry out its mandates.  It must address the following questions: 1) what decisions must be made to ensure effective management and use?, 2) who should make these decisions?, and 3) how will these decisions be made and monitored?  The intent is to achieve goals, add value, and reduce risk.

5.1.2 A Generic Model for Governance

In general, within any one organization the concepts of governance would fit into the following governance and management model.  Figure X1 shows a generic model of governance represented by segmented models that begin with motivation and proceed through measuring compliance.  It is not meant to be an all-encompassing treatise on governance but a focused subset that captures the aspects necessary to describe governance for SOA. It is not meant to imply that practical application of governance is a single, isolated instance of these models; in fact, there are likely hierarchical chains of governance that apply and possibly parallel chains that govern different aspects or focus on different goals. This is discussed further in section Error! Reference source not found.. The defined models are simultaneously applicable to each of the overlapping instances.
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Figure X1—The High-level Governance and Management Model
The objects of the model in Figure X1 are defined as:

Governance

Governance decides which conditions and constraints are necessary for the organization or among organization to enable it to satisfy common goals and the structures and processes needed to define and respond to actions taken towards realizing those goals. 

Governance Framework

The Governance Framework is a set of organizational structures that enable governance to be consistently defined, clarified, and as needed, modified to respond to changes in its domain of concern. 

Governance Processes

Governance Processes are the defined set of activities that are performed within the Governance Framework that enable the consistent definition, application, and as needed, modification of Rules that organize and regulate the activities of Participants for the fulfillment of expressed policies. (See section XXX for elaboration on the relationship of Governance Processes and Rules.)

Leadership

Leadership is the entity who has the responsibility and authority to generate consistent policies through the use of the governance processes and framework to define and champion the structures and processes through which the goals of governance are realized. 

Policy

A policy is the formal characterization of the conditions and constraints that governance deems as necessary to realize the goals which it is attempting to satisfy.  Policy may identify required conditions or actions or may prescribe limitations or other constraints on permitted conditions or actions.  For example, a policy may prescribe that safeguards must be in place to prevent unauthorized access to sensitive material.  It may also prohibit use of computers for activities unrelated to the specified work assignment.  Policy is made operational through the promulgating and implementing of Rules and Regulations (as defined in section XXX).
Policy

A policy represents some constraint or condition on the use, deployment or description of a resource as defined by a participant or, more generally, a stakeholder.

"Although provision of management capabilities enables a service to become manageable, the extent and degree of permissible management are defined in management policies that are associated with the services.  Management policies are used to define the obligations for, and permissions to, managing the service." [WSA]
On the other hand, a policy without any means of enforcing it is vacuous. In the case of management policy, we rely on a management infrastructure to realize and enforce management policy.




Contract
A contract represents an agreement by two or more participants to constrain their behavior and state.

Management

Management is the control of the use, configuration, and availability of resources in accordance with the policies
 of the stakeholders involved.  Management is the entity responsible to enact, enforce, and mediate the policies defined by the Leadership through the Governance Process.
Rule

A Rule is a prescribed guide for carrying out activities and processes leading to desired results, e.g. the operational realization of policies. 

Regulation

A Regulation is a mandated process or the specific details that derive from the interpretation of Rules and lead to measureable quantities against which compliance can be measured.

Metric
A metric is a policy constraint used to measure compliance.
Governance requires an appropriate organizational structure and the identification of who has authority to make governance decisions.  In the above figure, the entity with governance authority is designated the Leadership.  This is someone, possibly one or more of the Participants, which the Participants recognize as having authority for a given purpose or over a given set of issues or concerns.

The Leadership is responsible for prescribing or delegating a working group to prescribe the Governance Framework that forms the structure for Governance Processes, which define how governance is to be carried out.  Normally this group is management.  The Governance Process does not itself define the specifics of how governance is to be applied, but it does provide an unambiguous set of procedures that should ensure consistent actions, which Participants agree, are fair and account for sufficient input on the subjects to which governance will be applied. 

The Participants may be part of the working group that codifies the Governance Framework and Processes.  When complete, the Participants must acknowledge and agree to abide by the products generated through application of this structure.

The Governance Framework and Processes are often documented in the charter of a body created or designated to oversee governance.  This is discussed further in the next section. Note that the Governance Processes should also include those necessary to modify the Governance Framework itself.

An important function of Leadership is not only to initiate but also be the consistent champion of Governance.  Those responsible for carrying out governance mandates must have Leadership who makes it clear to Participants that expressed Policies are seen as a means to realizing established goals and that compliance with governance is required.

A given enterprise may already have portions of these models in place.  To a large extent, the models shown here are not specific to SOA; discussions on direct applicability begin in Section XXX.

5.1.2.1 Motivating Governance
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Figure 1 Motivating governance model

An organizational domain such as an enterprise is made up of Participants who may be individuals or groups of individuals forming smaller organizational units within the enterprise.  The overall business strategy should be consistent with the Goals of the participants; otherwise, the business strategy would not provide value to the participants and governance towards those ends becomes difficult if not impossible.
  This is not to say that an instance of governance will simultaneously satisfy all the goals of all the participants; rather, the goals of any governance instance must sufficient to enable the participants to satisfy a useful subset of each participant's goals so as to provide value and ensure the cooperation of all 
the participants.  

Governance does this through policies.  
Policies provide guidance as to acceptable or unacceptable interactions among the participants.  Policies are often characterized in terms of permissions or about obligations. An overriding meta-constraint is that policy constraints (likewise contract constraints) MUST be enforceable – a constraint that is not enforceable is not a legitimate element of a system of policies and contracts in the SOA ecosystem.
If I read it correctly, governance, as you present it is very similar to Business Motivation Model
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Figure 2 Policies and Contracts

Policy Constraint

A policy constraint is a measurable proposition that characterizes the constraint that the policy is about.

Permission

A permission constraint governs the ability of a participant or other actor to perform an action or enter some specified state.

Permissions may apply to any action that any actor may be able to perform. Note that permissions are distinct from ability and from authority. Authority refers to the legitimate nature of an action, whereas permission refers to the right to perform the action.

Obligation

An obligation constraint governs the requirement that a participant or other actor should perform an action or maintain some specified state.

For example, once the service consumer and provider have entered into an agreement to provide and consume a service, both participants incur obligations: the consumer is obligated to pay for the service and the provider is obligated to provide the service.

Obligations to maintain state may range from a requirement to maintain a minimum balance on an account through a requirement that a service provider ‘remember’ that a particular service consumer is logged in.

A permission-style constraint is about the right to access some resource or perform some action; an obligation-style constraint is about the requirement to perform some action or maintain the state of a resource. 

Obligations and Permissions have a positive form and a negative form. A positive permission refers to something that you may do, a negative permission refers to something you should not do.

These are combinable, in the sense that you may have a positive permission constraint (for example, you may use encryption in your messages), whereas a negative permission constraint indicates that there is something you may not do. Similarly, a positive obligation may be something like you must keep the balance of your account positive; whereas an example of a negative obligation may be that the bank will not cover a check for more than the balance in your account.

Permission-style constraints are often checkable a-priori: before the intended action or access is completed, the current permission constraints may be applied to deny the access if necessary.  However, obligation-style constraints can normally only be verified post-priori. 
Policies and contracts can contain a mix of permissions and obligations, and, in sufficiently rich policy management frameworks, can be combined in interesting ways: for example, you may be obliged to give permission to certain actions; or you may be permitted to enter into obligations (this is the core of the right to enter into contracts).

5.1.3 Management and Governance

The primary role of governance is to decide or set the key policies that govern the running of the system. 
Recall that in an ecosystems perspective for SOA, the goal is less about having complete fine-grained control of the Service Components, but more about enabling the individual participants to work together. Policies that are set at the governance of a SOA will tend to focus on the rules of engagement between participants – what kind of interacts are permissible, how to resolve disputes, and so on.

While governance may be primarily focused on setting policies, management is more focused on enactment, enforcement, and mediation of policies. 

5.1.4 Policies and Contracts

In a business context, contracts are legally binding agreements between two or more parties. A contract is formed when there is an offer that is duly made and the offer is accepted and there is evidence that indicates there was a tangible exchange of value between the two parties. While this Reference Architecture is inclusive of legally binding contracts for a SOA, contracts do not always have to be legally binding agreements.

A contract may include references to policies and other contracts while a policy may include references to contracts 
and other policies. For example, a contract may reference a set of policies and a policy may prioritize certain contracts over others.

As noted in section 4.4.2, policy may be asserted by any participant or on behalf of the participant by its organization.  
Part of the purpose of governance is to arbitrate among diverse goals of participants and diverse policies articulated to realize those goals.  
The intent is to form a consistent whole that allows governance to minimize ambiguity 
about its purpose.  While resolving all ambiguity would be an ideal, it is unlikely that all inconsistencies 
will be identified and resolved before governance becomes operational.

For governance to have effective jurisdiction over participants, the participants must be in some degree of agreement that it will abide by the governance mandates.  A minimal degree of agreement often presages participants who “slow-roll” if not actively reject complying with Policies that express the specifics of governance.

5.1.5 Policies and Contracts Model

As described in the Reference Model, a policy is an enforceable constraint or condition on the use, deployment
, or description of an owned entity as defined by any participant.  A contract is a constraint that has the agreement of the constrained participants.

This Reference Architecture reflects a common separation between mechanism
 and policy. In many situations it is often simpler to build mechanisms that address a more general problem than the one at hand, and then to use that general mechanism to solve the particular problem. In the case of a SOA ecosystem, the mechanisms focus on the ability to match participants’ needs with service capabilities. However, each particular combination of need and capability is very likely to be distinct; resulting in a large number of circumstances. Policies can be used as a framework for managing this combinatorial explosion.
Policies and contracts have wide applicability within the Reference Architecture. They are used to express security policies, service policies
, relationships, and constraints within the social structures that encapsulate service participants, management of services and many other instances. The enforcement of a policy or contract may be a part of the SOA-based computing environment or it may be handled outside of the SOA-based computing environment.

5.1.6 Policy and Contract Principles

In the realization of policies and contracts for a SOA, there are common policy principles that will be encountered in many of the standards and/or technology choices used for the realization.  Some of these common principles are covered in this section.

5.1.6.1 Goals of Policies and Contracts 

Policies SHOULD reflect the goals of governance or management processes
,  Governance and Management processes SHOULD use formal and standardized policy languages to enable the widest possible understanding and use of stated policies and contracts, and architecture components SHOULD be available to enable compliance. 

5.1.6.2 Policy and Contract Specification

The language used to describe policies and contracts inevitably constrains the forms and types of policies and contracts expressible in the description.  Formal policy language definitions are outside the scope of this specification.  For formal policy languages, standard specifications such as XACML and WS-Policy 
may be referenced.  Policy/Contract descriptions may be associated with a service through the Service Description as defined in Section 4.1 Service Description Model.  

Regardless of the language used to describe policies and contracts, there are certain aspects to capture in any system for the representation of policies and contracts such as: 

· how to describe atomic policy constraints

· how to nest policy constraints allowing for abstractions and refinements of a policy constraint

· how to reference policy constraints allowing for the reuse of a policy constraint

· how to define alternative policy constraints for the selection of compatible policy constraints between the consumer and provider

· policy versioning

· policy modules

5.1.6.3 Policy Composition

Multiple policies may be defined for one or more services in one or more ownership domains.  The application of policies and contracts over distributed services requires the ability to compose one or more policies into an overarching policy.  The composition of policies may be implemented as a hierarchy or nesting and/or it can be implemented as intersections and unions of sets.

5.1.6.4 Conflict Resolution

The analysis of policy rules may result in conflicts between the policy rules.  There can be many causes for policy conflicts such as conflicting policy rules between ownership domains and policy language specifications that do not convert to first order predicate logic for IT policy mechanisms.   This can cause policy decision results to be indeterminate.  Policy administration mechanisms may provide conflict resolution capabilities prior to the storage/distribution of policies.  At run time, conflicts may propagate to higher authorities inside or outside the SOA-based IT mechanisms.

5.1.6.5 Delegation of Policy

Policy authorization may be delegated to agents acting on behalf of a client to enable decentralized policy administration and/or policy enforcement.  This allows policies to be administered and/or enforced in a hierarchical fashion.   Policies may also be transferred to an agent or resource to effectively allow that agent or resource to separate from an ownership domain.  The agent or resource may join another ownership domain or rejoin the same ownership domain at a later time.

5.1.7 Policy Metrics
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Figure 50 Policy Metrics

Metrics are often expressed to measure service performance compliance and regulatory compliance.    Service Level Agreements (SLAs) are one commonly used category of contractual compliance.  There are two types of SLAs according to the ITIL Standard: Operational Level Agreements, e.g., response time, server uptime, etc., and Business Service Level Agreements, e.g., the procurement system will be up from 8 AM EST to 8 PM PST, five days a week.  The metrics that comprise a SLA often consists of (Service Level) constraints such as <service level SLA stuff> or <business level constraints> such as <business level SLA stuff>.
Within a single ownership domain such as an enterprise, generally there is a hierarchy of governance structures.  Some of the more common enterprise governance structures include corporate governance, technology governance, IT governance, and architecture governance [TOGAF v8.1].  These governance structures can exist at multiple levels (global, regional, and local) within the overall enterprise. 
5.2 SOA Governance

This section will apply the model of Governance, as shown in Figure X1 in Section 5.1 within the SOA ecosystem execution context.
5.2.1 The Importance of SOA Governance
One of the hallmarks of SOA that distinguishes it from other architectural paradigms for distributed computing is its ability to provide a uniform means to offer, discover, interact with, and use capabilities, as well the ability to compose new capabilities (assemble services) from existing ones in response to the organization’s environment, (i.e., agility) that transcends ownership domains.  Consequently, ownership, and issues surrounding it, such as obtaining acceptable terms and conditions (T&Cs) in a contract, is one of the primary topics for SOA governance
.  Generally, IT governance does not include T&Cs, for example, as a condition of use as its primary concern.  Instead, organizations consider T&Cs the purview of the “business”, not IT.
Just as other architectural paradigms, technologies, and approaches to IT 
are subject to change and evolution, so too is SOA.  Setting policies that allow change management and evolution, establishing strategies for change, resolving disputes that arise, and ensuring that SOA-based systems continue to fulfill the goals of the business are all reasons why governance is important to SOA.

As noted in Section XXX, the participants in a service interaction include the service provider, the service consumer, and other interested or unintentional third parties.  Depending on the circumstances, it may also include the owners of the underlying capabilities that the SOA services access.  Governance must establish the policies and rules under which duties, responsibilities, and obligations are defined and which ground the expectations of the participants.  These expectations include transparency in aspects where transparency is mandated
, trust in the impartial and consistent application of governance, and assurance of reliable and robust behavior throughout the SOA ecosystem.

5.2.2 Characteristics of SOA Governance
It is often asserted that SOA governance is a special form of IT governance 
as there is a natural hierarchy of these types of governance structures; however, the focus of SOA governance is less on decisions to ensure effective management and use of IT as it is to ensure effective management and use of SOA-based systems.  Certainly, SOA governance must still answer the basic questions also associated with IT governance, i.e., who should make the decisions, and how these decisions will be made and monitored.

An expected benefit of employing SOA principles is the ability to bring resources to bear quickly to deal with unexpected and evolving situations.  This requires a great deal of confidence in the underlying capabilities that can be accessed and in the services that enable the access.  It also requires considerable flexibility in the ways these resources can be employed.
  Thus, SOA governance requires establishing confidence and trust while instituting a solid framework that enables flexibility, indicating a combination of strict control over a limited set of foundational aspects but minimum constraints beyond those bounds.

Governance, in the context of SOA, includes; the organization of services that promotes their visibility, facilitates interaction among service participants, and directs that the results of service interactions are those real world effects as described within the service description and constrained by policies and contracts as assembled in the execution context.  SOA governance must specifically coordinate policy among ownership domains, i.e. all the participants may not be under the jurisdiction of a single governance authority.   For governance to be effective, the participants must agree to recognize the authority of the Governance Body and must operate within the Governance Framework and through the Governance Processes so defined. 

Being distributed and representing different ownership domains, a SOA participant is likely under the jurisdiction of multiple governance domains simultaneously and may individually need to resolve the consequent conflicts.  The governance domains may specify precedence for governance conformance or it may fall to the discretion of the participant to decide on the course of actions they believe appropriate.

SOA governance must account for interactions across ownership boundaries, which likely implies across enterprise governance boundaries.  For such situations, governance emphasizes the need for agreement that some 
Governance Framework and Governance Processes have jurisdiction, and the governance defined must satisfy the Goals of the Participants for cooperation to continue.  A standards development organization such as OASIS is an example of voluntary agreement to governance over a limited domain to satisfy common goals.

The specifics discussed in the Figure 3 apply equally to governance across ownership boundaries as within a single boundary.  There is a charter agreed to when Participants become members of the organization, and this charter sets up the structures and processes that will be followed.  Leadership may be shared by the leadership of the overall organization and the leadership of individual groups themselves chartered per the Governance Processes.  There are Rules/Regulations specific to individual efforts for which Participants agree to local goals, and Enforcement can be loss of voting rights or under extreme circumstances, expulsion from the group.  Thus, the major difference for SOA governance is an appreciation for the cooperative nature of the enterprise and its reliance on furthering common goals if productive participation is to continue.
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Figure 3 Types of governance

SOA governance applies to three aspects of service definition and use:

· SOA infrastructure – the “plumbing” that provides utility functions that enable and support the use of the service

· Service inventory – the requirements on a service to permit it to be accessed within the infrastructure

· Participant interaction – the consistent expectations with which all participants are expected to comply

5.2.2.1 Governance of SOA infrastructure

The SOA infrastructure is likely composed of several families of SOA services 
that provide access to fundamental computing business services.  These include, among many others, services such as messaging, security, storage, discovery, and mediation.  By characterizing the environment as containing families of SOA services, the assumption is that there may be multiple approaches to providing the business services or variations in the actual business services provided.  For example, discovery could be based on text search, on metadata search, on approximate matches when exact matches are not available, and numerous other variations. The underlying implementation of search algorithms are not the purview of SOA governance, but the access to the resulting service infrastructure enabling discovery must be stable, reliable, and extremely robust to all operating conditions.  Such access enables other specialized SOA services to use the infrastructure in dependable and predictable ways, and is where governance is important.

5.2.2.2 Governance of the service inventory

Given an infrastructure in which other SOA services can operate, a key governance issue is which SOA services to allow in the ecosystem.  The major concern SHOULD be a definition of well-behaved 
services, where the required behavior will likely inherit their characteristics from experiences with distributed computing but will also evolve with SOA experience.  A major requirement for ensuring well-behaved services is collecting sufficient metrics to know how the service affects the SOA infrastructure and whether it complies with established infrastructure policies
.

Another common concern of service approval is whether there will be duplication of function by multiple services.  Some governance models talk to a tightly controlled environment where a primary concern is to avoid any service duplication.  
Other governance models talk to a market of services where the consumers have wide choices.  For the latter, it is anticipated that the better services will emerge from market consensus and the availability of alternatives will drive innovation.

It is likely that some combination of control and openness will emerge, possibly with a different appropriate balance for different categories of use. The governance issue for allowable services is in identifying the required attributes to adequately describe a service, the required target values of the attributes, and the standards for defining the meaning of the attributes and their target values.  Governance may also specify the processes by which the attribute values are measured and the corresponding certification that some realized attribute set may imply.

For example, unlimited access for using a service may require a degree of life cycle maturity that has demonstrated sufficient testing over a certain size community.  Alternately, the policy may specify that a service in an earlier phase of its life cycle may be made available to a smaller, more technically sophisticated group in order to collect the metrics that would eventually allow the service to advance its life cycle status.

This aspect of governance is tightly connected to description because, given a well-behaved set of services, it is the responsibility of the consumer (or policies promulgated by the consumer’s organization) to decide whether a service is sufficient for that consumer’s intended use. The goal is to avoid global governance specifying criteria that are too restrictive or too lax for the local needs of which global governance has little insight.

Such an approach to specifying governance allows independent domains to describe services in local terms while still having the services available for informed use across domains.  In addition, changes to the attribute sets within a domain can be similarly described, thus supporting the use of newly described resources with the existing ones without having to update the description of all the legacy content.

5.2.2.3 Governance of participant interaction

Finally, given a reliable services infrastructure and a predictable set of services, the third aspect of governance is prescribing what is required during a service interaction.  Governance would specify adherence to service interface and service reach-ability parameters and would require that the result of an interaction MUST correspond to the real world effects as contained in the service description.  It would also rely on sufficient monitoring by the SOA infrastructure to ensure services remain well-behaved during interactions, e.g. do not use excessive resources or exhibit other prohibited behavior.  Governance would also require that policy agreements as documented in the execution context for the interaction are observed and that the results and any after effects are consistent with the agreed policies.  It is likely that in this area the governance will focus on more contractual and legal aspects rather than the precursor descriptive aspects.  SOA governance may prescribe the processes by which SOA-specific policies are allowed to change, but, likely, there are more business-specific policies that will be governed by processes outside SOA governance.

5.2.3 Architectural Implications of SOA Governance

The description of SOA governance indicates numerous architectural requirements on the SOA ecosystem:

· Governance is expressed through policies 
and assumes multiple use of focused policy modules that can be employed across many common circumstances.  This requires the existence of:

· descriptions to enable the policy modules to be visible, where the description includes a unique identifier for the policy and a sufficient, and preferably a machine process-able, representation of the meaning of terms used to describe the policy, its functions, and its effects;

· one or more discovery mechanisms that enable searching for policies that best meet the search criteria specified by the service participant; where the discovery mechanism will have access to the individual policy descriptions, possibly through some repository mechanism;

· accessible storage of policies and policy descriptions, so service participants can access, examine, and use the policies as defined.

· Governance requires that the participants understand the intent of governance, the structures created to define and implement governance, and the processes to be followed to make governance operational.  This requires the existence of:

· an information collection site, such as a Web page or portal, where governance information is stored and from which the information is always available for access;

· a mechanism to inform participants of significant governance events, such as changes in policies, rules, or regulations;

· accessible storage of the specifics of Governance Processes;

· SOA services to access automated implementations of the Governance Processes

· Governance policies are made operational through rules and regulations.  This requires the existence of:

· descriptions to enable the rules and regulations to be visible, where the description includes a unique identifier and a sufficient, and preferably a machine process-able, representation of the meaning of terms used to describe the rules and regulations;

· one or more discovery mechanisms that enable searching for rules and regulations that may apply to situations corresponding to the search criteria specified by the service participant; where the discovery mechanism will have access to the individual descriptions of rules and regulations, possibly through some repository mechanism;

· accessible storage of rules and regulations and their respective descriptions, so service participants can understand and prepare for compliance, as defined.

· SOA services to access automated implementations of the Governance Processes.

· Governance implies management to define and enforce rules and regulations.  Management is discussed more specifically in section 5.3, but in a parallel to governance, management requires the existence of:

· an information collection site, such as a Web page or portal, where management information is stored and from which the information is always available for access;

· a mechanism to inform participants of significant management events, such as changes in rules or regulations;

· accessible storage of the specifics of processes followed by management.

· Governance relies on metrics to define and measure compliance.  This requires the existence of:

· the infrastructure monitoring and reporting information on SOA resources;

· possible interface requirements to make accessible metrics information generated or most easily accessed by the service itself.
5.2.4 Considerations for Multiple Governance Chains

As noted in section XXX, instances of the governance model often occur as a tiered arrangement, with governance at some level delegating specific authority and responsibility to accomplish a focused portion of the original level’s mandate. For example, a corporation may encompass several lines of business and each line of business governs its own affairs in a manner that is consistent with and contributes to the goals of the parent organization. Within the line of business, an IT group may be given the mandate to provide and maintain IT resources, giving rise to IT governance. 

In addition to tiered governance, there are likely to be multiple governance chains working in parallel. For example, a company making widgets likely has policies
 intended to ensure they make high quality widgets and make an impressive profit for their shareholders.  On the other hand, Sarbanes-Oxley is a parallel governance chain in the United States that specifies how the management must handle its accounting and information that needs to be given to its shareholders.  The parallel chains may just be additive or may be in conflict and require some harmonization.

Being distributed and representing different ownership domains, a SOA participant is likely under the jurisdiction of multiple governance domains simultaneously and may individually need to resolve consequent conflicts.  The governance domains may specify precedence for governance conformance or it may fall to the discretion of the participant to decide on the course of actions they believe appropriate.

5.2.4.1 Automating Support for Policies and Contracts

There are many functional “control points” in a SOA ecosystem; for example, how messages are exchanged, what descriptions should be made available to which participant, what services should be offered and so on.

An effective technique for managing these control points is via policies; together with mechanisms for distributing and applying policies appropriately.

From the IT perspective, high level policies and contracts need to be translated into low level rules and measurable properties that programmatic elements can enforce.  For low level rules and measurable properties, both contracts and policies are likely to be enforced by the same type of IT policy mechanisms.

5.2.4.1.1 IT Mechanisms Supporting Policies and Contracts

The mechanism for enforcing a permission-oriented constraint is typically prevention at the point of action.  The mechanisms for enforcing obligation constraints are typically achieved by a combination of auditing and remedial action.

A common phenomenon of many machines and systems is that they are much broader in their potential than is actually needed for a particular circumstance. As a result, the behavior and performance of the system tend to be under-constrained by the implementation. Policy statements define the choices that a service provider and/or service consumer (or other stakeholder) makes; these choices are used to guide the actual behavior of the system to the desired behavior and performance.

While there are many possible approaches to the realization of policy/contracts for a SOA, one approach based on current policy standardization efforts is depicted in this section. The common policy architectural elements that are provided in this section are based on the minimal mechanisms required to provide policy guided delivery across distributed services within an ownership domain and across ownership domains.

5.2.4.2 Architectural Implications of Policies and Contracts
While policy and contract descriptions have much of the same architectural implications as described in Service Description, languages and mechanisms supporting policies and contracts also have the following architectural implications:

· Policy and Contract language specifications will typically provide support for the following capabilities:

· expression of assertion and commitment policy constraints;

· expression of positive and negative policy constraints;

· expression of permission and obligation policy constraints;

· nesting of policy constraints allowing for abstractions and refinements of a policy constraint;

· definition of alternative policy constraints to allow for the selection of compatible policy constraints for a consumer and provider;

· composition of policies to combine one or more policies.

· Policy and contract mechanisms in a SOA ecosystem will require the following capabilities:

· decision procedures which must be able to measure and render decisions on constraints;

· enforcement of decisions;

· measurement and notification of obligation constraints;

· auditability of decisions, enforcement, and obligation measurements;

· administration of policy and contract language artifacts;

· storage of policies and contracts;

· distribution of policies/contracts;

· conflict resolution or elevation of conflicts in policy rules;

· delegation of policy authority to agents acting on behalf of a client;

5.3 Services as Managed Entities Model

Governance decides on what policies are necessary for the operation of the organization in executing its mission; and as described in Section 5.1.3, typically, management enacts, enforces, and mediates the policies.   Actually, the leadership (or governance body) may set/enact/create/promulgate the policies or may charge management with that responsibility (Shown in Figure 6).
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Figure 4 Ensuring governance compliance model
There is often confusion centered on the relationship between governance and management.  As described earlier, governance is concerned with decision making what policies are needed.  on the other hand, Management, on the other hand, is concerned with implementation and execution.  Put another way, governance describes the world organization, as leadership wants it to operate; management implements and executes activities that intends to make the leadership’s desired world a reality.  Where governance determines who has the authority and responsibility for making decisions and the establishment of guidelines for how those decisions should be made, management is the actual process of making, implementing, and measuring the impact of those decisions [Loeb].  Consequently, governance and management work in concert to ensure a well-balanced and functioning organization as well as an ecosystem of inter-related organizations.  In the sections that follow, we elaborate further on the relationship between governance and management in terms of setting and enforcing service policies, contracts, and standards as well as addressing issues surrounding regulatory compliance.

As with Governance, an organization must concern itself with managing three distinct categories of entities, the participant interactions, the SOA infrastructure, and the Services themselves in their lifecycle. 

The management participants of SOA-based systems have three separate but linked domains of interest. The first and most obvious domain is the management and support of the resources that are involved in any complex system – of which SOA-based systems are excellent examples.  The second domain is the promulgation and enforcement of the policies and contracts agreed to by the stakeholders in SOA-based systems. The third domain is the management of the relationships of the participants in SOA-based systems – both to each other and to the services that they use and offer.
There are many artifacts in a large system that may need management. As soon as there is the possibility of more than one instance of a thing, the issue of managing those things becomes relevant. Historically, systems management capabilities have been organized by the following functional groups known as “FCAPS” functions (based on ITU-T Rec. M.3400 (02/2000), "TMN Management Functions"): Fault management, configuration management, account management, performance, and security management.

In the context of SOA, we see many possible resources that may require management: services, service descriptions, service capabilities, policies, contracts, roles, relationships, security, and infrastructure elements.  In addition, given the ecosystem nature of SOA, it is also potentially necessary to manage the business relationships between participants in the SOA.

Managing systems that may be used across ownership boundaries raises issues that are not normally present when managing a system within a single ownership domain. For example, care is required managing a service when the owner of the service, the provider of the service, the host of the service and access mediators to the service may all belong to different stakeholders. In addition, it may be important to allow service consumers to communicate their requirements to the service provider so that they are satisfied in a timely manner. 

A given service may be provided and consumed in more than one version. Version control of services is important for both service providers and service consumers (who may need to ensure certainty in the version of the service they are interacting with).

In fact, managing a service has quite a few similarities to using a service: suggesting that we can use the service oriented model to manage SOA-based systems as well as provide them. A management service would be distinguished from a non-management service more by the nature of the capabilities involved (i.e., capabilities that relate to managing services) than by any intrinsic difference.

In this model, we show how the SOA framework may apply to managing services as well as using and offering them. There are, of course, some special considerations that apply to service management which we bring out: namely that we will be managing the life-cycle of services, managing any service level attributes, managing dependencies between services and so on.
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Figure 5 Managing resources in a SOA

The core concept in management is that of a manageability capability:

Manageability Capability

The manageability capability of a resource is the capability that allows it to be managed with respect to some property. Note that manageability capabilities are not necessarily part of the managed entities themselves.

Manageability capabilities are the core resources that management systems use to manage: each resource that may be managed in some way has a number of aspects that may be managed. For example, a service’s life-cycle may be manageable, as may its Quality of Service parameter; a policy may also be managed for life-cycle but Quality of Service would not normally apply.

Life-cycle manageability

A manageability capability associated with a resource that permits the life cycle of the resource to be managed. As noted above, the life-cycle manageability capability of a resource is unlikely to reside within the resource itself (you cannot tell a system that is not running to start itself).

The life-cycle management of a resource typically refers to how the resource is created, how it is destroyed and what dependencies there might exist that must be simultaneously managed.

Configuration manageability

A capability associated with the management of the configuration of resources. Service configuration, in particular, may be complex in cases where there are dependencies between services and other resources.

Event monitoring manageability

A capability associated with managing the reporting of events and faults is one of the key lower-level manageability capabilities.

Accounting manageability

A capability associated with resources that allows for the use of those resources to be measured and accounted for.  This implies that not only can the use of resources be properly measured, but also that those using those resources also be properly identified.

Accounting for the use of resources by participants in the SOA supports the proper budgeting and allocation of funding by participants.

Quality of service manageability

A manageability capability associated with a resource that permits any quality of service associated with the resource to be managed. Classic examples of this include bandwidth requirements and offerings associated with a service.

Business performance manageability

A manageability capability that is associated with services that permits the service’s business performance to be monitored and managed. In particular, if the
re are business-level service level agreements that apply to a service, being able to monitor and manage those SLAs is an important role for management systems.

Building support for arbitrary business monitoring is likely to be challenging. However, given a measure for determining a service’s compliance to business service level agreements, management systems can monitor that performance in a way that is entirely similar to other management tasks.

Policy manageability

Where the policies associated with a resource may be complex and dynamic, so those policies themselves may require management. The ability to manage those policies (such as promulgating policies, retiring policies and ensuring that policy decision points and enforcement points are current) is a management function.

In the particular case of policies, there is a special relationship between management and policies. Just like other artifacts, policies require management in a SOA. However, much of management is about applying policies also: where governance is often about what the policies regarding artifacts and services should be, a key management role is to ensure that those policies are consistently applied.

Management service

A management service is a service that manages other services and resources.

Management Policy

A management policy is a policy whose topic is a management topic. Just as with other aspects of a SOA, the management of resources within the SOA may be governed by management policies, contracts (such as SLAs). 

In a deployed system, it may well be that different aspects of the management of a given service are managed by different management services.  For example, the life-cycle management of services often involves managing dependencies between services and resource requirements. Managing quality of service is often very specific to the service itself; for example, quality of service attributes for a video streaming service are quite different to those for a banking system.

There are additional concepts of management that often also apply to IT management:

Systems management

Systems management refers to enterprise-wide maintenance and administration of distributed computer systems.  

Network management 

Network management refers to the maintenance and administration of large-scale networks such as computer networks and telecommunication networks.  Systems and network management execute a set of functions required for controlling, planning, deploying, coordinating, and monitoring the distributed computer systems and the resources of a network.

However, for the purposes of this Reference Architecture, while recognizing their importance, we do not focus on systems management or network management.

- the specific identifier is not prescribed by this Reference Architecture but the structure and semantics of the identifier must be indicated for the identifier value to be properly used.  For example, part of identity may include version identification.  

For this, the configuration management plan or similar document from which the version number is derived must be identified.

5.3.1 Carrying Out Governance: One Objective of Management
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Figure 6 Carrying Out Governance Model

To carry out governance, Leadership charters a Governance Body to promulgate the Rules needed to make the Policies operational.  The Governance Body acts in line with Governance Processes for its rule-making process and other functions.  Whereas Governance is the setting of Policies and defining the Rules that provide an operational context for Policies, the operational details of governance are likely delegated by the Governance Body to Management.  Management generates Regulations that specify details for Rules and other procedures to implement both Rules and Regulations.  For example, Leadership could set a Policy that all authorized parties should have access to data, the Governance Body would promulgate a Rule that PKI certificates are required to establish identity of authorized parties, and Management can specify a Regulation of who it deems to be a recognized PKI issuing body.  In summary, Policy is a predicate to be satisfied and Rules prescribe the activities by which that satisfying occurs. A number of rules may be required to satisfy a given policy; the carrying out of a rule may contribute to several policies being realized.

Whereas the Governance Framework and Processes are fundamental for having Participants acknowledge and commit to compliance with governance, the Rules and Regulations provide operational constraints, which may require resource commitments or other levies on the Participants.  It is important for Participants to consider the framework and processes to be fair, unambiguous, and capable of being carried out in a consistent manner and to have an opportunity to formally accept or ratify this situation.  Rules and Regulations, however, do not require individual acceptance by any given participant although some level of community comment is likely to be part of the Governance Processes.  Having agreed to governance, the Participants are bound to comply or be subject to prescribed mechanisms for enforcement.

5.3.1.1 Ensuring Compliance with Policies and Contracts
Setting Rules and Regulations does not ensure effective governance unless compliance can be measured and Rules and Regulations can be enforced.  Metrics are those conditions and quantities that can be measured to characterize actions and results.  Rules and Regulations MUST be based on collected Metrics or there will be no way for Management to assess compliance.  The Metrics are available to the Participants, the Leadership, and the Governance Body so what is measured and the results of measurement are clear to everyone.

The Leadership in its relationship with Participants will have certain options that can be used for Enforcement.  A common option may be to effect future funding.  The Governance Body defines specific enforcement responses, such as what degree of compliance is necessary for full funding to be restored.  It is up to Management to identify compliance shortfalls and to initiate the Enforcement process.

Note, enforcement does not strictly need to be negative.  Management can use Metrics to identify exemplars of compliance and Leadership can provide options for rewarding the Participants.  Likely, the Governance Body defines awards or other incentives.

5.3.1.2 Ensuring Governance Compliance
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Figure 7 Ensuring governance compliance

Setting Rules and Regulations does not ensure effective governance unless compliance can be measured and Rules and Regulations can be enforced.  Metrics are those conditions and quantities that can be measured to characterize actions and results.  Rules and Regulations MUST be based on collected Metrics or there will be no way for Management to assess compliance.  The Metrics are available to the Participants, the Leadership, and the Governance Body so what is measured and the results of measurement are clear to everyone.

The Leadership in its relationship with Participants will have certain options that can be used for Enforcement.  A common option may be to effect future funding.  The Governance Body defines specific enforcement responses, such as what degree of compliance is necessary for full funding to be restored.  It is up to Management to identify compliance shortfalls and to perform actions mandated by the Enforcement process.

Note, enforcement does not strictly need to be negative.  Management can use Metrics to identify exemplars of compliance and Leadership can provide options for rewarding the Participants.  It is likely the Governance Body that defines awards or other incentives.

5.3.2 Management of SOA Infrastructure

In order for a service or other resource to be manageable there must be a corresponding manageability capability that can effect that management. The particulars of this capability will vary somewhat depending on the nature of the capability. For example, a service life-cycle manageability capability requires the ability to start a service, to stop the service, and potentially to pause the service. Conversely, in order to manage document-like artifacts, such as service descriptions, the capability of storing the artifacts, controlling access to those artifacts, allowing updates of the artifacts to be deployed are all important capabilities for managing them.

Elements of a basic service management infrastructure should include the following characteristics:

· Integrate with existing security services

· Monitoring

· Heartbeat and Ping

· Alerting

· Pause/Restore/Restart Service Access

· Logging, Auditing, Non-Repudiation

· Runtime Version Management

· Complement other infrastructure services (discovery, messaging, mediation)

 * Message Routing and Redirection

   * Failover

   * Load-balancing

 * QoS, Management of Service Level Objects and Agreements

   * Availability

   * Response Time

   * Throughput

· Fault and Exception Management

5.3.3 Management of Service Lifecycle 

Managing a service’s life cycle involves managing the establishment of the service, managing its steady-state performance, and managing its termination. The most obvious feature of this is that a service cannot manage its own life cycle (imagine asking a non-functioning service to start). Another important consideration is that services may have resource requirements that must be established at various points in the services’ life cycles. These dependencies may take the form of other services being established; possibly even services that are not exposed by the service’s own interface.

5.3.4 Management of Participant Interaction

As we noted above, management can often be viewed as the application of contracts and policies to ensure the smooth running of the SOA.  Policies play an important part in managing systems both as artifacts that need to be managed and as the guiding constraints to determine how the SOA should be managed.





































�fuzzy


�How about something like this: Policy represent the capabilities and requirements of services. There are two basic types of policies – policies related to service execution and policies related to service invocation. The distinction between the two is profound – the first type refers to a service itself, while the second refers to a service endpoint.


�The interesting thing here is that although both define policies, the talk about very different kinds of policies. One is very generic and high level - similar to US policy – we do not negotiate with terrorists. The other one quite specific – areceipt should be delivered as a result as bank transaction.


�Interesting.  Which? Or should these be integrated?


�Its so generic, its nearly useless


�This one is a high level policy.


�We seem to be mixing a lot here


�language


�This is impossible to read. This is the first time in the doc that talks about business strategy, which is kinda late at this point


�Are you saying that the role of governance is to translate business strategy into a set of achievable business goals and then measure those goals to ensure that they are really fulfilled?


�So governance is a set of policies?


�A policy is constraint?


�That’s not a policy, but rather part of contract


�I am not sure obligation is a policy. I would think, that obligation is a promice to fulfill a policy.


�Is precondition a policy. For example, in order to invoke the service a user should be authenticated using name/password. Is it permission or obligation?


�I do not think so. Based on the above, the main purpose is to decide the set of products and services.


�Carew to give an example?


�Although theoretically it is correct, in practice, policies are defined by service provider (or its agents), while it is up to the consumer to decide whether its acceptable for him


�Yes, internally, but not externally. In the case of external, its more about deciding whether existing policies are aceptable


�One form or organizational or business process friction


�This is one source of intra- inter-organizational friction


�This is different from a previous definition


�Really bad word for service functionality


�Security is type of service policy


�See above on role of governance


�Well, they do not quite use the same definition of policy.


�Again, the main focus should be creation of services aligned with enterprise business model


�SOA is so much more then IT.


�Huh???


�It is a special case of enterprise governance, described above, not just IT governance. SOA is not only about IT.


�It also requires, btw, an existence of services. Such existence has to be governed as well.


�I am not convince, its realistic. There are some situations, where this might be necessary, but its an exception, rather then the rule


�Service inventory is important, but definition is wrong


�SOA services is a misnomer. Infrastracture services


�Definition needed?


�How about alignment with business requirements.


�This is one of the most important functions of SOA governance


�Do you mean QA?


�DO we need to distinguish between these type of policies and service policies. I think that usage of the word policy in multiple contexts is a root cause of discussion last wensday


�Everything seems to be a policy. These are business goals.


�There is something wrong with this Figure.  But, I’m not sure what.


�Typically business performance is noy on the level of service, but rather enterprise business process.


�Versioning has to be here as well.


�I would thing that this has more to do with business performance indicators





