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Introduction

1. This paper is a part of the family of policy and guidance documents associated with the cross-Government Enterprise Architecture (xGEA) and the Government ICT Strategy.  It defines the logical infrastructure services necessary to support the Information Architecture as described in the Government ICT Strategy.
2. This document will be of direct interest to
· Data owners in the UK Public Sector who wish to improve the re-use of their data

· Managers of Information Standards in the UK public sector

· Solution providers to the UK Public Sector

3. Some definitions and frameworks are laid out to define the scope and structure.  A number of principles are then proposed against which, a series of design considerations are made.

These include:

· ??????

· The governance arrangements necessary to ensure 
Why do we need an Information Infrastructure?

4. The increased use of internet technologies to deliver public services and make data publically available requires access to timely, accurate information and interoperable information systems. These are both enabled through the availability of accessible, open information standards.

5. Across the UK public sector 
The need for design requirements and guidance

6. Much of the design is based on established and emerging good practice, whereas some implementation decisions are made to meet the specific needs of the UK Public Sector.  In brief, these include:

· The government ICT strategy

Definitions, Frameworks and Principles

What is an Information Infrastructure?

7. “all of the people, processes, procedures, tools, facilities, and technology which supports the creation, use, transport, storage, and destruction of information.” – quote
8. The Infrastructure therefore brings a level of control to manage better the information lifecycle, promoting re-use and interoperability, improving confidence and reliability when sharing information, hence reducing the cost burden on information providers and consumers.
9. The focus of the Infrastructure is to contain, manage and govern metadata in order to bring about that control.  The types of metadata standards will  include:

	Metadata Standard
	Notes

	Code List / concepts / controlled lists
	A controlled list of agreed values

	Mapping between Code lists
	Used to show equivalency across different domains where language is used differently

	Entity
	Or Class – includes the definition of the entity sufficient to know if an instance satisfies it + attributes and references to vocabularies for each attribute.  Schema Fragment.

	Ontology
	Relates the Entities together

	XML Schema
	Messages


10. The logical components of the Infrastructure are

	Channel Services
	To provide an integrated access point to information Assets, in both a human and machine readable format.

	Registries
	To register the existence of an Information Asset and control its life-cycle through a defined governance arrangement. Checks integrity of all items and dependencies on each other.

	Directories
	A searchable list of Information Assets to resolve their physical location

	Repositories
	Storage and control of Information Assets.

	Development Tools
	To create, maintain, and transform content.  Ability to incorporate existing entries from the Infrastructure.

	Management Utilities
	To ensure the continued availability of the service to users.


These components are further expanded in the diagram below:
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11. What features will an Infrastructure provide (could do a MoSCoW?)
	Features
	Notes

	Create Asset / Update Asset
	e.g. Modelling Services

	Review Asset
	

	Publish Asset
	

	Maintain Version History
	

	Roll-back
	To revert to previous versions

	View
	

	Discover
	Discovery and faceted search for information assets.

	Access Control / Role based
	To manage access and roles for content approval process, see roles proposed below.

	Subscription to Asset.  Includes a using related assets that are impacted by a change.
	Subscription service, to notify subscribers when an assets changes. Also a simple configuration management function to signify where there are related assets.

	Auto impact analysis and alerts on changes.
	Inter object dependencies

	Transformation import and export
	

	Workflow
	To move and track the progress of information assets from creation to approval and disposal

	Register Asset
	To record a new asset

	Auditing
	Log of activities and people doing them

	Address Resolution
	To allow for URI addressing on all components.

	Resource Naming
	For meta data profiles of content objects.

	Validation Templates
	e.g. Code list format

	Data Validation
	Checks that an Asset complies with business rules.


Non Functional

	Features
	Notes

	Availability
	High availability for channel services, but lower for development environment

	Information Assurance - Integrity
	IL4  - Users must have a high degree of trust in the information

	Information Assurance - Confidentiality
	IL1 - Content of low confidentiality, but with some security for lists in development.

	Connectivity
	

	
	

	
	

	
	

	
	

	
	


How does an Information Infrastructure support the UK Public Sector Information Architecture?

1. The themes of the information architecture, address critical questions about information, its use and movement:

	· What is the information?

· Semantics - the meaning of information

· Quality - the confidence to reuse information

· Why is the information to be exchanged?

· Rights - the right to use information for a purpose
· How is the information to be exchanged?

· Syntax - the format of information

· Authentication - who is using information
· Transport - how to move information

· Information Governance and Assurance - the behaviour and culture to protect and exploit information
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Role involved in the management of content within the  Information Infrastructure?

	Role
	

	Steward
	Create and Update rights on a Object

	Owner
	Accountable for the xxxxx of the Asset

	Stakeholder
	Has a say in the Asset. Initial consulting group

	Subscriber
	Wish to be alerted to changes

	Consumer
	Owner of an object that is impacted on by this object.

	User
	Anonymous

	Proposer
	Someone with a proposal for change to an existing object, or a proposal for a new one who does not want to own it.


	
	

	System Administration
	Application for Local Administration rights

	Local User Administrator
	Nominated for each organisation/team to locally administer and grant rights to objects.


Status

	
	Notes

	Incomplete
	

	Candidate
	

	Recorded
	

	Qualified
	

	Standard
	

	preferred standard
	

	Retired
	

	Superseded
	


Scope – What

In

The scope is the Infrastructure required to support the collaborative development and sharing of Information Architecture assets throughout the management cycle.

Out

The management of data
Design principles for Public Sector Information Infrastructure.

12. The following principles have been derived from existing good practice and revised to meet the challenges for UK Public Sector URI sets.

	Principle
	

	
	MUST

	
	RECOMMEND

	
	

	
	


Channel Services

The services required for the presentation of the meta data information assets.

Portal Services – Portal services required for the presentation of content, including the surfacing of any end user functionality.

Web Services – Presentation of callable web services.

Accessibility Services – All content should be presented in a form which complies with W3C accessibility standards.

Registry Services

The services required to stored managed versions of meta data information assets.

Content lifecycle Management – The capabilities required to manage pieces of content through their lifecycle, including version control and content workflow.

Addressing Services – Required for listing information assets in a registry.

Content Security – Security controls to protect content from malicious or accidental tampering, including audit and where required digital rights management.

Content Description – The ability to describe all content items using via a meta data profile.

Administration – Services required to support the administration of users access rights.

Directory Services

The services required to deliver a directory or all meta data information assets managed in a distributed environment.

Add/Remove Update – The ability to manage entries in the directory

Search – The ability to search and retrieve directory entries.

Referencing/Dereferencing – The ability dereference URI’s.

Subscription – The ability to subscribe to updates/changes on content items.
Development Tools

The services required to develop and maintain meta data information assets.

Data Modelling Services – Tools required to model relational data structures.

Vocabulary Modelling Services – Tools required to model thesauri and ontology’s.

Code List Modelling Services – Tools required to develop flat code lists.

Scripting Services – Tools required to script the transformation of any meta data assets.
Repositories

The services required to store and manage content in support of meta data asset development.

Document Management – The services required to store common document types.

Records Management – The services required to manage records, once declared.

Management Utilities

The services required to manage the provision of the platform.

Security

The services required to maintain the security of the platform.

Role based access – The ability to assign access profiles for individually define roles.

Authentication – To verify the identity of users where required.

Audit – To provide an audit trail for changes to content and access controls.

Encryption – Where content requires encryption.
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