Abbie’s Static KBA Method Example

(Draft Alternate Template for Trust Elevation TC)
1. Trust elevation or transaction trust or both or something else?

a. Trust elevation 

2. Brief description of services/apps being protected and is risk deemed low, medium or high?

a. Access to online bank account – medium 

3. Brief description of methods, techniques, services used to ensure adequate assurance of user identity.  Feel free to be as specific or as vague as you are comfortable with.  If you’re too vague, we’ll discuss.
a. 1. Background

Knowledge based authentication (KBA) is an authentication scheme that asks a user one or more secret question in order to confirm the user identity. This type of authentication is often used as a component in multifactor authentication (MFA). KBA is widely used in self-service password retrieval requests. Current KBA schemes use static information in order to help compose the secret question for the users.

This use case assumes that the secret questions and their answers are collected by the identity provider at the identity enrolment stage.

2. Use Case explanation

Consider a user that is trying to log on to his/her bank account. The bank notice that the user is logging in from a new location (a new IP address). The bank decides that it needs to elevate the trust in the authentication step and asks the user to respond to a secret questions (for example, what is you date of birth). The bank will either grant or deny access based on the user response to the question. In some cases multiple questions could be asked.

· This case illustrates a trust elevation case

· Case tries to protect access to account information

· This method is vulnerable to all kind of social engineering attacks and is not secure.

· Usability Issues:

· How many questions should be used? 

· Should prepared questions be used at registration, or can make their own questions?

3. Use Case Variation

The bank decides to improve on the above case by providing limited access at initial log on. For example static KBA can be used to logon to the account with the ability to just view the account balance. The bank will require additional authentication and trust elevation if the user would like to do a payment or money transfer.

The bank can provide the following options for elevating trust. The bank can use a risk analysis engine that can provide access to the user based on risk factors. For example, if the device is identified the user can be asked to

1. Type a new password for performing a payment or transfer

2. Different passwords can be used based on which transactions are to be used

3. Based on the risk of the transaction, the bank can use an out of band mean to validate the customer. Examples include:

· OTP through 

· SMS, email 

· Phone call from a rep or through a voice recognition software

4. Trust Elevation Analysis

Some questions arise about the use of KBA

1. Does KBA meet new FFIEC Guidance?

2. What are the pitfalls of static KBA?
3. What are the alternatives?
4. Regulatory requirement(s) for authentication approach or internal IT security risk mitigation?

a. While there are regulatory requirements for banks to use two factor authentication, this method example is to mitigate the increased risk caused by the user requesting access from a new location (IP address.)

b. Note, KBA based on public information not allowed outside US.

5. How well does (do) it (they) work?  How well do the techniques work to keep the right users in and the wrong users out?
a. The effectiveness is dependent on the knowledge base and use
i. There is a decline in efficiency with repeated use of same static KBA questions.

ii. Trust elevation of public data is dependent on the quality of the questions.  (e.g. in the US, many people have blue as their favorite color.) 

iii. There is risk from overuse and poor use.

iv. Knowledge of static public information does not identify a public figure.

v. Relationship specific questions can be more secure, especially if the questions are highly specific to the relationship (value of previous transaction.) 

vi. Use of Dynamic KBA in context has potential.
b. Other limitations 

i. Is scoped to session.

