Authentication context mapping method – linked registration
1. Trust elevation or transaction trust or both or something else?

a. Trust elevation
2. Brief description of services/apps being protected and is risk deemed low, medium or high?

a. This ‘identity push’ use case focuses on related services being offered by two government agencies, and how the user’s identity once established at Agency A, provides benefits to the user and Agency B.

b. Privacy legislation prohibits the sharing of identifiers between agencies. 
c. The agency services offered are deemed low or moderate risk.
3. Brief description of methods, techniques, services used to ensure adequate assurance of user identity. Feel free to be as specific or vague as you are comfortable with. If you’re too vague we’ll discuss.

a. Over time the user wants to access (related) online services at Agency A and Agency B, but commences the relationship with Agency A.
b. To initially register at Agency A, the user is redirected to ‘igovt Logon Service’ – the New Zealand government IdP where the entry of the user’s username and password results in pseudonymous authentication.  (The IdP provides two services - browser based SAML authentication, and a WS Trust based Security Token Service). The SAML exchange provides the Agency A SP with two components – the authentication response containing the ‘federated logon tag’ for the user to use at Agency A that can be used for future browser based authentications; and a ‘logon attributes token’ that can be used to initiate a web services exchange with another agency at some future point in time.
c. To complete registration at Agency A, the user initially supplies self-asserted identity information which is bound to the federated logon tag and these are used to create a basic record at LoA1 for the individual. The user also directs consent to be registered at Agency B at some future point in time.
d. Following the user’s consent, Agency A forwards the ‘logon attributes token’ (in essence a bootstrap token) to the igovt Context Mapping Service (a back channel web service) with an STS issue request nominating Agency B. The response contains a secure and privacy protecting ‘opaque token’ that can be passed to Agency B.
e. Agency A uses offline methods to establish the user’s identity to a moderate level of confidence sufficient for LoA 2 and confirm the user’s service entitlement. The individual’s record is updated with the verified information and the user is notified that they can access the full online service at Agency A.
f. Agency A can now forward the verified identity information to Agency B along with the opaque token, based on the user’s consent in step C above.  This is a private web services exchange between agencies that does not involve igovt services.
g. Agency B undertakes some business process checks on the received identity information and if the user is not already registered it forwards the opaque token to the igovt Context Mapping Service with an STS validate request. The response contains a ‘redeem token’ which includes a federated logon tag for Agency B.
h. The individual’s record is created or updated to LoA2 with the identity information received from Agency A and the federated logon tag for agency B provided by the context Mapping Service. The user is notified that they can access the full online service at Agency B.
4. Regulatory requirement(s) for authentication approach or internal IT security risk mitigation?

a. While legislation permits Agency A and Agency B to exchange some information about the individual, the usage of this information is constrained to the entitlement and provision of services. Privacy legislation prohibits an agency to use PII for a purpose other than the one for which it is collected. However, as Agency A is given consent by user in this use case, this new use is then acceptable.
b. A combination of privacy principles and legislation restricts agencies from exchanging and sharing a single identifier. The intermediary role of the igovt Context Mapping Service and the use of the opaque token allows the exchange to be user driven and linked only by the user’s igovt logon credentials.
5. How well does (do) it (they) work? How well do the techniques work to keep the right users in and the wrong users out?

a. This method is currently being implemented between the two agencies using the use case described.
b. The approach means that the agencies involved must support both SAML for browser based interactions with the user and WS-Trust for web service interactions with the igovt Context Mapping Service.

c. Agency B must have confidence in the identity proofing processes undertaken by Agency A and accept the risk around the quality of the information received meets its own requirements (in the absence of an explicit Trust Framework – rather an implicit level of mutual trust between government agencies). 
PAGE  
2

