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Abstract:
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1 Introduction

This profile aims at facilitating consistent UBL implementations recommending best practices to apply XML digital signatures to UBL documents conforming to the related digital signature standards commonly in use W3C [XMLDSig] and ETSI [XAdES].

In some countries the digital signature is mandatory for electronic invoice and is likely to be used extensively in other electronic procurement documents. Use of [XAdES] is recommended as it is widely accepted in the European Union Member States. Brazil and Japan, and is specifically sanctioned to be used for signing documents requiring special advanced legal and technical requirements not available in the base [XMLDSig].

The described technical approach MAY be applied to other digital signature standards and any reference to European Community directives is intended to represent a legal reference implementation for XAdES and digital signatures in general.

1.1 Terminology

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

1.2 Normative References

[UBL]
Universal Business Language v2.0, http://docs.oasis-open.org/ubl/os-UBL-2.0/, OASIS Standard, 12 December 2006.

[RFC2119]
S. Bradner, Key words for use in RFCs to Indicate Requirement Levels, http://www.ietf.org/rfc/rfc2119.txt, IETF RFC 2119, March 1997.

[XAdES]
XML Advanced Electronic Signatures (XAdES), http://webapp.etsi.org/WorkProgram/Report_WorkItem.asp?WKI_ID=28064, ETSI TS 101 903 ver. 1.4.1, June 2009.

[XAdESProfiles]
Electronic Signatures and Infrastructures; Profiles of XML Advanced Electronic Signatures based on TS 101 903 (XAdES), http://webapp.etsi.org/WorkProgram/Report_WorkItem.asp?WKI_ID=22942, ETSI TS 102 904 ver. 1.1.1, February 2007.

[XMLDSig]
D. Eastlake et al., XML-Signature Syntax and Processing (Second Edition), http://www.w3.org/TR/2008/REC-xmldsig-core-20080610, W3C Recommendation, June 2008.

[RFC4514]
K. Zeilenga, Lightweight Directory Access Protocol: String Representation of Distinguished Names, http://www.ietf.org/rfc/rfc4514.txt,  IETF RFC 4515, June 2006.

[RFC3986]
T. Berners-Lee, R. Fielding, L. Masinter, Uniform Resource Identifier (URI): Generic Syntax, http://www.ietf.org/rfc/rfc3986,  IETF RFC 3986, January 2005.

[XPath]
J. Clark, S. DeRose, XML Path Language (XPath) Version 1.0, http://www.w3.org/TR/1999/REC-xpath-19991116, W3C Recommendation, November 1999.

[XPathFilter2]
J. Boyer, M. Hughes, J. Reagle, XML-Signature XPath Filter 2.0, http://www.w3.org/TR/2002/REC-xmldsig-filter2-20021108, W3C Recommendation. November 2002.

[XPointer]
S. DeRose, E. Maler, R. Daniel Jr., XPointer xpointer() Scheme, http://www.w3.org/TR/xptr-xpointer/, W3C Working Draft 19 December 2002.

[XSLT]
J. Clark, XSL Transforms (XSLT) Version 1.0, http://www.w3.org/TR/1999/REC-xslt-19991116, W3C Recommendation, November 1999.

[99/93/EC]
Directive 1999/93/EC of the European Parliament and of the Council of 13 December 1999 on a Community framework for electronic signatures, http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31999L0093:EN:HTML, Official Journal L 013 , 19/01/2000 P. 0012 – 0020

[CWA15580]
Storage of Electronic Invoices, ftp://ftp.cenorm.be/PUBLIC/CWAs/e-Europe/eInvoicing/CWA15580-00-2006-Jul.pdf, CEN CWA 15580, July 2006.

[CWA15579] 
E-invoices and digital signatures, ftp://ftp.cenorm.be/PUBLIC/CWAs/e-Europe/eInvoicing/CWA15579-00-2006-Jul.pdf, CEN CWA 15579, July 2006

1.3 Definition of terms

Here follow some definitions to assist with the scoping of this document. If available, the definition source is referenced.

Transform: The processing of a data from its source to its derived form. Typical transforms include XML Canonicalization, XPath, and XSLT [XMLDSig].

Signature: Formally speaking, a value generated from the application of a private key to a message via a cryptographic algorithm such that it has the properties of integrity, message authentication and/or signer authentication. (However, we sometimes use the term signature generically such that it encompasses Authentication Code values as well, but we are careful to make the distinction when the property of signer authentication is relevant to the exposition.) A signature may be (non-exclusively) described as detached, enveloping, or enveloped [XMLDSig].

Signature, Detached: The signature is over content external to the Signature element, and can be identified via a URI or transform. Consequently, the signature is "detached" from the content it signs. This definition typically applies to separate data objects, but it also includes the instance where the Signature and data object reside within the same XML document but are sibling elements [XMLDSig].

Signature, Enveloping: The signature is over content found within an Object element of the signature itself. The Object (or its content) is identified via a Reference (via a URI fragment identifier or transform) [XMLDSig].

Signature, Enveloped: The signature is over the XML content that contains the signature as an element. The content provides the root XML document element. Obviously, enveloped signatures must take care not to include their own value in the calculation of the SignatureValue [XMLDSig].

1.4 Namespaces

The table below lists the namespaces referenced in this specification.

	Prefix
	Namespace
	Reference

	ds
	http://www.w3.org/2000/09/xmldsig#
	[XMLDSIG]

	xades
	http://uri.etsi.org/01903/v1.3.2#
	[XAdES]

	cbc
	urn:oasis:names:specification:ubl:schema:xsd:CommonBasicComponents-2
	[CommonBasicComponent]

	cac
	urn:oasis:names:specification:ubl:schema:xsd:CommonAggregateComponents-2
	[CommonAggregateComponent]

	ext
	urn:oasis:names:specification:ubl:schema:xsd:CommonExtensionComponents-2
	[UBLExtension]

	xs
	http://www.w3.org/2001/XMLSchema
	[XMLSchema]



2 XML signature properties

2.1 Digital Signature 

The XML Signature as defined in [XMLDSig] supports the technical requirements of an Advanced Electronic Signature as defined in [99/93/EC] or more commonly “Digital Signature” as it support the following requirements:

· it is uniquely linked to the signatory;

· it is capable of identifying the signatory;

· it is created using means that the signatory can maintain under his sole control; and

· it is linked to the data to which it relates in such a manner that any subsequent change of the data is detectable.

It is important to note that the fulfillment of the above requirements is obtained if adequate security measures are in place. These are out of the scope of this document and may depend on local regulations in place.

Digital signature can support:

· Integrity: the document has not been modified since it was signed 

· Authentication: the identity of the party creating the signature is certified 

· Non-repudiation: the document signer cannot deny its involvement in creating and/or approving the document (depending on the context and signer role). 

· Anteriority: with a Time Stamp service, a proof that the signature (and thereof the signed document) existed before a certain point in time

2.2 XML Signature types

In [XMLDSig] are defined 3 approaches to sign a document: 

· Enveloped signature: the digital signature is put inside the document.

· Enveloping signature: the digital signature envelops the document.

· Detached signature: the digital signature is separated form the document.

The same signature types are available in [XAdES]. In clause 1.4 is reported a more detailed definition from [XMLDSig]. 

2.3 XAdES forms

[XAdES] defines a set of forms that extends [XMLDSig] and allows adding to the signature some validation data.

The basic forms are:

· XAdES-BES, that satisfies the minimum legal requirements for advanced signature;

· XAdES-EPES, that builds up on XAdES-BES and includes a security policy identifier that specify the rules the verifier MUST follow to validate the signature;

A conformant signature generation and verification application MUST at least support XAdES-BES or XAdES-EPES.

The other forms are listed hereafter and can be built both by the signature generator and the signature verifier extending one of the basic forms. 

· XAdES-T, where a timestamp is added to enforce non-repudiation and as an anteriority proof. This envelope allows ascertaining the validity of a signature in case the signer certificate becomes revoked.

· XAdES-C, add to the signed document a complete reference to verification data (certificates and revocation lists) to support long term signature verification;

· XAdES-X add timestamps on XAdES-C references to protect against eventual future certificates compromise;

· XAdES-X-L, like XADES-X but adding real certificates and revocation lists instead of just references;

· XAdES-A to add (periodically, as required) timestamps for very long-time storage to extend the validity period, considering also possible weakening of the algorithms used to sign the document and related certificates in the storage period.

3 XML Digital Signature of UBL documents

This section analyzes requirements and specifies a methodology to add digital signatures based on [XAdES] or [XMLDSig] to any UBL 2.x document instance.

The methodology described hereafter practically decouples the UBL document to be signed from the digital signature standard that is to be adopted.  For this reason the same methodology could be applied to other kind of signatures not mentioned in this profile or not existent at this time.

3.1 Requirements for Digital Signature in UBL

This section summarizes the main requirements addressed by this profile. They can be divided in the following categories:

Legal requirements – In some countries a digital signature is required on electronic invoices. It is also compulsory in electronic procurement, especially in a cross border context, to have digital signature on the key document exchanged, e.g. on orders. Another important legal requirement is on the long-term storage: there is a requirement to guarantee the integrity and authenticity of fiscally relevant document archives. This requirement is addressed by [CWA15580] for electronic invoices.

Business requirements – A digital signature can reduce the risks associated with a business transaction (e.g. non-repudiation of a commercial order, proof-of-origin and integrity of an invoice) and its use can be foreseen in the interchange agreement between parties. The choice of the signature format and its application is a key element for interoperability.

Process requirements – The presence of the digital signature should not add any specific constraints on UBL document content processing. If the signed document remains a valid UBL document the signature verification can be applied at any stage of the process: a signed document can be validated at any time “as is” by UBL and XAdES verifiers.

3.2 XML Signature method

In order to satisfy the requirements stated in the previous paragraph, the following rules apply:

· The “enveloped” signature format MUST be used and the XML signature MUST be inserted into a <ext:UBLExtension> using its own namespace. This guarantee that the signed document remains conformant to the UBL syntax.

· The root element of the XML Signature, <ds:Signature> and all its content, MUST be conformant to [XMLDSig] or [XAdES] and MUST contain an unique identifier in the document. The “AnySignatureID” ID value hereafter is just an example.

· A UBL cac:Signature ASBIE MUST be present in the root of the UBL document instance and MUST contain an URI pointing to the enveloped XML signature, as specified in 3.3.

· The XML signature MUST apply to the whole UBL document, to simplify the verification process.

The XML signature is inserted in a <ext:UBLExtension> as follows:

<ext:UBLExtensions>

[...]

<ext:UBLExtension>

[...]

<ext:ExtensionContent>

<ds:Signature Id="AnySignatureID"
xmlns=”http://www.w3.org/2000/09/xmldsig#”>

[...]

</ds:Signature>

</ext:ExtensionContent>

</ext:UBLExtension>

[...]

</ext:UBLExtensions>

One or more <ext:UBLExtension> elements can be placed in a special container element named <ext:UBLExtensions> available in any UBL 2.x document for the inclusion of any non-UBL data elements.  It is important to note that an <ext:UBLExtension> is not validated by XML parsers, can be expressed using any namespace and its content is only required to be well-formed XML.
The XML namespace of the <ds:Signature> child of the <ext:UBLExtension> element MUST be declared using its xmlns attribute and NOT in the root of the UBL document instance.
Use of [XAdES] is RECOMMENDED
 by this profile. Since [XAdES] is based on [XMLDSig], both the related namespaces SHALL be referenced as required.

This profile does not mandate any specific [XAdES] form as its implementation depends on the usage context and local regulations in force. It is RECOMMENDED to consider [XAdESProfiles] for the most important application fields. For instance, within the EU context, in order to apply digital signatures to electronic invoicing it is RECOMMENDED to consider [CWA15579].

3.3 Use of  the UBL cac:Signature ASBIE

Almost all UBL documents accept the <cac:Signature> ASBIE into the root element and this signature element MUST be present into any signed UBL document conformant to this profile. 

The XML signature MUST declare a unique “Id” attribute in the <ds:Signature> element and the <cac:Signature> metadata MUST reference this identifier.

The following <cac:Signature> elements values are defined:

· <cbc:ID> MUST be present and its value MUST be equal to the <ds:Signature> Id attribute above mentioned. This ID provides a simple way to associate the cac:Signature metadata to the effective digital signature details (see “AnySignatureID” in the above sample).
· <cbc:SignatureMethod> MUST be present and MUST contain the URI identifying this profile and its major version (http://docs.oasis-open.org/ubl/securitysc/wd-dsigp-1).

· <cac:PartyIdentification> is optional but, if present, it MUST contain the element <cbc:ID> containing the Distinguished Name (DN) as present in the subject of the signer certificate, as present in <ds:X509SubjectName> and specified in [RFC4514].
· cac:DigitalSignatureAttachment/cac:ExternalReference/cbc:URI MUST be present to specify an URI reference pointing to the enveloped signature.  As the signature is placed into an <ext:UBLExtension> the URI is expressed using a fragment identifier [RFC3986] that locates the digital signature in the extension content.  The URI reference fragment identifier syntax MUST be based on [XPointer], this way a precise [XPath] can be specified to precisely locate the signature.

Here follows an XML fragment of the <cac:Signature> element:

<cac:Signature>

<cbc:ID>”AnySignatureID”</cbc:ID>

[...]

<cbc:SignatureMethod>
http://docs.oasis-open.org/ubl/securitysc/wd-dsigp-1</cbc:SignatureMethod>

<cac:SignatoryParty>

<cac:PartyIdentification>


<cbc:ID>”Subject DN”</cbc:ID>

</cac:PartyIdentification>

</cac:SignatoryParty>

[...]

<cac:DigitalSignatureAttachment>

<cac:ExternalReference>

<cbc:URI>#xpointer(//ext:UBLExtensions/ext:UBLExtension/ext:ExtensionContent/ds:Signature[@Id=’AnySignatureID’])</cbc:URI>

</cac:ExternalReference>

</cac:DigitalSignatureAttachment>

[...]

</cac:Signature>

”URI of this profile” is the URI of this document without the “filename” part, as it refers to a specific document format.

”Subject DN” is the distinguished name of the signer, as present in the subject of its certificate, expressed as a string as specified in [RFC4514].

The extension reference URI in the above sample is using the [XPointer] full specification as it is usable with any XML syntax.  The ds:Signature[@Id=’AnySignatureID’] expression is selecting the ds:Signature having the @Id attribute equal to the ‘AnySignatureID’ identifier.
The above <cac:Signature> sample is RECOMMENDED to be used as a template by changing only the Subject DN and the ds:Signature identifier attribute strings.
3.4 Specific signature verification controls

The signature verification application MUST comply with the rules defined in [XAdES] (or [XMLDSig], depending on the standard used by the signer).

The following additional controls, related to this profile, MUST be enforced:

· The cac:Signature/cbc:ID MUST be equal to the ds:Signature/@Id attribute.

· The URI contained in <cbc:SignatureMethod> is recognized and its value identifies this profile
· The cac:Signature/cac:DigitalSignatureAttachment/cac:ExternalReference/cbc:URI value points to a valid digital signature

· If <cac:PartyIdentification> is present the <cbc:ID> element contains the subject DN of the signer certificate

4 Conformance

This document is intended for guidance in using UBL and therefore contains no conformance requirements.
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