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1 Introduction
This document describes how the UDDI TC might want to consider WS-PolicyAttachment’s UDDI Registering Reusable Policy Expressions [1] as a generalized mechanism for expressing policy. The content herein – most of which simply paraphrases the specification - can be found in Section 5 of [WS-PolicyAttachment].
This specification, last released in 2004 (albeit containing errors corrected in the Appendix of this document) provides the means by which to define reusable policies.

It is the hope of the author that this document can help TC in it’s consideration as it relates to adopting such a mechanism rather than continuing down the track we have.

Depicted below is a representation of the model as it relates to UDDI.
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2 Example of use

This document will depict the use of WS-PolicyAttachment by way of example. The example selected is the expression of a security policy expressions consisting of:

·  “Anonymous” – implying that either anonymous or credentials may be presented but no policy enforcement is carried out by the WSM Platform

· “WS-Security Username Token” (http://www.ibm.com/developerworks/webservices/library/ws-secpol/index.html) – implying that WS-Security Policy Username Token credentials MUST be presented by the consumer to be granted access to the Web service
2.1 Policy tModels

To satisfy the use case, UDDI tModels will be registered for the Anonymous and WS-Security Policy Username Token policies as follows. Note that URIs, keyspaces, and namespaces also require to be identified and registered.

Anonymous Reusable Policy Expression
<tModel tModelKey="uddi:tempura.com:policy:security:auth:anon”>

  <name>http://www.tempura.com/policy/security/auth/anon</name>

  <description xml:lang="EN">

    Anonymous Authentication Policy Expression

  </description>

  <overviewDoc>

    <description xml:lang="EN">WS-Policy Expression</description>

    <overviewURL>http://www.tempura.com/policy/security/auth/anon</overviewURL>

  </overviewDoc>

  <categoryBag>

    <keyedReference

        keyName="Reusable policy Expression"

        keyValue="policy"

        tModelKey="uddi:schemas.xmlsoap.org:policytypes:2003_03" />
    <keyedReference

        keyName="Anonymous Auth Policy Expression"

        keyValue="http://www.tempura.com/policy/security/auth/anon"

        tModelKey="http://schemas.xmlsoap.org/ws/2003/03/remotepolicyreference" />

  </categoryBag>

</tModel>

Where the policy document located at http://www.tempura.com/policy/security/auth/anon contains:

<wsp:Policy xmlns:x="http://www.tempura.com/policy/security/auth ">

  <x:Authentication>


<wsSecurityIn/>

  </x:Authentication>

</wsp:Policy>



WS-Security Policy Reusable Policy Expression
<tModel tModelKey="uddi:tempura.com:policy:security:auth:wsse:usernametoken”>

  <name>http://www.tempura.com/policy/security/auth/wsse/usernametoken</name>

  <description xml:lang="EN">

    WS-Security Policy Username Expression

  </description>

  <overviewDoc>

    <description xml:lang="EN">WS-Policy Expression</description>

     <overviewURL>http://www.tempura.com/policy/security/auth/wsse/usernametoken</overviewURL>

  </overviewDoc>

  <categoryBag>

    <keyedReference

        keyName="Reusable policy Expression"

        keyValue="policy"

        tModelKey="uddi:schemas.xmlsoap.org:policytypes:2003_03" />
    <keyedReference

        keyName="WS-Security Policy Username token"

        keyValue="http://www.tempura.com/policy/security/auth/wsse/usernametoken"

        tModelKey="http://schemas.xmlsoap.org/ws/2003/03/remotepolicyreference" />

  </categoryBag>

</tModel>

Where the policy document located at http://www.tempura.com/policy/security/auth/wsse/usernametoken contains:

<wsp:Policy xmlns:x="http://www.tempura.com/policy/security/auth ">

  <x:Authentication>


<wsSecurityIn>



<token tokenType="username"/>


</wsSecurityIn>

  </x:Authentication>

</wsp:Policy>



3 Associating Policy with an Endpoint

A Local Policy Reference should be used as a matter of best practice – that said WS-PolicyAttachment offer the use of remote policies which may be considered also. These local policy expressions would be associated with endpoints (i.e. UDDI bindingTemplate entities) as follows:

Policy reference to anonymous authentication policy enforcement configuration
<bindingTemplate bindingKey="..." >

  <accessPoint>http://tempura.com/service/svc1</accessPoint>

  <tModelInstanceDetails>...</tModelInstanceDetails>

  <categoryBag>

    <keyedReference

      keyName="The PEP for this endpoint accepts anonymous or a WS-Security Username Token to authenticate"

      keyValue= “uddi:tempura.com:policy:security:auth:anon"

      tModelKey="uddi:schemas.xmlsoap.org:localpolicyreference:2003_03"

    />

  </categoryBag>

</bindingTemplate>

Policy reference to WS-Security Username token policy enforcement configuration

<bindingTemplate bindingKey="..." >

  <accessPoint>http://tempura.com/service/svc1</accessPoint>

  <tModelInstanceDetails>...</tModelInstanceDetails>

  <categoryBag>

    <keyedReference

      keyName="The PEP for this endpoint requires a WS-Security Username Token to authenticate"

      keyValue= “uddi:tempura.com:policy:security:auth:wsse:usernametoken"

      tModelKey="uddi:schemas.xmlsoap.org:localpolicyreference:2003_03"

    />

  </categoryBag>

</bindingTemplate>

4 Reading and Gleaning Policy Changes

Policy can be obtained by reading the details of the endpoint definitions for the service instances. Changes can be gleaned either by polling for changes, or by being notified of changes that have occurred in endpoint definitions.

A change of policy would result in a change to the (reusable) remote policy reference either resulting in adding one (should one not already exist) or a change to a reference. Any of these changes would represent a change in the category bag of the endpoint’s bindingTemplate. 

It should be noted that fetching and interpretation of the WS-Policy document is not necessary insofar that the keyValue of a remote policy reference represents a well-known tModel (and thus policy reference).
4.1 UDDI get_bindingDetail

The use of a get_bindingDetails API call will suffice to return the definition of an endpoint under management. This is achieved as follows:

<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">


<soap:Body>



<get_bindingDetail xmlns="urn:uddi-org:api_v3">




<bindingKey>key of endpoint under mgt</bindingKey>



</get_bindingDetail>


</soap:Body>

</soap:Envelope>

This API call returns a bindingDetail on successful match of the specified bindingKey value; the bindingKey value is the key of the managed endpoint’s bindingTemplate element. The category bag will contain (or not) a reference to a remote policy reference. In the case of a WS-Security Username token, the policy reference to the reusable WS-Security Username token would be represented as:

  <categoryBag>


...

    <keyedReference

      keyName="The PEP for this endpoint requires a WS-Security Username Token to authenticate"

      keyValue= “uddi:tempura.com:policy:security:auth:wsse:usernametoken"

      tModelKey="uddi:schemas.xmlsoap.org:localpolicyreference:2003_03"

    />

  </categoryBag>

The get_bindingDetail call can be invoked on a polling basis to determine whether an endpoint under mgt has undergone a change. Alternatively, and preferably, the UDDI v3 subscription feature should be exercised.

4.2 UDDI synchronous change request invocation

By creating a subscription using the save_subscription API call using a get_bindingDetail subscription filter specified in the section above a caller can determine whether changes have occurred via the get_subscriptionResults call. This call avoids transferring the content of the binding over the wire.

If a change occurs, the updated bindingDetail structure will be received in the response payload.

4.3 UDDI notification

The same subscription mechanism would be used as described above with the exception that either an access point or an SMTP address would be provided to receive notifications originating from the UDDI registry. The payload is identical in both cases as well as the payload received via synchronous change request invocation. The difference is in the manner in which the information is obtained.
4.3.1 Web service endpoint

Based on the subscription details, a node would invoke the subscriber’s Web service implementing the notify_subscriptionListener API. This API, when implemented by a subscriber and specified in a subscription, enables the node to deliver notifications to subscription listeners by invoking a Web service.  

4.3.2 SMTP

Alternatively, the notification can be issued by the UDDI registry via SMTP transport.

Appendix A. tModel WS-PolicyAttachment definitions
Find below tModel WS-PolicyAttachment definitions per the WS-PolicyAttachment spec – these represent corrections to a number of errors in the specification.

A.1 Remote Policy Reference tModel

This tModel is used to attach a Policy to a UDDI entity by referencing the Policy's URI.
Definition
Name: http://schemas.xmlsoap.org/ws/2003/03/remotepolicyreference 

Description: Category system used for UDDI entities to point to an external WS-PolicyAttachment Policy that describes their characteristics. See WS-PolicyAttachment specification for further details. 

UDDI Key (V3): uddi:schemas.xmlsoap.org:remotepolicyreference:2003_03 

UDDI V1, V2 format key: uuid:a27078e4-fd38-320a-806f-6749e84f8005 

Categorization: categorization 

Checked: No

Structure

<?xml version="1.0" encoding="UTF-8"?>
<tModel tModelKey="uddi:schemas.xmlsoap.org:remotepolicyreference:2003_03" >
  <name>http://schemas.xmlsoap.org/ws/2003/03/remotepolicyreference</name>
  <description xml:lang="EN">Category system used for UDDI entities to point to an external WS-PolicyAttachment Policy Expression that describes their characteristics. See WS-PolicyAttachment specification for further details.</description>
  <categoryBag>
    <keyedReference tModelKey="uddi:uddi.org:categorization:types" keyName="uddi-org:types:categorization" keyValue="categorization"/>
  </categoryBag>
</tModel>
A.2 Policy Type Category System

This tModel is used to categorize tModels as representing Policy Expressions. There is only one valid value, namely "policy", that indicates this very fact. It is RECOMMENDED that tModels categorized as representing Policy Expressions reference no more and no less than this very Policy Expression using the Remote Policy Reference category system.
Definition

Name: http://schemas.xmlsoap.org/ws/2003/03/policytypes 

Description: WS-Policy Types category system used for UDDI tModels to characterize them as WS-Policy – based Policy Expressions. 

UDDI Key (V3): uddi:schemas.xmlsoap.org:policytypes:2003_03 

UDDI V1, V2 format key: uuid:fa1d77dc-edf0-3a84-a99a-5972e434e993 

Categorization: categorization 

Checked: No
Structure

<?xml version="1.0" encoding="UTF-8"?>
<tModel tModelKey="uddi:schemas.xmlsoap.org:policytypes:2003_03" >
  <name>http://schemas.xmlsoap.org/ws/2003/03/policytypes</name>
  <description xml:lang="EN">WS-Policy Types category system used for UDDI tModels to characterize them as WS-Policy – based Policy Expressions.</description>
  <categoryBag>
    <keyedReference tModelKey="uddi:uddi.org:categorization:types" keyName="uddi-org:types:categorization" keyValue="categorization"/>

    <keyedReference tModelKey="uddi:uddi.org:categorization:types" keyName="uddi-org:types:checked" keyValue="checked"/>
  </categoryBag>
</tModel>
A.3 Local Policy Reference tModel

This tModel is used to attach a Policy Expression to a UDDI entity by referencing the UDDI entity that represents this Policy Expression. The Local Policy Reference category system is based on tModelKeys. It is expected that referenced tModels are registered with the same UDDI registry and are categorized as representing Policy Expressions using the WS-Policy Types category system.

Definition

Name: http://schemas.xmlsoap.org/ws/2003/03/localpolicyreference 

Description: Category system used for UDDI entities to point to a WS-Policy Policy Expression tModel that describes their characteristics. See WS-PolicyAttachment specification for further details. 

UDDI Key (V3): uddi:schemas.xmlsoap.org:localpolicyreference:2003_03 

UDDI V1, V2 format key: uuid:a27f7d45-ec90-31f7-a655-efe91433527c
Categorization: categorization 

Checked: Yes 

Structure

<?xml version="1.0" encoding="UTF-8"?>
<tModel tModelKey="uddi:schemas.xmlsoap.org:localpolicyreference:2003_03" >
  <name>http://schemas.xmlsoap.org/ws/2003/03/localpolicyreference</name>
  <description xml:lang="en">Category system used for UDDI entities to point to a WS-Policy Policy Expression tModel that describes their characteristics. See WS-PolicyAttachment specification for further details.</description>
  <categoryBag>
    <keyedReference tModelKey="uddi:uddi.org:categorization:types" keyName="uddi-org:types:categorization" keyValue="categorization"/> 

    <keyedReference tModelKey="uddi:uddi.org:categorization:types" keyName="uddi-org:types:checked" keyValue="checked"/>
    <keyedReference tModelKey="uddi:uddi.org:categorization:entitykeyvalues" keyName="uddi-org:entityKeyValues" keyValue="tModelKey"/> 

  </categoryBag>
</tModel>
5 References
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Appendix D. Notices

OASIS takes no position regarding the validity or scope of any intellectual property or other rights that might be claimed to pertain to the implementation or use of the technology described in this document or the extent to which any license under such rights might or might not be available; neither does it represent that it has made any effort to identify any such rights. Information on OASIS's procedures with respect to rights in OASIS specifications can be found at the OASIS website. Copies of claims of rights made available for publication and any assurances of licenses to be made available, or the result of an attempt made to obtain a general license or permission for the use of such proprietary rights by implementors or users of this specification, can be obtained from the OASIS Executive Director.

OASIS invites any interested party to bring to its attention any copyrights, patents or patent applications, or other proprietary rights which may cover technology that may be required to implement this specification. Please address the information to the OASIS Executive Director.

Copyright  © OASIS Open 2005. All Rights Reserved.
This document and translations of it may be copied and furnished to others, and derivative works that comment on or otherwise explain it or assist in its implementation may be prepared, copied, published and distributed, in whole or in part, without restriction of any kind, provided that the above copyright notice and this paragraph are included on all such copies and derivative works. However, this document itself may not be modified in any way, such as by removing the copyright notice or references to OASIS, except as needed for the purpose of developing OASIS specifications, in which case the procedures for copyrights defined in the OASIS Intellectual Property Rights document must be followed, or as required to translate it into languages other than English.

The limited permissions granted above are perpetual and will not be revoked by OASIS or its successors or assigns.

This document and the information contained herein is provided on an “AS IS” basis and OASIS DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.

�It remains TBD if this is the means by which this should be expressed. WS-SecurityPolicy has not been updated since the latest WS-Policy spec update.
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