 

Scope

This is an informal working document that captures requirements for the OASIS WAS schema.

Requirements
Overview

The schema will allow a security researcher to describe a security condition using the WAS format from which automated security tools can build a test case. These test cases may be to test for the presence of the condition in an HTTP stream passing an IDS engine or an automated assessment tool testing for vulnerabilities in a web site.

The format must be able to describe both the technical details (a series of HTTP transactions for instance) as well as textual context (such as where the issue was first reported or where to look for a patch).

Complex Processing

The format will make provisions for the ability to perform complex tests such as conditional logic / processing.
i18n / localization
The format will make provisions for signatures written in languages other than English, multiple languages and for signatures that rely on localized language specific content. 
Code Reuse Mechanism
The format will make provisions for signature authors or 3rd parties to package common functionality for reuse in many places within a signature or in many signatures. 
 

Extensible
The format will make provisions for a 3rd-party to extend the functionality offered in the core WAS-XML feature set. 
Confidentiality, Integrity and Authentication Support
The format will make provisions to provide confidentiality, integrity and authentication of the signature originator and provider.
