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Introduction

Summary

Scope of this Document

This document sets out the vision of a WAS enabled end to end vulnerability management system for web application security vulnerabilities. Supplementary documents such as the technical specifications of the XML schemas are currently being developed.
About OASIS

About the WAS Technical Committee

The WAS Technical Committee is made up of fifty two 
Contact

For more details about WAS and participating in the standard, you can contact Mark Curphey (mark.curphey@foundstone.com) or Telephone (1) 781-738-0857. 
The Vulnerability Management Problem

Today’s technology in the Internet connected world is constantly growing more and more complex. Whilst the long term solution must be to build more secure software, system owners have to tactically manage the present risk they face on a daily basis whilst working towards strategic goals. Managing risk involves understanding the vulnerabilities that are present, the threats that are prevalent and the impact these issues could have on their business. 
Technology and services have grown up around this problem including vulnerability scanners, intrusion detection and prevention systems, vulnerability intelligence feeds and vulnerability management systems that help automate system patching and remediation.
A Typical (Simplified) Vulnerability Lifecycle

The following schematic traces the lifecycle of a vulnerability from the time it is discovered through to the time it is remediated.
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Phase 1 – Security Research and Reporting

Security researchers or individuals who discover security vulnerabilities that they wish to be public have two major routes for publication. They can contact the technology vendors in the first instance or they can publish the issue direct to one of the full disclosure mailing lists. 
Phase 2 – Vendor Analysis and Patch Creation
Phase 3 – Advisory Release

Phase 4 – Vulnerability / Threat Assessment

Phase 5 - Remediation / Protection 
Common Problems Encountered
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