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The OASIS WAS Vulnerability Ranking Model
Today there exists several ways of weighting the potential severity of a Vulnerability to an organization.  Sometimes those are 0-100 numerical levels.  Others employ a simple Low, Medium, High system.  Evaluating a severity is not an exact science, therefore, a simple scheme has been developed to describe those severities rankings:
· INFORMATIONAL

· LOW

· MEDIUM

· HIGH

· CRITICAL

In order to rank a vulnerability, we must collect several pieces of information regarding a vulnerability.  There are 2 indexes that are plotted to determine the vulnerability rank:

1. Consequence Index – The consequence index is derived from a culmination of the following factors:
· Monetary

· Admin level Access to a system

· Access to Data

· Corrupt data

· Deny Service

· Number of users affected (%)

· Quantity of data (%)

· …TODO:  Add more consequence factors
2. Likelihood – The likelihood index is derived from a culmination of the following factors:
· Exploit readily available?

· Automatable (Bots)

· Ease of discovery

· Ease to exploit (Level of Effort, tools available?)

· …TODO:  Add more likelihood factors

If we plot these two indices, a relationship is formed that creates a severity ranking.  With this data we can effectively define the severity of a particular vulnerability.  
Figure 1.1 is a basic graph that provides the surface with which to plot the aforementioned data. 
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Figure 1
Figure 2 is an instance of an example vulnerability being mapped into the model.
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Figure 2 demonstrates a Vulnerability with a CRITICAL severity.  With the Vulnerability from figure 2, the assessment has determined that the Vulnerability has a low consequence, but has a very high likelihood.  This gives it an overall CRITICAL Ranking.  

