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Introduction
RM protocol interoperability testing may include any message exchange scenarios that leverage the protocol; however, given the time constraint for test execution during workshop, it is important to prioritize test scenarios to select only those focused on mainline scenarios and most heavily executing the protocol. The rest of the protocol testing can be left for online interoperability testing and in-house QA by each vendor.
Due to the significant use of the WS-Addressing features by the WS-RM specification, these scenarios have been written such that the workshop will test the composition of WS-Addressing with WS-RM. 
The importance of WS-Security in an enterprise level solution can not be understated.  As a result some scenarios have been included that exercise the composition of WS-Security with WS-ReliableMessaging.  Since not all workshop participants will have an implementation of WS-Security available, these scenarios will be considered optional and will be tested after the main-line WS-RM scenarios have been executed.

This document is focused on interop scenarios for the second WS-RM interop workshop.  This document assumes that the scenarios from the first WS-RM interop workshop are still valid and are included as part of this workshop. 
Namespaces

The following namespaces are used in the document:
	Prefix
	Namespace

	soap
	http://schemas.xmlsoap.org/soap/envelope/

	wsa
	http://schemas.xmlsoap.org/ws/2003/03/addressing

	wsrm
	http://schemas.xmlsoap.org/ws/2004/03/rm

	wsu
	http://schemas.xmlsoap.org/ws/2002/07/utility

	wsse
	http://www.docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd

	wssu
	http://www.docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd

	ds
	http://www.w3.org/2000/09/xmldsig#

	xenc
	http://www.w3.org/2001/04/xmlenc#


Reliable Messaging and Addressing

There are several principles used in the scenarios below on how soap over http binding and WS-Addressing headers are used in Reliable Messaging:

1. All messages in an RM sequence should contain a wsa:From and MUST NOT vary between messages in the same sequence.
2. SequenceAcknowledgement messages MUST be sent to the endpoint referenced in the wsa:From header in the messages.  For the purposes of this interop all wsa:From headers from the same endpoint will be consistent across all messages in a particular sequence. 
3. If WS-Addressing anonymous URI is used in the wsa:From header, SequenceAcknowledgement message MUST be sent back on the response flow of the HTTP connection used for the RM message.

4. Faults (either application level or RM-specific) should be sent to the endpoint reference in the wsa:FaultTo - if present.  If the was:FaultTo is not present then the wsa:ReplyTo header should be used.  If the wsa:ReplyTo is not present then the wsa:From should be used.  For the purposes of this interop the wsa:FaultTo value MUST NOT vary between messages in the same sequence.

5. Application replies MUST be sent to wsa:ReplyTo.

6. If a Reply is expected for a message, wsa:ReplyTo MUST be present.
1. Previous Workshop Scenarios

Scenario #1.1.  Reliable Ping Without Failure

This scenario tests the basic form and pattern of a reliable message exchange in the normal case. Scenario uses a simple Ping application, asynchronous, one-way message exchange pattern.  
Message Exchange

RM Source sends a series of three Ping messages with the value of a string. Messages differ only by MessageID and LastMessage indicator. 

RM Destination sends back acknowledgements for all messages received. The exact number of acknowledgement messages sent back and their position in the overall flow will vary between implementations. 

Source MUST provide an endpoint reachable by Destination for the Asynchronous variation.

Scenario Variations
Scenario has the following two variations:
· Variation 1. Asynchronous ACKs - the “From” address on the messages from the sender to the destination are not set to the anonymous URI.  Acknowledgement messages are sent back to the sender on a new HTTP connections to this address. 
· Variation 2. Synchronous ACKs - the “From” address on the messages from the sender to the destination are set to the anonymous URI. Acknowledgement messages are sent back to the sender on the HTTP response flow.

Implementations MUST implement both variations of the scenario. 

Ping Message Structure

Elements and Attributes

Items not listed in the following table MAY be present, but MUST NOT be marked with the mustUnderstand=”1” attribute. Items marked mandatory MUST be generated and processed. Items marked optional MAY be generated but MUST NOT generate a Fault if present.

	Name
	Mandatory?
	Comments

	Action
	Mandatory
	Value: urn:wsrm:Ping

The SOAP Action header must contain this exact value.

	From
	Mandatory
	Value: <wsa:Address…/>. 

	   Address
	Mandatory
	For Variation 1 this element must contain the URL of the ping client ack service that is reachable from the ping service - the exact value will be implementation specific.
For Varation 2 this element must contain anonymous URI defined in the Addressing spec:

http://schemas.xmlsoap.org/ws/2003/03/addressing/role/anonymous

	MessageID
	Mandatory
	Value: a URI that is unique for each ping request.

	Sequence
	Mandatory
	Value: <wsu:Identifier…/> <MessageNumber…/>. 

MUST be marked with the mustUnderstand=”1” attribute.

	  Identifier
	Mandatory
	Value: uuid:ac32e1a7-a466-4c25-ba2c-8ce47f346118
a URI that uniquely identifies the sequence 

	  MessageNumber
	Mandatory
	Value: message number within the sequence 1,2 or 3.

	To
	Mandatory
	Value: the URI of the Destination - test ping service.

	Body
	Mandatory
	Value: a ping element and a client defined string


Example

Content-Type: text/xml; charset=utf-8

SOAPAction: " urn:wsrm:Ping "

Content-Length: 1239

Expect: 100-continue

Connection: Keep-Alive

Host: localhost

<?xml version="1.0" encoding="utf-8"?>

<soap:Envelope

   xmlns:wsrm="http://schemas.xmlsoap.org/ws/2004/03/rm"

   xmlns:wsa="http://schemas.xmlsoap.org/ws/2003/03/addressing"

   xmlns:wsu="http://schemas.xmlsoap.org/ws/2002/07/utility"

   xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">

 <soap:Header>

  <wsrm:Sequence soap:mustUnderstand="1">

   <wsu:Identifier>  uuid:ac32e1a7-a466-4c25-ba2c-8ce47f346118  </wsu:Identifier>

   <wsrm:MessageNumber>1</wsrm:MessageNumber>

  </wsrm:Sequence>

  <wsa:Action> urn:wsrm:Ping </wsa:Action>

  <wsa:From>

   <wsa:Address> http://localhost/RMWorkshopServices/RmPingAck.soap  </wsa:Address>

  </wsa:From>

  <wsa:MessageID> uuid:300bfad6-8011-4b47-81fe-15777523e2bd </wsa:MessageID>

  <wsa:To> http://localhost/RMWorkshopServices/RmPingOneWay.soap </wsa:To>

 </soap:Header>

 <soap:Body>

  <Ping xmlns:xsd="http://www.w3.org/2001/XMLSchema"

    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

    xmlns="http://tempuri.org/">

   <Text>Hello, World</Text>

  </Ping>

 </soap:Body>

</soap:Envelope>
Acknowledgement Message Structure

Elements and Attributes

Items not listed in the following table MAY be present, but MUST NOT be marked with the mustUnderstand=”1” attribute. Items marked mandatory MUST be generated and processed. Items marked optional MAY be generated but MUST NOT generate a Fault if present.

	Name
	Mandatory?
	Comments

	Action
	Mandatory
	Value: http://schemas.xmlsoap.org/ws/2004/03/rm/SequenceAcknowledgement

The SOAP Action header must contain this exact value.

	 From
	Optional
	Value: <wsa:Address…/>. 

	    Address
	Mandatory
	This element contains the URI of the test ping service as specified in the wsa:To header of the Ping message - the exact value will be implementation specific

	MessageID
	Optional
	Value: a URI that is unique for each ping request.

	SequenceAcknowledgement
	Mandatory
	This element MUST contain an Identifier and an AcknowledgementRange. 

	  Identifier
	Mandatory
	Value: uuid:ac32e1a7-a466-4c25-ba2c-8ce47f346118

This element MUST contain the URI of the Sequence containing messages to be acknowledged.

	AcknowledgementRange
	Mandatory
	This element MUST contain both an Upper and Lower attribute

	    Upper
	Mandatory
	This attribute indicates the upper boundary of the message range being acknowledged.  The range is inclusive.

	    Lower
	Mandatory
	This attribute indicates the lower boundary of the message range being acknowledged.  The range is inclusive.

	To
	Mandatory
	Value: the URI specified in the wsa:From/wsa:Address of the Ping Message.

	Body
	Mandatory
	Value: empty


Example

POST /RMWorkshopServices/RmPingAck.soap HTTP/1.1

Content-Type: text/xml; charset=utf-8

SOAPAction: "http://schemas.xmlsoap.org/ws/2004/03/rm/SequenceAcknowledgement"

Content-Length: 1106

Expect: 100-continue

Host: localhost

<?xml version="1.0" encoding="utf-8"?>

<soap:Envelope 

  xmlns:wsrm="http://schemas.xmlsoap.org/ws/2004/03/rm"

  xmlns:wsa="http://schemas.xmlsoap.org/ws/2003/03/addressing" 

  xmlns:wsu="http://schemas.xmlsoap.org/ws/2002/07/utility" 

  xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">

 <soap:Header>

  <wsrm:SequenceAcknowledgement>

   <wsu:Identifier> uuid:ac32e1a7-a466-4c25-ba2c-8ce47f346118 </wsu:Identifier>

   <wsrm:AcknowledgementRange Upper="1" Lower="1" />

  </wsrm:SequenceAcknowledgement>

  <wsa:Action>  http://schemas.xmlsoap.org/ws/2004/03/rm/SequenceAcknowledgement </wsa:Action>

  <wsa:From>

   <wsa:Address> http://localhost/RMWorkshopServices/RmPingOneWay.soap </wsa:Address>

  </wsa:From>

  <wsa:MessageID > uuid:42a7aa0d-ec41-4c09-9b5b-eef7af412096 </wsa:MessageID>

  <wsa:To>  http://localhost/RMWorkshopServices/RmPingAck.soap </wsa:To>

 </soap:Header>

 <soap:Body />

</soap:Envelope>

Scenario #1.2.  Reliable Ping With Failure

This scenario tests a reliable message exchange in the presence of a simple failure model - communication failure

Message Exchange. 

Failures introduce non-determinism into the message exchange patterns between the reliable messaging source and destination.  As a result is it not possible to enumerate the messages to exchanged, only their basic form.  The form of the messages MUST be that defined in Scenario #1.   

The steps of the test are as follows:

1. The source and destination MUST be disconnected before initiating the reliable message exchange.  

2. The exchange defined in Scenario #1 MUST be initiated in this disconnected state.  The source and destination MUST remain in a disconnected state for 30 seconds after the exchange is initiated.  

3. After this time, the source and destination MUST be reconnected.  

4. The ping messages MUST be transmitted to the destination.

5. The destination MUST acknowledge receipt of the messages.

6. The source MUST discontinue re-transmission after receipt of an appropriate acknowledgement.

Messages Structure

The form of the messages MUST be that defined in Scenario #1.

2. Additional Reliable Messaging Scenarios

Scenario #2.1.  Resource Reclamation. 
This scenario adds Creation and Termination of a sequence to the scenario #1.1. Specification makes it optional for RM Destination implementation to require CreateSequence and TerminateSequence to be sent. It is mandatory for RM Source to send them if the RM Destination requires so. 
This scenario assumes RM Destination requires CreateSequence and TerminateSequence to be sent. Implementing Source part of this scenario is mandatory. Implementing Destination part of this scenario is optional. 

Message Exchange

1. The RM Source sends a CreateSequence request to get Sequence identifier from the Destination. RM Destination sends back CreateSequenceResponse.

2. Execute steps from the scenario 1.1 using the Sequence identifier returned from the RM Destination in the previous step.
3. Upon receipt of the SequenceAcknowledgement acknowledging all 3 messages in a sequence the RM Source sends one-way message TerminateSequence.
Scenario Variations
Scenario has the following two variations:

· Variation 1. Asynchronous messaging - the ReplyTo EPR does not contain the anonymous URI.  Replies (i.e. the CreateSequenceResponse) is sent back on a new HTTP connection.

· Variation 2. Synchronous messaging - the ReplyTo EPR contains the anonymous URI.  Replies (i.e. the CreateSequenceResponse) is sent back on the HTTP response flow.

Implementations are encouraged to implement both, to increase our coverage of the WS-Addressing specification, but only one is required for the interop event.
CreateSequence Request Message Structure

Elements and Attributes

Items not listed in the following table MAY be present, but MUST NOT be marked with the mustUnderstand=”1” attribute. Items marked mandatory MUST be generated and processed. Items marked optional MAY be generated but MUST NOT generate a Fault if present.

	Name
	Mandatory?
	Comments

	Action
	Mandatory
	Value: http://schemas.xmlsoap.org/ws/2004/03/rm/CreateSequence
The SOAP Action header must contain this exact value.

	From
	Mandatory
	

	   Address
	Mandatory
	Value: the URI of the client.  Can either be the anonymous URI or a real endpoint.

	ReplyTo
	Mandatory
	Value: <wsa:Address…/> 

	   Address
	Mandatory
	This element can either be the anonymous URI or a real endpoint.

	MessageID
	Mandatory
	Value: A unique URI. 
E.g.: uuid:00765982-76f1-41bd-9573-58ca18cee299

	To
	Mandatory
	Value: the URI of the Destination - test ping service.

	Body
	Mandatory
	Value:<CreateSequence/>

	   CreateSequence
	Mandatory
	Value: empty


Example

Content-Type: text/xml; charset=utf-8

SOAPAction: "http://schemas.xmlsoap.org/ws/2004/03/rm/CreateSequence"

Host: localhost

<?xml version="1.0" encoding="utf-8"?>

<soap:Envelope

   xmlns:wsrm="http://schemas.xmlsoap.org/ws/2004/03/rm"

   xmlns:wsa="http://schemas.xmlsoap.org/ws/2003/03/addressing"

   xmlns:wsu="http://schemas.xmlsoap.org/ws/2002/07/utility"

   xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">

 <soap:Header>

  <wsa:Action> http://schemas.xmlsoap.org/ws/2004/03/rm/CreateSequence </wsa:Action>  

  <wsa:MessageID>  uuid:00765982-76f1-41bd-9573-58ca18cee299 </wsa:MessageID>  

  <wsa:ReplyTo>
   <wsa:Address> http://schemas.xmlsoap.org/ws/2003/03/addressing/role/anonymous </wsa:Address>

  </wsa:ReplyTo>

  <wsa:To> http://localhost/RMWorkshopServices/RmPingOneWay.soap </wsa:To>    

 </soap:Header>

 <soap:Body>

  <wsrm:CreateSequence/>

 </soap:Body>

</soap:Envelope>
CreateSequenceResponse Message Structure

Elements and Attributes

Items not listed in the following table MAY be present, but MUST NOT be marked with the mustUnderstand=”1” attribute. Items marked mandatory MUST be generated and processed. Items marked optional MAY be generated but MUST NOT generate a Fault if present.

	Name
	Mandatory?
	Comments

	Action
	Mandatory
	Value: http://schemas.xmlsoap.org/ws/2004/03/rm/CreateSequenceResponse 
The SOAP Action header must contain this exact value.

	From
	Optional
	Value: <wsa:Address…/> 

	   Address
	Mandatory
	This element must contain the URL of the ping service.

	MessageID
	Mandatory
	Value: a unique URI.

	RelatesTo
	Mandatory
	e.g. uuid:00765982-76f1-41bd-9573-58ca18cee299
MUST be the value of the MessageID from the CreateSequence message.

	To
	Mandatory
	This element MUST contain the ReplyTo/Address value specified in the SequenceCreate message

	Body
	Mandatory
	Value: <CreateSequenceResponse …/>

	  CreateSequenceResponse
	Mandatory
	Value: <wsu:Identifier…/>

	      wsu:Identifier
	Mandatory
	Value: returned sequence identifier


Example

HTTP/1.1 200 OK
Date: Tue, 05 Feb 2004 05:21:35 GMT

Content-Type: text/xml; charset=utf-8

<?xml version="1.0" encoding="utf-8"?>

<soap:Envelope

   xmlns:wsrm="http://schemas.xmlsoap.org/ws/2004/03/rm"

   xmlns:wsa="http://schemas.xmlsoap.org/ws/2003/03/addressing"

   xmlns:wsu="http://schemas.xmlsoap.org/ws/2002/07/utility"

   xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">

 <soap:Header>

  <wsa:Action>
   http://schemas.xmlsoap.org/ws/2004/03/rm/CreateSequenceResponse
  </wsa:Action>  

  <wsa:MessageID> uuid:300bfad6-8011-4b47-81fe-15777523e2bd </wsa:MessageID>

  <wsa:From>

   <wsa:Address> http://localhost/RMWorkshopServices/RmPingAck.soap </wsa:Address>

  </wsa:From>  
  <wsa:RelatesTo>  uuid:00765982-76f1-41bd-9573-58ca18cee299 </wsa:RelatesTo>
  <wsa:To> http://schemas.xmlsoap.org/ws/2003/03/addressing/role/anonymous </wsa:To>    

 </soap:Header>

  <soap:Body>

   <wsrm:CreateSequenceResponse>

    <wsu:Identifier>  uuid:e3d3afcb-b700-4bb3-87ec-d6c6266c8c99 </wsu:Identifier>

   </wsrm:CreateSequenceResponse>

  </soap:Body>

</soap:Envelope>

TerminateSequence Request Message Structure

Elements and Attributes

Items not listed in the following table MAY be present, but MUST NOT be marked with the mustUnderstand=”1” attribute. Items marked mandatory MUST be generated and processed. Items marked optional MAY be generated but MUST NOT generate a Fault if present.

	Name
	Mandatory?
	Comments

	Action
	Mandatory
	Value: http://schemas.xmlsoap.org/ws/2004/03/rm/TerminateSequence

The SOAP Action header must contain this exact value.

	 From
	Mandatory
	Value: <wsa:Address…/> 

	   Address
	Mandatory
	This element must contain the URL of the ping client service or can be the anonymous URI.

	MessageID
	Optional
	Value: e.g. uuid:00765982-76f1-41bd-9573-58ca18cee299 

	To
	Mandatory
	Value: the URI of the Destination - test ping service.

	Body
	Mandatory
	Value: <TerminateSequence…/>

	   TerminateSequence
	Mandatory
	Value: <wsu:Identifier…/>

	      wsu:Identifier
	Mandatory
	Value: e.g. uuid:e3d3afcb-b700-4bb3-87ec-d6c6266c8c99

Identifier of the sequence to terminate


Example

Content-Type: text/xml; charset=utf-8

SOAPAction: "http://schemas.xmlsoap.org/ws/2004/03/rm/TerminateSequence"

Host: localhost

<?xml version="1.0" encoding="utf-8"?>

<soap:Envelope

   xmlns:wsrm="http://schemas.xmlsoap.org/ws/2004/03/rm"

   xmlns:wsa="http://schemas.xmlsoap.org/ws/2003/03/addressing"

   xmlns:wsu="http://schemas.xmlsoap.org/ws/2002/07/utility"

   xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">

 <soap:Header>

  <wsa:Action> http://schemas.xmlsoap.org/ws/2004/03/rm/TerminateSequence  </wsa:Action>  

  <wsa:MessageID">  uuid:00765982-76f1-41bd-9573-58ca18cee299  </wsa:MessageID>

  <wsa:From>

   <wsa:Address> http://schemas.xmlsoap.org/ws/2003/03/addressing/role/anonymous </wsa:Address>

  </wsa:From>  
  <wsa:To> http://localhost/RMWorkshopServices/RmPingOneWay.soap </wsa:To>    

 </soap:Header>

 <soap:Body>

  <wsrm:TerminateSequence>

   <wsu:Identifier> uuid:e3d3afcb-b700-4bb3-87ec-d6c6266c8c99 </wsu:Identifier>

  </wsrm:TerminateSequence>

 </soap:Body>

</soap:Envelope>
Scenario #2.2.  Request/Response.
This scenario tests RM Source and Destination performing 3 pairs of request and response messages. We call CLIENT the RM Source that initiated request and SERVICE the RM Destination of the requests/source of the responses. Both CLIENT and SERVICE MUST provide InOrderExactlyOnce delivery assurance for this scenario.

Test Application

The echoString application takes two parameters: a string that will be echoed back to the client and a "sequence" string that will be used to identify, at the application level, which sequence this is message is associated with.  The response message MUST contain all of the echo strings for this sequence concatenated together in the proper order.  For example, if the messages looked like:
Message #
Request(echo str, seq str)

Response

1

Hello, seq1



Hello

2

World, seq1



HelloWorld

3

Bye, seq1



HelloWorldBye

The use of the sequence string is to test InOrderExaclyOnce delivery assurance as specified in the WS-RM specification.  The value of the sequence string is up to the client application.  How the server application manages this data is also an implementation detail.  Of course, since this is just an interop event there is no guarantee that sequence data will be maintained across restarts of an implementation.  This document makes no statement as to any relationship between this application level sequence string and the sequence identifier used by the WS-RM infrastructure - if a client chooses to make them be the same value they are free to do so.  The only requirement is that it be unique, enough, to be able to verify the test.
Message Exchange

The following assertions are true for the message exchange in this scenario:

1. Both CLIENT and SERVICE MUST provide InOrderExactlyOnce delivery assurance for this scenario.

2. Both CLIENT and SERVICE MUST provide endpoints reachable by each other for the Asynchronous variation.

3. Request messages and Response messages MUST belong to two different Sequences.

4. Request and Response messages are not synchronized. CLIENT MAY send Request messages without waiting for the Response messages arrived from the Service.

5. CLIENT MUST provide url of the  Client’s endpoint in the wsa:ReplyTo/wsa:Address element. 
6. Request messages and Response messages MUST be correlated per WS-Addressing specification. Response message MUST have wsa:RelatesTo header referring to the  wsa:MessageID of the corresponding request message.
7. SequenceAcknowledgemenst MAY be piggybacked on Response messages, if the wsa:From URI matches the wsa:ReplyTo address, or sent separately in one-way messages.

Message Exchange Example

1. CLIENT sends echoString Request message #1 to SERVICE. 

2. SERVICE sends echoStringResponse message #1 to the CLIENT with SequenceAcknowledgement in the header for the echoString message #1.

3. CLIENT sends echoString message #2 to SERVICE with SequenceAcknowledgement for the echoStringResponse message #1 in the header.

4. SERVICE sends echoStringResponse message #2 to CLIENT with SequenceAcknowledgement in the header for echoString messages #1,2.
5. CLIENT sends echoString message #3 to SERVICE with SequenceAcknowledgement in the header for echoStringResponse messages #1,2.

6. SERVICE sends echoStringResponse message #3 to CLIENT with SequenceAcknowledgement for the echoString messages #1,2 and 3 in the header.  

7. CLIENT sends SequenceAcknowledgement message for the echoStringResponse messages #1,2,3 to the SERVICE.

The exact flow of acknowledgements may vary between implementations but one of the goals of this test is to use the implicit piggy-backing feature of WS-RM so implementations are encouraged to follow this pattern.

Scenario Variations
 Scenario has the following variations:

· Variation 1. Asynchronous ACKs - The wsa:From/wsa:Address on the Request and/or the Response messages are set to the url of the CLIENT and SERVICE endpoints respectively.  

· Variation 2. Synchronous ACKs - the wsa:From/wsa:Address on the Request and/or Response messages are set to the anonymous URI. 

Any combination of the above variants can also be tested.  As with the previous scenario, workshop participants are not required to support all variations but to increase our WS-Addressing coverage it is encouraged.  Support for Synchronous Replies using WS-RM may be problematic and as such is left out of this document.  This topic will be brought up as part of the workshop discussion topics.
Message echoString Structure

Elements and Attributes

Items not listed in the following table MAY be present, but MUST NOT be marked with the mustUnderstand=”1” attribute. Items marked mandatory MUST be generated and processed. Items marked optional MAY be generated but MUST NOT generate a Fault if present.

	Name
	Mandatory?
	Comments

	Action
	Mandatory
	Value: urn:wsrm:echoString
The SOAP Action header must contain this exact value.

	From
	Mandatory
	Value: <wsa:Address…/>. 

	Address
	Mandatory
	Either the endpoint of the echoString service or the anonymous URI

	ReplyTo
	Mandatory
	Value: <wsa:Address…/> 

	   Address
	Mandatory
	The endpoint of the CLIENT.

	MessageID
	Mandatory
	Value: e.g. uuid:69aa2c5c-a71d-410e-bcc7-d3aea478fc76
A URI that is unique for each echo request.

	Sequence
	Mandatory
	Value: <wsu:Identifier…/> <MessageNumber…/> 

MUST be marked with the mustUnderstand=”1” attribute.

	  Identifier
	Mandatory
	Value: e.g. uuid:7804fbc6-d008-4f40-9c90-63533c0f5e1f 
a URI that uniquely identifies the CLIENT’s sequence 

	  MessageNumber
	Mandatory
	Value: message number within the CLIENT’s sequence - 1, 2 or 3.

	wsa:To
	Mandatory
	Value: the URI of the Destination - echoString service.

	Body
	Mandatory
	Value: <echoString…/> element with a client defined string value


Example

Content-Type: text/xml; charset=utf-8

SOAPAction: " urn:wsrm:echoString"

Host: localhost

<?xml version="1.0" encoding="utf-8"?>

<soap:Envelope

   xmlns:wsrm="http://schemas.xmlsoap.org/ws/2004/03/rm"

   xmlns:wsa="http://schemas.xmlsoap.org/ws/2003/03/addressing"

   xmlns:wsu="http://schemas.xmlsoap.org/ws/2002/07/utility"

   xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">

 <soap:Header>

  <wsrm:Sequence soap:mustUnderstand="1">

   <wsu:Identifier>  uuid:7804fbc6-d008-4f40-9c90-63533c0f5e1f  </wsu:Identifier>

   <wsrm:MessageNumber>1</wsrm:MessageNumber>

  </wsrm:Sequence>

  <wsa:Action> urn:wsrm:echoString</wsa:Action>  

  <wsa:MessageID>  uuid:69aa2c5c-a71d-410e-bcc7-d3aea478fc76  </wsa:MessageID>

  <wsa:From>

   <wsa:Address> http://localhost/RMWorkshopServices/RmClient.soap  </wsa:Address>

  </wsa:From>

  <wsa:ReplyTo>
   <wsa:Address> http://localhost/RMWorkshopServices/RmClient.soap </wsa:Address>

  </wsa:ReplyTo>

  <wsa:To> http://localhost/RMWorkshopServices/RmService.soap </wsa:To>

 </soap:Header>

 <soap:Body>

  <echoString xmlns:xsd="http://www.w3.org/2001/XMLSchema"

    xmlns="http://tempuri.org/">

   <Text>Hello, World</Text>

   <Sequence>seq1</Sequence>

  </echoString>

 </soap:Body>

</soap:Envelope>
Message echoStringResponse Structure

Elements and Attributes

Items not listed in the following table MAY be present, but MUST NOT be marked with the mustUnderstand=”1” attribute. Items marked mandatory MUST be generated and processed. Items marked optional MAY be generated but MUST NOT generate a Fault if present.

	Name
	Mandatory?
	Comments

	Action
	Mandatory
	Value: urn:wsrm:echoStringResponse
The SOAP Action header must contain this exact value.

	From
	Mandatory
	Value: <wsa:Address…/>. 

	Address
	Mandatory
	MUST be the value specified in the wsa:To header of the request message - ie. the echoString service.

	MessageID
	Mandatory
	Value: a URI that is unique for each echo response.

	RelatesTo
	Mandatory
	URI used in the  wsa:MessageID in the request.

e.g. uuid:69aa2c5c-a71d-410e-bcc7-d3aea478fc76

	Sequence
	Mandatory
	Value: <wsu:Identifier…/> <MessageNumber…/> 

MUST be marked with the mustUnderstand=”1” attribute.

	  Identifier
	Mandatory
	A URI that uniquely identifies the SERVICE’s sequence. 
Value: e.g. uuid: 6a262e66-b041-4aa5-8797-cb54ca599964

	  MessageNumber
	Mandatory
	Value: message number within the SERVICE’s sequence - 1, 2 or 3.

	To
	Mandatory
	MUST be the URL specified in the ReplyTo header of the request.

	Body
	Mandatory
	Value: <echoStringResponse…/> element with a client defined string value


Example

HTTP/1.1 200 OK

Date: Tue, 05 Feb 2004 05:21:35 GMT

Content-Type: text/xml; charset=utf-8

<?xml version="1.0" encoding="utf-8"?>

<soap:Envelope

   xmlns:wsrm="http://schemas.xmlsoap.org/ws/2004/03/rm"

   xmlns:wsa="http://schemas.xmlsoap.org/ws/2003/03/addressing"

   xmlns:wsu="http://schemas.xmlsoap.org/ws/2002/07/utility"

   xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">

 <soap:Header>

  <wsrm:Sequence soap:mustUnderstand="1">

   <wsu:Identifier>  uuid:6a262e66-b041-4aa5-8797-cb54ca599964 </wsu:Identifier>

   <wsrm:MessageNumber>1</wsrm:MessageNumber>

  </wsrm:Sequence>

  <wsa:From>

   <wsa:Address> http://localhost/RMWorkshopServices/RmService.soap </wsa:Address>

  </wsa:From>

  <wsa:Action> urn:wsrm:echoStringResponse </wsa:Action>  

  <wsa:MessageID> uuid:300bfad6-8011-4b47-81fe-15777523e2bd </wsa:MessageID>

  <wsa:RelatesTo> uuid:69aa2c5c-a71d-410e-bcc7-d3aea478fc76 </wsa:RelatesTo>
  <wsa:To>  http://localhost/RMWorkshopServices/RmClient.soap </wsa:To>

 </soap:Header>

 <soap:Body>

  <echoStringResponse xmlns:xsd="http://www.w3.org/2001/XMLSchema"

    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

    xmlns="http://tempuri.org">

   <Text>Hello, World</Text>

  </echoString>

 </soap:Body>

</soap:Envelope>
Scenario #2.3.  Request/Response coupled with Resource Reclamation.

This scenario tests coupling CreateSequence/TerminateSequence messages with message exchange described in Scenario #2.2. As in scenario #2.2, the RM Source that initiated request is called CLIENT and the RM Destination of the requests/source of the responses is called SERVICE.  

Test Application

Same application used as in the scenario #2.2
Message Exchange

In addition to the assertions made in scenario 2.2, the following assertions are also true for a message exchange in this scenario:

1. Both SERVICE and CLIENT require CreateSequence and TerminateSequence messages to be sent.

2. For each sequence, upon receipt of the SequenceAcknowledgement acknowledging all 3 messages in a sequence the RM Source and the RM Destination send a one-way message TerminateSequence to the other.

Message Exchange Example
1. CLIENT sends CreateSequence to SERVICE, 
2. SERVICE sends a message back to the client that contains CreateSequenceResponse element inside the Body with SequenceIdentifier to use for CLIENT’s application request messages. 
3. CLIENT sends the series of messages as defined in scenario 2.2 to SERVICE.

4. SERVICE sends CreateSequence to CLIENT.

5. CLIENT sends a message back to the SERVICE that contains CreateSequenceResponse element inside the Body with SequenceIdentifier to use for SERVER's application response messages.
6. SERVICE sends the series of response messages as defined in scenario 2.2 to CLIENT.

7. CLIENT sends TerminateSequence message to SERVICE.
8. SERVICE sends TerminateSequence message to CLIENT.

As with the previous scenario, the exact flow of acknowledgements may vary between implementations.  Since the WS-RM specification does not define how the SERVICE can send a CreateSequence message to the CLIENT in the case of synchronous messages this scenario will assume an asynchronous messaging model (i.e. the wsa:ReplyTo on the CLIENT to SERVICE messages will not contain the anonymous URI).
Messages Structure
CreateSequence Request Message Structure

Elements and Attributes

Items not listed in the following table MAY be present, but MUST NOT be marked with the mustUnderstand=”1” attribute. Items marked mandatory MUST be generated and processed. Items marked optional MAY be generated but MUST NOT generate a Fault if present.

	Name
	Mandatory?
	Comments

	Action
	Mandatory
	Value: http://schemas.xmlsoap.org/ws/2004/03/rm/CreateSequence

The SOAP Action header must contain this exact value.

	From
	Mandatory
	Value: <wsa:Address…/> 

	  Address
	Mandatory
	This element must contain the URL of the ping client service or can be the anonymous URI.

	ReplyTo
	Mandatory
	Value: <wsa:Address…/> 

	  Address
	Mandatory
	 This element must contain the URL of the ping client service

	MessageID
	Mandatory
	Value: A unique URI. 
E.g.: uuid:00765982-76f1-41bd-9573-58ca18cee299

	To
	Mandatory
	Value: the URI of the Destination - test echoString service.

	Body
	Mandatory
	Value:<CreateSequence/>

	   CreateSequence
	Mandatory
	Value: empty


Example

Content-Type: text/xml; charset=utf-8

SOAPAction: "http://schemas.xmlsoap.org/ws/2004/03/rm/CreateSequence"

Host: localhost

<?xml version="1.0" encoding="utf-8"?>

<soap:Envelope

   xmlns:wsrm="http://schemas.xmlsoap.org/ws/2004/03/rm"

   xmlns:wsa="http://schemas.xmlsoap.org/ws/2003/03/addressing"

   xmlns:wsu="http://schemas.xmlsoap.org/ws/2002/07/utility"

   xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">

 <soap:Header>

  <wsa:Action> http://schemas.xmlsoap.org/ws/2004/03/rm/CreateSequence </wsa:Action>  

  <wsa:MessageID>  uuid:00765982-76f1-41bd-9573-58ca18cee299  </wsa:MessageID>

  <wsa:From>

   <wsa:Address>  http://schemas.xmlsoap.org/ws/2003/03/addressing/role/anonymous  </wsa:Address>

  </wsa:From>

  <wsa:ReplyTo>

   <wsa:Address>  http://loclhost/client  </wsa:Address>

  </wsa:ReplyTo>

  <wsa:To> http://localhost/RMWorkshopServices/RmPingOneWay.soap </wsa:To>    

 </soap:Header>

 <soap:Body>

  <wsrm:CreateSequence/>

 </soap:Body>

</soap:Envelope>
CreateSequenceResponse Message Structure

Elements and Attributes

Items not listed in the following table MAY be present, but MUST NOT be marked with the mustUnderstand=”1” attribute. Items marked mandatory MUST be generated and processed. Items marked optional MAY be generated but MUST NOT generate a Fault if present.

	Name
	Mandatory?
	Comments

	Action
	Mandatory
	Value: http://schemas.xmlsoap.org/ws/2004/03/rm/CreateSequenceResponse 
The SOAP Action header must contain this exact value.

	From
	Mandatory
	Value: <wsa:Address…/> 

	  Address
	Mandatory
	This element must contain the URL of the ping service.

	MessageID
	Mandatory
	Value: a unique URI.

	RelatesTo
	Mandatory
	e.g. uuid:00765982-76f1-41bd-9573-58ca18cee299

MUST be the value of the MessageID specified in the request message.

	  @RelationshipType
	Mandatory
	Value: wsa:Response

	To
	Mandatory
	This element must contain the URL of the ping client service as specified in the request message's wsa:ReplyTo header.

	Body
	Mandatory
	Value: <CreateSequenceResponse …/>

	  CreateSequenceResponse
	Mandatory
	Value: <wsu:Identifier…/>

	      wsu:Identifier
	Mandatory
	Value: returned sequence identifier


Example

HTTP/1.1 200 OK

Date: Tue, 05 Feb 2004 05:21:35 GMT

Content-Type: text/xml; charset=utf-8

<?xml version="1.0" encoding="utf-8"?>

<soap:Envelope
   xmlns:wsrm="http://schemas.xmlsoap.org/ws/2004/03/rm"

   xmlns:wsa="http://schemas.xmlsoap.org/ws/2003/03/addressing"

   xmlns:wsu="http://schemas.xmlsoap.org/ws/2002/07/utility"

   xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">

 <soap:Header>

  <wsa:Action> http://schemas.xmlsoap.org/ws/2004/03/rm/CreateSequenceResponse </wsa:Action>  

  <wsa:MessageID> uuid:300bfad6-8011-4b47-81fe-15777523e2bd  </wsa:MessageID>

  <wsa:From>

   <wsa:Address> http://localhost/RMWorkshopServices/RmPingAck.soap </wsa:Address>

  </wsa:From>  

  <wsa:RelatesTo RelationshipType="wsa:Response">

   uuid:00765982-76f1-41bd-9573-58ca18cee299

  </wsa:RelatesTo>

  <wsa:To> http://localhost/client </wsa:To>    

 </soap:Header>

  <soap:Body>

   <wsrm:CreateSequenceResponse>

    <wsu:Identifier>  uuid:e3d3afcb-b700-4bb3-87ec-d6c6266c8c99 </wsu:Identifier>

   </wsrm:CreateSequenceResponse>

  </soap:Body>

</soap:Envelope>

TerminateSequence Request Message Structure

Elements and Attributes

Items not listed in the following table MAY be present, but MUST NOT be marked with the mustUnderstand=”1” attribute. Items marked mandatory MUST be generated and processed. Items marked optional MAY be generated but MUST NOT generate a Fault if present.

	Name
	Mandatory?
	Comments

	Action
	Mandatory
	Value: http://schemas.xmlsoap.org/ws/2004/03/rm/TerminateSequence

The SOAP Action header must contain this exact value.

	From
	Mandatory
	Value: <wsa:Address…/> 

	  Address
	Mandatory
	This element must contain the URL of the ping client service.

	MessageID
	Mandatory
	Value: e.g. uuid:00765982-76f1-41bd-9573-58ca18cee299 

	To
	Mandatory
	Value: the URI of the Destination - test echoString service.

	Body
	Mandatory
	Value: <TerminateSequence…/>

	   TerminateSequence
	Mandatory
	Value: <wsu:Identifier…/>

	      wsu:Identifier
	Mandatory
	Value: e.g. uuid:e3d3afcb-b700-4bb3-87ec-d6c6266c8c99

Identifier of the sequence to terminate


Example

Content-Type: text/xml; charset=utf-8

SOAPAction: "http://schemas.xmlsoap.org/ws/2004/03/rm/TerminateSequence"

Host: localhost

<?xml version="1.0" encoding="utf-8"?>

<soap:Envelope

   xmlns:wsrm="http://schemas.xmlsoap.org/ws/2004/03/rm"

   xmlns:wsa="http://schemas.xmlsoap.org/ws/2003/03/addressing"

   xmlns:wsu="http://schemas.xmlsoap.org/ws/2002/07/utility"

   xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">

 <soap:Header>

  <wsa:Action> http://schemas.xmlsoap.org/ws/2004/03/rm/TerminateSequence  </wsa:Action>  

  <wsa:MessageID>  uuid:00765982-76f1-41bd-9573-58ca18cee299  </wsa:MessageID>

  <wsa:From>

   <wsa:Address> http://schemas.xmlsoap.org/ws/2003/03/addressing/role/anonymous </wsa:Address>

  </wsa:From>  

  <wsa:To> http://localhost/RMWorkshopServices/RmPingOneWay.soap </wsa:To>    

 </soap:Header>

 <soap:Body>

  <wsrm:TerminateSequence>

   <wsu:Identifier> uuid:e3d3afcb-b700-4bb3-87ec-d6c6266c8c99 </wsu:Identifier>

  </wsrm:TerminateSequence>

 </soap:Body>

</soap:Envelope>
Scenario #2.4.  AckRequest

This scenario will ensure each RM Destination can successfully process an AckRequest header.  This is built on top of the scenario #1.1.

Specification makes it optional for RM Source to support AckRequest header. It is mandatory for Destination to process AckRequest header. 

Implementing Source part of this scenario is optional. Implementing Destination part of this scenario is mandatory.

Message Exchange 
Variation 1

1. Sender sends the first “ping” message from the previous Ping scenario.

2. Sender sends an AckRequest message to the RM Destination.
3. RM Destination must respond with an ACK at some point.

4. Sender continues sending the remaining “ping” messages in the sequence.

Variation 2

1. Sender includes an AckRequest header on each “ping” message that is sent.

2. RM Destination must respond with an ACK at some point.
RM Destination must respond with SequenceAcknowledgement message(s).  The spec does not dictate “when” the ACK is sent back so the exact message flow will vary between implementations.
During the interop workshop either variant can be exercised.  If no participant chooses to implement a “test client” that can simulate variant #1 then one of the existing clients that includes an AckRequest on each message sent can be used as the “test client” for variant #2 (e.g. Systinet does this already).  The main point of this scenario is to ensure that server-side implementations can support the AckRequest header.
3. WS-Addressing Scenarios

Scenario #3.1.  Fault Generation

This scenario tests the generation of an application fault that is then sent back to the address specified in the WS-Addressing FaultTo header. While a border-line Q/A scenario, this will help complete the WS-Addressing composition interop testing by exercising the “FaultTo” element.

In this scenario the echoString server-side application will generate a SOAP Fault if the application-level sequence string is null. Based on whether the “FaultTo” address is the anonymous URI or not the SOAP Fault will either be sent back on the HTTP response flow or on a new connection from the Destination back to the client.
Message Structure

The form of the messages MUST be as defined in scenario 2.2 or 2.3.  The client application will make one of the "sequence string" parameters null - causing the Fault to the generated.  The exact format of the Fault will be implementation specific and is not relevant to the success of this scenario.

Scenario #3.2.  Endpoint Reference Properties 

This scenario test the ability of an RM endpoint to correctly process the reference properties included in an EPR.  In this scenario the simple “ping” scenario will be modified such that the “From” EPR includes several (implementation defined) reference properties.  The RM Destination must include those reference properties as SOAP Headers on the ACK messages sent back to the sender.

4. Composition with Security

Implementation of these scenarios is optional based on whether or not a participant can support the WSS-Security specifications.

Scenario #4.1.  Composition with WSS-Security X509 Token Profile

This scenario tests the same message exchange as Scenario #2.1 ensuring messages integrity and confidentiality by directly leveraging OASIS Web Services Security SOAP Message Security (WSS) and the WSS: X509 Token Profile. 

If implementation used on RM Destination does not support requirement for CreateSequence/TerminateSequence, the message exchange from Scenario #1.1 MUST be used as a basis.
Prerequisites.
RM Source and RM Destination each has it’s own X509 certificate (single certificate is used for all signing operations) with access to it’s private key. RM Source obtains a public key of the Destination’s certificate by unspecified here means. 
Both certificates used SHOULD NOT have a KeyUsage extension.  If either of certificates does contain a KeyUsage extension, it MUST include the value of digitalSignature. If the certificate of the RM Destination contains a KeyUsage extension, it MUST additionally include the values of keyEncipherment, dataEncipherment 
Message Exchange.
Message flow in this scenario is the same as in scenarios #2.1 (#1.1) with the following steps added to provide integrity and confidentiality for application messages and acknowledgements.

· Signing. In every message in this exchange sender signs RM headers, WS-Addressing headers, wssu:TimeStamp and the Body of the message using the private key corresponding to sender’s certificate. Sender’s certificate is included in the message. Usage of the wssu:TimeStamp element is unspecified.
· Encryption. Only in the Ping messages encryption is used to protect the Body for the recipient using the public key of the Destination’s certificate. Once encryption is applied, the message parts are signed. The corresponding private key used for decryption is found by using <wsse:KeyIdentifier> element.
See section Message Structure below for details on signing and encryption. The following illustrates the message exchange.
1. RM Source sends CreateSequence message signed using the private key corresponding to Source’s certificate.

2. RM Destination sends CreateSequenceResponse back on the HTTP Response flow, containing SequenceIdentifier to be used by the Source. Destination signs the messages using the private key corresponding to Destination’s certificate. 

3. RM Source sends three one-way Ping messages to Destination. The Body of the Ping message is encrypted for the recipient using the public key of the Destination’s certificate. After encryption the message is signed using the private key corresponding to the Source’s certificate.
4. RM Destination sends SequenceAcknowledgements messages back singing them using the private key that corresponds to the Destination’s certificate. 

Message Structure

Messages used in this scenario are (see scenario #2.1):

· CreateSequence
· CreateSequenceResponse
· TerminateSequence

· Ping message 

· Sequence Acknowledgement message
Confidentiality is provided for the body of the Ping message by using the public key from the Destination certificate. The following algorithms are used during encryption:
· Key algorithm: RSA-1_5
· Encryption algorithm: TripleDes-CBC
· Encryption Type: #content

Sender generates a random symmetric “session” key and encrypts the data under this key using TripleDes-CBC algborithm. Sender encrypts the session key under the public key from the X509 certificate of the Receiver using RSA-1.5 algorithm.

RM elements, Addressing headers and Body of the messages are signed using the private key corresponding to the sender’s X509 certificate. The following algorithms are used during signing:

· Canonicalization method: 
Exclusive Canonicalization. 

· Signature method: 

RSA-SHA1

· Digest method:

SHA1

Below is the complete list of what elements of the messages used in this scenario that are being encrypted and/or signed. 
1. All RM elements MUST be signed. In the case of CreateSequence, CreateSequenceResponse and TerminateSequence, the whole Body is signed including these elements.
	Header
	Signed
	Encrypted

	wsrm:Sequence
	Yes
	No

	wsrm:SequenceAcknowledgment
	Yes
	No

	wsrm:CreateSequence
	Yes
	No

	wsrm:CreateSequenceResponse
	Yes
	No

	wsrm:TerminateSequence
	Yes
	No


2. All WS-Addressing headers used must be signed.
	Header
	Signed
	Encrypted

	wsa:MessageID
	Yes
	No

	wsa:To
	Yes
	No

	wsa:Action
	Yes
	No

	wsa:From
	Yes
	No

	wsa:FaultTo
	Yes
	No

	wsa:RelatesTo
	Yes
	No


3. wsse:Security/wssu:TimeStamp element MUST be signed.

4. The content of the soap:Body of the Ping message MUST be encrypted and then the entire Body element MUST be signed. Note, the <wsrm:Sequence> as well as WS-Addressing headers and wssu:TimeStamp MUST be signed with the soap:Body in order to "bind" them together. The Body of messages other then Ping message MUST be signed only.
The following requirements MUST be met for WS-Security elements used in the messages.
	Element/Attribute
	Requirement

	wsse:Security
	MUST have soap:mustUnderstand=”1” attribute. The child element wsse:Signature MUST precede the wsse:EncryptedKey

	  wsse:BinarySecurityToken
	The value MUST be a PK certificate suitable for verifying the signature.

	     @ValueType
	http://www.docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3

	     @EncodingType
	http://www.docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary

	      @wssu:Id
	MUST be used to reference the token from the signature 

	  ds:Signature
	RM elements, Addressing headers and the EncryptedData within the Body in case of the Ping message MUST be signed together. 

	       ds:SignedInfo   
	ds:CanonicalizationMethod/@Algorithm MUST be set to  http://www.w3.org/2001/10/xml-exc-c14n#
ds:SignatureMethod/@Algorithm MUST be set to http://www.w3.org/2000/09/xmldsig#rsa-sha1

	            ds:Reference
	ds:SignedInfo MUST include reference element for each RM header, Addressing header and the Body element signed. MUST contain a single Transforms\Transform element with algorithm set to http://www.w3.org/2001/10/xml-exc-c14n#”. DigestMethod/@Algorithm MUST be http://www.w3.org/2000/09/xmldsig#sha1

	       ds:SignatureValue
	The signature value MUST be calculated per specification, using the private key corresponding to the public key specified in the certificate in the wsse:BinarySecurityToken

	       ds:KeyInfo
	MUST contain a wsse:SecurityTokenReference element with a reference to a relative URI which indicates the BinarySecurityToken

	  xenc:EncryptedKey
	Contains encrypted session key used to encrypt the Body. 

	    xenc:EncryptionMethod
	@Algorithm MUST be present and set to

http://www.w3.org/2001/04/xmlenc#rsa-1_5


	   ds:KeyInfo
	MUST contain wsse:SecurityTokenReference element. 

	      wsse:SecurityTokenReference
	The SecurityTokenReference MUST contain a wsse:KeyIdentifier element and a wssu:Id.

	         wsse:KeyIdentifier
	The value of the wsse:KeyIndentifier MUST be the base64 encoded value of the Receiver’s certificate’s X.509 SubjectkeyIdentifier extension.

wsse:KeyIdentifier/@ValueType MUST be present and set to

  http://www.docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509SubjectKeyIdentifier
wsse:KeyIdentifier/@EncodingType MAY be omitted, but if present, MUST be set to

http://www.docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary

	   xenc:CipherData
	The CipherData MUST CipherValue element with the session key encrypted using the Public Key of the certificate referenced by the xenc:EncryptedKey\ds:KeyInfo (Receiver's X.509 certificate), using the RSA-1_5 algorithm.

	xenc:ReferenceList
	MUST contain a single xenc:DataRaference element with a @URI attribute pointing to the xenc:EncryptedData  element inside the soap:Body.

	wssu:TimeStamp
	MUST contain @wssu:Id attribute to be used when referencing this element from the signature.

The Created element within the wssu:TimeStamp SHOULD contain current local time at the Sender expressed in the UTC timezone with a maximum granularity of seconds.

	soap:Body/wsse:EncryptedData
	The xenc:EncryptedData MUST contain @Id attribute referenced in the xenc:ReferenceList of the wsse:EncryptedKey. MUST have the @Type attribute set to

http://www.w3.org/2001/04/xmlenc#Content 

MUST contain the xenc:EncryptionMethod element with the @Algorithm attribute set to

http://www.w3.org/2001/04/xmlenc#tripledes-cbc

The CypherData MUST contain the encrypted form of the Body, encrypted under a session key, using the TripleDES algorithm.


Included here are examples of CreateSequence, Ping and SequenceAcknowledgement messages.  Messages TerminateSequence and CreateSequenceResponse have similar security requirements to CreateSequence message and are omitted for brevity.
CreateSequence Message Example (non-normative)
<?xml version="1.0" encoding="utf-8" ?>

<soap:Envelope 

    xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"     

    xmlns:wsa="http://schemas.xmlsoap.org/ws/2003/03/addressing"

    xmlns:wsse="http://www.docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"

    xmlns:wssu=http://www.docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd
    xmlns:xenc="http://www.w3.org/2001/04/xmlenc#">

    <soap:Header>

        <wsa:Action wssu:Id="Id-f12d61ab-8b5d-4ccd-a690-2b7377cc960f">

            http://schemas.xmlsoap.org/ws/2004/03/rm/CreateSequence

        </wsa:Action>

        <wsa:ReplyTo wssu:Id="Id-78af009d-df5d-4750-95a3-3c71b996b41e">

            <wsa:Address>
 

http://schemas.xmlsoap.org/ws/2003/03/addressing/role/anonymous
 
    </wsa:Address>

        </wsa:ReplyTo>

        <wsa:MessageID wssu:Id="Id-bbf8f471-5a8b-433e-aa76-5fe8612f4999">

 

uuid:2e5ea6ac-6177-4bb6-97a1-1e2816ffa70d

 
</wsa:MessageID>

        <wsa:To wssu:Id="Id-76ca76ff-3351-4927-add6-84cbababb4f4">

        http://localhost/RMWorkshopServices/RmPingOneWay.soap

        </wsa:To>

        <wsse:Security soap:mustUnderstand="1">

            <wssu:Timestamp wssu:Id="Timestamp-bdacc592-1e94-4396-b414-10e8725e9c0a">

                <wssu:Created>2004-03-22T03:49:35Z</wssu:Created>

                <wssu:Expires>2004-03-22T03:54:35Z</wssu:Expires>

            </wssu:Timestamp>

            <wsse:BinarySecurityToken

               ValueType="http://www.docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"

               EncodingType="http://www.docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"

               wssu:Id="SecurityToken-0a5c55be-49ef-48d2-ab58-e8b7b0cecb45">



....=

             </wsse:BinarySecurityToken>

            <Signature xmlns="http://www.w3.org/2000/09/xmldsig#">

                <SignedInfo>

                    <CanonicalizationMethod      Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />

                    <SignatureMethod                  Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1" />

                    <Reference URI="#Id-f12d61ab-8b5d-4ccd-a690-2b7377cc960f">

                        <Transforms>

                            <Transform      Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />

                        </Transforms>

                        <DigestMethod 

                             Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />

                        <DigestValue>RRPfL06LdorXIECd3xp+uiH1so4=</DigestValue>

                    </Reference>

                    <Reference URI="#Id-78af009d-df5d-4750-95a3-3c71b996b41e">

                        <Transforms>

                            <Transform 
Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />

                        </Transforms>

                        <DigestMethod 
Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />

                        <DigestValue>ABsPvY+MFdDpRYpNoZO/O5DIrhU=</DigestValue>

                    </Reference>

                    <Reference URI="#Id-bbf8f471-5a8b-433e-aa76-5fe8612f4999">

                        <Transforms>

                            <Transform 
Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />

                        </Transforms>

                        <DigestMethod 
Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />

                        <DigestValue>MXmVdgzlSVyC1pFuTQ6fRVgyXr4=</DigestValue>

                    </Reference>

                    <Reference URI="#Id-76ca76ff-3351-4927-add6-84cbababb4f4">

                        <Transforms>

                            <Transform 
Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />

                        </Transforms>

                        <DigestMethod 
Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />

                        <DigestValue>Wey9IJ+XBXC/qV6lPjqxHY1i1VU=</DigestValue>

                    </Reference>

                    <Reference URI="#Timestamp-bdacc592-1e94-4396-b414-10e8725e9c0a">

                        <Transforms>

                            <Transform 
Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />

                        </Transforms>

                        <DigestMethod 
Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />

                        <DigestValue>wPkzOSk9WyGlJDQrQPVbDzozEDI=</DigestValue>

                    </Reference>

                    <Reference URI="#Id-8e4cd62a-c576-45d3-aa22-09d9c236e6f3">

                        <Transforms>

                            <Transform 
Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />

                        </Transforms>

                        <DigestMethod 
Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />

                        <DigestValue>x/aiiAINbfi9q+QvtwbYqbJ9Z50=</DigestValue>

                    </Reference>

                </SignedInfo>

                <SignatureValue>Ox4....o2y0=</SignatureValue>

                <KeyInfo>

                    <wsse:SecurityTokenReference>

                        <wsse:Reference 

URI="#SecurityToken-0a5c55be-49ef-48d2-ab58-e8b7b0cecb45"

 ValueType="http://www.docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3" />

                    </wsse:SecurityTokenReference>

                </KeyInfo>

            </Signature>            
        </wsse:Security>

    </soap:Header>

    <soap:Body wssu:Id="Id-8e4cd62a-c576-45d3-aa22-09d9c236e6f3">
 
<wsrm:CreateSequence />
    </soap:Body>

</soap:Envelope> 
Ping Message Example (non-normative)

<?xml version="1.0" encoding="utf-8" ?>

<soap:Envelope 

    xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"     

    xmlns:wsa="http://schemas.xmlsoap.org/ws/2003/03/addressing"

    xmlns:wsse="http://www.docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"

    xmlns:wssu=”http://www.docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd”
    xmlns:wsu="http://schemas.xmlsoap.org/ws/2002/07/utility"
    xmlns:xenc="http://www.w3.org/2001/04/xmlenc#">

    <soap:Header>

        <wsrm:Sequence wssu:Id="Id-BBB1DD46-8CC5-445c-A6AD-54E8B0014386" soap:mustUnderstand="1">

            <wsu:Identifier>

                uuid:ac32e1a7-a466-4c25-ba2c-8ce47f346118

            </wsu:Identifier>

            <wsrm:MessageNumber>1</wsrm:MessageNumber>

        </wsrm:Sequence>

        <wsa:Action wssu:Id="Id-f12d61ab-8b5d-4ccd-a690-2b7377cc960f">

            urn:wsrm:Ping
        </wsa:Action>

        <wsa:From wssu:Id="Id-78af009d-df5d-4750-95a3-3c71b996b41e">

            <wsa:Address>http://localhost/RMWorkshopServices/RmPingAck.soap</wsa:Address>

        </wsa:From>

        <wsa:MessageID wssu:Id="Id-bbf8f471-5a8b-433e-aa76-5fe8612f4999">

 

uuid:300bfad6-8011-4b47-81fe-15777523e2bd

 
</wsa:MessageID>

 
   <wsa:To wssu:Id="Id-76ca76ff-3351-4927-add6-84cbababb4f4">

        http://localhost/RMWorkshopServices/RmPingOneWay.soap

        </wsa:To>

        <wsse:Security soap:mustUnderstand="1">

            <wssu:Timestamp wssu:Id="Timestamp-bdacc592-1e94-4396-b414-10e8725e9c0a">

                <wssu:Created>2004-03-22T03Ô49:35Z</wssu:Created>

                <wssu:Expires>2004-03-22T03Ô54:35Z</wssu:Expires>

            </wssu:Timestamp>

            <wsse:BinarySecurityToken

               ValueType="http://www.docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"

               EncodingType="http://www.docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"

               wssu:Id="SecurityToken-0a5c55be-49ef-48d2-ab58-e8b7b0cecb45">



....=


    </wsse:BinarySecurityToken>

            <Signature xmlns="http://www.w3.org/2000/09/xmldsig#">

                <SignedInfo>

                    <CanonicalizationMethod 

                        Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />

                    <SignatureMethod 

                        Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1" />

                    <Reference URI="#Id-BBB1DD46-8CC5-445c-A6AD-54E8B0014386">

                        <Transforms>

                            <Transform 

                               Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />

                        </Transforms>

                        <DigestMethod 

                             Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />

                        <DigestValue>......</DigestValue>

                    </Reference>

                    <Reference URI="#Id-f12d61ab-8b5d-4ccd-a690-2b7377cc960f">

                        <Transforms>

                            <Transform      Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />

                        </Transforms>

                        <DigestMethod    Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />

                        <DigestValue>RRPfL06LdorXIECd3xp+uiH1so4=</DigestValue>

                    </Reference>

                    <Reference URI="#Id-78af009d-df5d-4750-95a3-3c71b996b41e">

                        <Transforms>

                            <Transform      Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />

                        </Transforms>

                        <DigestMethod 
Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />

                        <DigestValue>ABsPvY+MFdDpRYpNoZO/O5DIrhU=</DigestValue>

                    </Reference>

                    <Reference URI="#Id-bbf8f471-5a8b-433e-aa76-5fe8612f4999">

                        <Transforms>

                            <Transform       Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />

                        </Transforms>

                        <DigestMethod 
Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />

                        <DigestValue>MXmVdgzlSVyC1pFuTQ6fRVgyXr4=</DigestValue>

                    </Reference>

                    <Reference URI="#Id-76ca76ff-3351-4927-add6-84cbababb4f4">

                        <Transforms>

                            <Transform 
Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />

                        </Transforms>

                        <DigestMethod 
Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />

                        <DigestValue>Wey9IJ+XBXC/qV6lPjqxHY1i1VU=</DigestValue>

                    </Reference>

                    <Reference URI="#Timestamp-bdacc592-1e94-4396-b414-10e8725e9c0a">

                        <Transforms>

                            <Transform 
Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />

                        </Transforms>

                        <DigestMethod 
Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />

                        <DigestValue>wPkzOSk9WyGlJDQrQPVbDzozEDI=</DigestValue>

                    </Reference>

                    <Reference URI="#Id-8e4cd62a-c576-45d3-aa22-09d9c236e6f3">

                        <Transforms>

                            <Transform 
Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />

                        </Transforms>

                        <DigestMethod 

 



Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />

                        <DigestValue>x/aiiAINbfi9q+QvtwbYqbJ9Z50=</DigestValue>

                    </Reference>

                </SignedInfo>

                <SignatureValue>Ox4....o2y0=</SignatureValue>

                <KeyInfo>

                    <wsse:SecurityTokenReference>

                        <wsse:Referen£e 

 



URI="#SecurityToken-0a5c55be-49ef-48d2-ab58-e8b7b0cecb45"

 


ValueType="http://www.docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3" />

                    </wsse:SecurityTokenReference>

                </KeyInfo>

            </Signature>

            <xenc:EncryptedKey>

                <xenc:EncryptionMethod 

 


Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-1_5" />

                <KeyInfo xmlns="http://www.w3.org/2000/09/xmldsig#">

                    <wsse:SecurityTokenReference>

                        <wsse:KeyIdentifier ValueType="http://www.docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509SubjectKeyIdentifier">

                          8Pyt70GO7T4HL16uR99330yhg4o=




</wsse:KeyIdentifier>

                    </wsse:SecurityTokenReference>

                </KeyInfo>

                <xenc:CipherData>

                    <xenc:CipherValue>o5....MM=</xenc:CipherValue>

                </xenc:CipherData>

                <xenc:ReferenaeList>

                    <xenc:DataReference 

 


URI="#EncryptedContent-993f9518-5343-44f2-abd1-25430d007c3e" />

                </xenc:Referen£eList>

            </xenc:EncryptedKey>

        </wsse:Security>

    </soap:Header>

    <soap:Body wssu:Id="Id-8e4cd62a-c576-45d3-aa22-09d9c236e6f3">

        <xenc:EncryptedData 

 

Id="EncryptedContent-993f9518-5343-44f2-abd1-25430d007c3e"

 

Type="http://www.w3.org/2001/04/xmlenc#Content">

            <xenc:EncryptionMethod 

 

Algorithm="http://www.w3.org/2001/04/xmlenc#tripledes-cbc" />

            <xenc:CipherData>

                <xenc:CipherValue>....</xenc:CipherValue>

            </xenc:CipherData>

        </xenc:EncryptedData>

    </soap:Body>

</soap:Envelope>
Sequence Acknowledgement Message Example (non-normative)

  <?xml version="1.0" encoding="utf-8" ?>

<soap:Envelope 

    xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"     

    xmlns:wsa="http://schemas.xmlsoap.org/ws/2003/03/addressing"

    xmlns:wsse="http://www.docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"

    xmlns:wssu="http://www.docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"

    xmlns:wsu="http://schemas.xmlsoap.org/ws/2002/07/utility"

    xmlns:xenc="http://www.w3.org/2001/04/xmlenc#">

    <soap:Header>

        <wsrm:SequenceAcknowledgement wssu:Id="Id-BBB1DD46-8CC5-445c-A6AD-54E8B0014386" >

            <wsu:Identifier>

                uuid:ac32e1a7-a466-4c25-ba2c-8ce47f346118

            </wsu:Identifier>

            <wsrm:AcknowledgementRange Upper="1" Lower="1" />

            </wsrm:SequenceAcknowledgement>        

        <wsa:Action wssu:Id="Id-f12d61ab-8b5d-4ccd-a690-2b7377cc960f">

            http://schemas.xmlsoap.org/ws/2004/03/rm/SequenceAcknowledgement

        </wsa:Action>

        <wsa:From  wssu:Id="Id-78af009d-df5d-4750-95a3-3c71b996b41e">

            <wsa:Address>http://localhost/RMWorkshopServices/RmPingOneWay.soap</wsa:Address>

        </wsa:From>

 
   <wsa:To wssu:Id="Id-76ca76ff-3351-4927-add6-84cbababb4f4">

        http://localhost/RMWorkshopServices/RmPingAck.soap

        </wsa:To>

        <wsse:Security soap:mustUnderstand="1">

            <wssu:Timestamp wssu:Id="Timestamp-bdacc592-1e94-4396-b414-10e8725e9c0a">

                <wssu:Created>2004-03-22T03Ô49:35Z</wssu:Created>

                <wssu:Expires>2004-03-22T03Ô54:35Z</wssu:Expires>

            </wssu:Timestamp>

            <wsse:BinarySecurityToken

               ValueType="http://www.docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"

               EncodingType="http://www.docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"

               wssu:Id="SecurityToken-0a5c55be-49ef-48d2-ab58-e8b7b0cecb45">



....=


    </wsse:BinarySecurityToken>

            <Signature xmlns="http://www.w3.org/2000/09/xmldsig#">

                <SignedInfo>

                    <CanonicalizationMethod 

                        Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />

                    <SignatureMethod 

                        Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1" />

                    <Reference URI="#Id-BBB1DD46-8CC5-445c-A6AD-54E8B0014386">

                        <Transforms>

                            <Transform            Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />

                        </Transforms>

                        <DigestMethod          Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />

                        <DigestValue>......</DigestValue>

                    </Reference>

                    <Reference URI="#Id-f12d61ab-8b5d-4ccd-a690-2b7377cc960f">

                        <Transforms>

                            <Transform         Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />

                        </Transforms>

                        <DigestMethod       Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />

                        <DigestValue>RRPfL06LdorXIECd3xp+uiH1so4=</DigestValue>

                    </Reference>

                    <Reference URI="#Id-78af009d-df5d-4750-95a3-3c71b996b41e">

                        <Transforms>

                            <Transform
Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />

                        </Transforms>

                        <DigestMethod
Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />

                        <DigestValue>ABsPvY+MFdDpRYpNoZO/O5DIrhU=</DigestValue>

                    </Reference>                    

                    <Reference URI="#Id-76ca76ff-3351-4927-add6-84cbababb4f4">

                        <Transforms>

                            <Transform
Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />

                        </Transforms>

                        <DigestMethod
Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />

                        <DigestValue>Wey9IJ+XBXC/qV6lPjqxHY1i1VU=</DigestValue>

                    </Reference>

                    <Reference URI="#Timestamp-bdacc592-1e94-4396-b414-10e8725e9c0a">

                        <Transforms>

                            <Transform       Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />

                        </Transforms>

                        <DigestMethod
Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />

                        <DigestValue>wPkzOSk9WyGlJDQrQPVbDzozEDI=</DigestValue>

                    </Reference>                

                </SignedInfo>

                <SignatureValue>Ox4....o2y0=</SignatureValue>

                <KeyInfo>

                    <wsse:SecurityTokenReference>

                        <wsse:Referen£e 

 



URI="#SecurityToken-0a5c55be-49ef-48d2-ab58-e8b7b0cecb45"

 


ValueType="http://www.docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3" />

                    </wsse:SecurityTokenReference>

                </KeyInfo>

            </Signature>            

        </wsse:Security>

    </soap:Header>

    <soap:Body/>        

</soap:Envelope>
Scenario #4.2.  Composition with WS-SecureConversation

This scenario tests the same message exchange as Scenario #2.3 ensuring messages. RM Source and Destination establish Security Context and use it to provide integrity and confidentiality for application Requests, application Responses and acknowledgement messages.
Exact message structure and message exchange for this scenario will be defined later.
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