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For OASIS
OASIS (Organization for the Advancement of Structured Information Standards) is a not-for-profit, international consortium that drives the development, convergence, and adoption of e-business standards. Members themselves set the OASIS technical agenda, using a lightweight, open process expressly designed to promote industry consensus and unite disparate efforts. The consortium produces open standards for Web services, security, e-business, and standardization efforts in the public sector and for application-specific markets. OASIS was founded in 1993. More information can be found on the OASIS website at http://www.oasis-open.org. 

The purpose of the OASIS WS-SX TC is to define extensions to OASIS Web Services Security to enable trusted SOAP message exchanges involving multiple message exchanges and to define security policies that govern the formats and tokens of such messages. This work will be carried out through continued refinement of the Web Services SecureConversation, SecurityPolicy and Trust specifications submitted to the TC as referenced in this charter. 
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Introduction
This document contains basic interoperability scenarios for services and clients that use WS-Trust and WS-SecureConversation. In each scenario there are Client, Service and Security Token Service (STS). The message flow is common across all scenarios.
Client issues a request to STS and exchanges an X509 or a Username Token representing Client’s identity for a SAML1.1 token with client’s identity claims.

Client uses SAML Token to authenticate to the Service.

Specific security protection mechanisms vary across scenarios.
Namespaces
Unless overridden by a namespace declaration inside an XML fragment, this document uses the following namespaces:
	Prefix
	Namespace

	s
	http://www.w3.org/2003/05/soap-envelope 
or 
http://schemas.xmlsoap.org/soap/envelope  

	a
	http://schemas.xmlsoap.org/ws/2004/08/addressing

	Tbd
	Need to collect other used namespaces from example files, updated ones for Trust, SC and SP


WS-SX Interop Scenarios

The scenarios here iterate over different configurations of 3-way Token Issuance. When two different WS-Trust implementations participate in WS-Trust Token Issuance scenario three scenario roles (the Client, Service and STS) can be distributed across the two implementations. The scenarios have the following possible combinations of participants.

	Participant Combination
	Client
	STS
	Service

	(Client1, STS2, Service2) 
	Implementation 1
	Implementation 2
	Implementation 2

	(Client1, STS1, Service2)
	Implementation 1
	Implementation 1
	Implementation 2

	(Client1, STS2, Service1)
	Implementation 1
	Implementation 2
	Implementation 1


The following scenarios were chosen to cover different combinations of parameters discussed below.
	Scenario
	Participant Combination
	Client and STS Security binding
	Client and Service Security Binding

	1
	(Client:1,STS:2,Service:2)
	UsernameOverTransport
	IssuedTokenOverTransport

	2
	(Client:1,STS:2,Service:2)
	MutualCertificate, WSS1.0
	IssuedToken

	3
	(Client:1,STS:1,Service:2)
	MutualCeritificate, WSS1.0
	IssuedToken

	4
	(Client:1,STS:2,Service:1)
	MutualCeritificate, WSS1.0
	IssuedToken

	2
	(Client:1,STS:2,Service:2)
	MutualCertificate, WSS1.1
	IssuedTokenForCertificate

	6
	(Client:1,STS:2,Service:2)
	MutualCertificate, WSS1.1
	SecureConversation


Preconditions

WSDL and Schema

· Service WSDL:
service.wsdl (link)

· STS WSDL:
sts.wsdl (link)

Certificates

The following certificates are associated with roles used across scenarios.

· Client:

Alice

· STS:

WssIP

· Service:
Bob

Trust and Proof Keys

In all scenarios a trust relationship between the STS and Service is established by providing (out-of-band) the STS with the public key of the Service’s X509 certificate and Service with the public key of the STS’s X509 certificate.

In all Scenarios the STS will issue a symmetric proof-of-possession key associated with the SAML token. The key length can be requested by the Client via RequestSecurityToken\KeySize element, or is 256 by default.

The SAML token contains this proof-of-possession key encrypted for the Service’s X509 certificate.

Client and STS Security Bindings
Each Scenario defined above will use one of the following security bindings for message exchanges between the Client and STS.
UsernameOverTransport

This binding is used in Scenario 1.
Username Token is used to authenticate the Client. The STS’s certificate is used to authenticate the service. Secure transport (HTTPS) is used for message protection. 

Message Examples

· Client to STS Request: 

C2STS_UT_RST.xml (link)

· STS to Client Response: 
C2STS_UT_RSTR.xml (link)

MutualCertificate, WSS1.0

This binding is used in Scenarios 2, 3 and 4.

The Client and STS X509 certificates are used to authenticate the Client and STS respectively. The Client sends a request to the STS signed using the Client’s X509 certificate, and encrypted using ephemeral key K protected for the STS's X509 Certificate. The Server signs the response using DKT1(K) and DKT2(K) representing keys derived from K per WS-SecureConversation. Signature corresponding to DKT1(K) is signed using Client’s certificate. Response is signed using DKT3(K), encrypted using DKT4(K). 

Message Examples

· Client to STS Request: 

C2STS_MC10_RST.xml (link)

· STS to Client Response: 
C2STS_MC10_RSTR.xml (link)
MutualCertificate, WSS1.1

This binding is used in Scenarios 5 and 6.
This mode requires WS-Security 1.1.

Client and STS X509 certificates are used to authenticate client and STS respectively. Client sends Request to STS signed using DKT1(K), then encrypted using a DKT2(K), K is ephemeral key protected for STS's Certificate, DKT1(K) and DKT2(K) represent keys derived from K per WS-SecureConversation. Signature corresponding to DKT1(K) is signed using Client’s certificate. Response is signed using DKT3(K), encrypted using DKT4(K). 

Message Examples

· Client to STS Request: 

C2STS_MC11_RST.xml (link)
· STS to Client Response: 
C2STS_MC11_RSTR.xml (link)
Client and Service Security Bindings

Each scenario defined above will use one of the following security bindings for message exchanges between the Client and Service.
IssuedTokenOverTransport
This binding is used in Scenario 1.

SAML token issued to the Client by the STS is used to authenticate the Client. The Service’s X509 certificate is used to authenticate the Service. Secure transport (HTTPS) is used to protect messages. 

Message Examples

· Client to Service Request:
C2S_IOverT_Request.xml (link)

· Service to Client Response:
C2S_IOverT_Response.xml (link)
IssuedToken

This binding is used in Scenarios 2, 3 and 4.

SAML token issued to the Client by STS is used to authenticate the Client. Messages are signed then encrypted using symmetric keys derived from the symmetric proof-of-possession key Sx associated with the SAML token.

Message Examples

· Client to Service Request:
C2S_I_Request.xml (link)

· Service to Client Response:
C2S_I_Response.xml (link)
IssuedTokenForCertificate

This binding is used for Scenario 5.

This mode requires WS-Security 1.1.

SAML token issued to the Client by STS is used to authenticate the Client. Service’s X509 certificate is used to authenticate the Service.  Client sends Request to the Service signed using DKT1(K), then encrypted using a DKT2(K), K is ephemeral key protected for STS's Certificate, DKT1(K) and DKT2(K) represent keys derived from K per WS-SecureConversation. Signature corresponding to DKT1(K) is signed using a key DKT(Sx) derived from symmetric proof-of-possession key Sx associated with the SAML token issued to the client by STS. SAML token is included in the message. 

Message Examples

· Client to Service Request:
C2S_I4C_Request.xml (link)

· Service to Client Response:
C2S_I4C_Response.xml (link)
SecureConversation

This binding is used for Scenario 6.

Secure session key Sz is established following Secure Conversation. RequestSecurityToken and RequestSecurityTokenResponse are protected following IssuedTokenForCertificate binding described above. Application messages are protected using symmetric keys derived from Sz following Secure Conversation.

Message Examples
TBD
Notes
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