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Introduction

These scenarios are intended to test the interoperability of different implementations performing common operations and to test the soundness of the various specifications and clarity and mutual understanding of their meaning and proper application.

THESE SCENARIOS ARE NOT INTENDED TO REPRESENT REASONABLE OR USEFUL PRACTICAL APPLICATIONS OF THE SPECIFICATIONS. THEY HAVE BEEN DESIGNED PURELY FOR THE PURPOSES INDICATED ABOVE AND DO NOT NECESSARILY REPRESENT EFFICIENT OR SECURE MEANS OF PERFORMING THE INDICATED FUNCTIONS. IN PARTICULAR THESE SCENARIOS ARE KNOWN TO VIOLATE SECURITY BEST PRACTICES IN SOME RESPECTS AND IN GENERAL HAVE NOT BEEN EXTENSIVELY VETTED FOR ATTACKS.
1.1 Terminology

The key words must, must not, required, shall, shall not, should, should not, recommended, may, and optional in this document are to be interpreted as described in [RFC2119].

2 Roles

All of the scenarios involve a Requestor. The Requestor usually sends a message (RTS) to the Security Token Service (STS) and receives a response message (RSTR). In some scenarios, the requestor may further send one or more messages to a Recipient. 

3 Scenario #1: Requestor obtains SAML 1.1 Bearer Token from STS

The requestor sends the STS a message over HTTP requesting issuance of a SAML token. The RST message is secured by a WSS 1.1 UserName token placed in the SOAP security header. The STS responds with a RSTR message with a SAML bearer token. The SAML token is signed by the STS. The certificate used to sign the SAML token is included in the <ds:keyinfo> element of the assertion.

3.1 Agreements

This section describes the agreements that must be made, directly or indirectly between parties who wish to interoperate.

3.1.1 User Name and Password

The requestor and the STS must agree on a list of acceptable user names and passwords.

3.2 Parameters

This section describes parameters that are required to correctly create or process messages, but not a matter of mutual agreement.

No parameters are required.

3.3 General Message Flow

This section provides a general overview of the flow of messages.

This contract covers a request/response MEP over the http binding. SOAP 1.1 MUST be used. As required by SOAP 1.1, the SOAPAction http header MUST be present. Any value, including a null string may be used. The recipient SHOULD ignore the value. 

The STS checks the name and password found in the SOAP header. If it can find the name and password pair in its local lists, it creates a RSTR message with a SAML 1.1 assertion. The method attribute of the SubjectConfirmation element should be set to urn:oasis:names:tc:SAML:1.0:cm:bearer.  
3.3.1 Message Elements and Attributes

Items not listed in the following table MAY be present, but MUST NOT be marked with the mustUnderstand=”1” attribute. Items marked mandatory MUST be generated and processed. Items marked optional MAY be generated and MUST be processed if present. Items MUST appear in the order specified, except as noted.

	Name
	Mandatory?

	Security
	Mandatory

	  mustUnderstand=“1”
	Mandatory

	
	Mandatory

	
	Mandatory

	
	Mandatory

	
	

	
	

	
	

	
	

	
	

	
	

	
	Mandatory

	Body
	Mandatory

	
	Mandatory

	  
	Mandatory

	  
	Mandatory

	
	Mandatory


3.3.2 Message Creation -TBD

3.3.2.1 Security

The Security element MUST contain the mustUnderstand=“1” attribute.

3.3.2.2 Body

3.3.3 Message Processing

This section describes the processing performed by the STS. If an error is detected, the STS MUST cease processing the message and issue a Fault with a value of FailedAuthentication.

3.3.3.1 Security

3.3.3.2 UserName Token

3.3.4 Example (Non-normative)

Here is an example request.

<?xml version="1.0" encoding="utf-8" ?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

 xmlns:xsd="http://www.w3.org/2001/XMLSchema">

 <soap:Header>  

  <wsse:Security soap:mustUnderstand=“1” xmlns:wsse="http://schemas.xmlsoap.org/ws/2003/06/secext">


   **TBD**

  </wsse:Security>

 </soap:Header>

 <soap:Body wsu:Id="body" xmlns:wsu="http://schemas.xmlsoap.org/ws/2003/06/utility">

  **TBD**


</soap:Body>

</soap:Envelope>

3.4 Second Message - Response

3.4.1 Message Elements and Attributes

Items not listed in the following table MUST NOT be created or processed. Items marked mandatory MUST be generated and processed. Items marked optional MAY be generated and MUST be processed if present. Items MUST appear in the order specified, except as noted.

	Name
	Mandatory?

	Security
	Mandatory

	  mustUnderstand=“1”
	Mandatory

	
	Mandatory

	Body
	Mandatory

	
	Mandatory

	
	Mandatory

	
	Mandatory

	
	Mandatory


3.4.2 Message Creation

3.4.2.1 Security

The Security element MUST contain the mustUnderstand=“1” attribute. Any other header elements MUST NOT be labeled with a mustUnderstand=“1” attribute.

3.4.2.2 Timestamp

The Created element within the Timestamp SHOULD contain the current local time at the sender expressed in the UTC timezone.

3.4.2.3 Body

3.4.3 Message Processing

This section describes the processing performed by the STS. If an error is detected, the STS MUST cease processing the message and report the fault locally with a value of wst:FailedAuthentication (name or password are unacceptable) or wst:RequestFailed (other reasons for failure).

3.4.3.1 Security

3.4.3.2 Body

3.4.3.3 Signature

The body after decryption, MUST be verified against the signature using the specified algorithms and transforms and the indicated public key.

3.4.4 Example (Non-normative)

Here is an example response.

<?xml version="1.0" encoding="utf-8" ?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

 xmlns:xsd="http://www.w3.org/2001/XMLSchema">

 <soap:Header>  

  <wsse:Security soap:mustUnderstand=“1” xmlns:wsse="http://schemas.xmlsoap.org/ws/2003/06/secext">

      **TBD***

  </wsse:Security>

 </soap:Header>

 <soap:Body wsu:Id="body" xmlns:wsu="http://schemas.xmlsoap.org/ws/2003/06/utility">

  **TBD**

 </soap:Body>

</soap:Envelope>

3.5 Other processing

This section describes processing that occurs outside of generating or processing a message.

3.5.1 Requester

No additional processing is required.

3.5.2 Responder

No additional processing is required.

3.6 Expected Security Properties

Use of the service is restricted to authorized parties that can present valid user name and password.

4 Scenario #2:  Requestor obtains SAML 1.1 HoK Over Bilateral HTTPS 

The requestor sends the STS a message requesting issuance of a SAML token over bilateral HTTPS. The RST message does not include a security header. The STS validates the requestors X.509v3 certificate and responds with a RSTR message with a SAML holder of key assertion. 

The <SubjectConfirmation>/<ds:KeyInfo> element in the SAML assertion includes the issuer and serial number of the requestors X.509 certificate. The Method attribute of the <SubjectConfirmation> element is set to urn:oasis:names:tc:SAML:1.0:cm:holder-of-key.
The SAML assertion is signed by the STS.  The certificate used to sign the SAML token is included in the <ds:keyinfo> element of the assertion.

4.1 Agreements

This section describes the agreements that must be made, directly or indirectly between parties who wish to interoperate.

4.1.1 CERT-VALUE 

This is an opaque identifier indicating the X.509 certificate to be used by the Requestor. The certificate in question MUST be obtained by the STS by unspecified means. The Requestor MUST have access to the Private key corresponding to the Public key in the certificate.

4.1.2 Signature Trust Root

This refers generally to agreeing on at least one trusted key and any other certificates and sources of revocation information sufficient to validate certificates sent for the purpose of signature verification.

4.2 Parameters

This section describes parameters that are required to correctly create or process messages, but not a matter of mutual agreement.

No parameters are required.

4.3 General Message Flow

This section provides a general overview of the flow of messages.

This contract covers a request/response MEP over the http binding. SOAP 1.1 MUST be used. As required by SOAP 1.1, the SOAPAction http header MUST be present. Any value, including a null string may be used. The recipient SHOULD ignore the value. 

Once, the SSL handshake succeeds, the STS checks the X.509 certificate presented by the requestor against CERT-VALUE. If the two are identical, it creates a RSTR message with a SAML 1.1 assertion. The method attribute of the SubjectConfirmation element should be set to urn:oasis:names:tc:SAML:1.0:cm:holder-of-key.  The  KeyInfo sub-element MUST contain a <ds:X509Data>/<ds:X509IssuerSerial> element that uniquely identifies the requestor certificate by its X.509 Issuer and Serial Number. 

4.3.1 Message Elements and Attributes

Items not listed in the following table MAY be present, but MUST NOT be marked with the mustUnderstand=”1” attribute. Items marked mandatory MUST be generated and processed. Items marked optional MAY be generated and MUST be processed if present. Items MUST appear in the order specified, except as noted.

	Name
	Mandatory?

	Security
	Mandatory

	  mustUnderstand=“1”
	Mandatory

	
	Mandatory

	
	Mandatory

	
	Mandatory

	
	Mandatory

	Body
	Mandatory

	
	Mandatory

	  
	Mandatory

	  
	Mandatory

	
	Mandatory


4.3.2 Message Creation -TBD

4.3.2.1 Security

The Security element MUST contain the mustUnderstand=“1” attribute.

4.3.2.2 Body

4.3.3 Message Processing

This section describes the processing performed by the STS. If an error is detected, the STS MUST cease processing the message and issue a Fault with a value of FailedAuthentication.

4.3.3.1 Security

4.3.3.2 Body

4.3.4 Example (Non-normative)

Here is an example request.

<?xml version="1.0" encoding="utf-8" ?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

 xmlns:xsd="http://www.w3.org/2001/XMLSchema">

 <soap:Header>  

  <wsse:Security soap:mustUnderstand=“1” xmlns:wsse="http://schemas.xmlsoap.org/ws/2003/06/secext">


   **TBD**

  </wsse:Security>

 </soap:Header>

 <soap:Body wsu:Id="body" xmlns:wsu="http://schemas.xmlsoap.org/ws/2003/06/utility">

  **TBD**


</soap:Body>

</soap:Envelope>

4.4 Second Message - Response

4.4.1 Message Elements and Attributes

Items not listed in the following table MUST NOT be created or processed. Items marked mandatory MUST be generated and processed. Items marked optional MAY be generated and MUST be processed if present. Items MUST appear in the order specified, except as noted.

	Name
	Mandatory?

	Security
	Mandatory

	  mustUnderstand=“1”
	Mandatory

	
	Mandatory

	Body
	Mandatory

	
	Mandatory

	
	Mandatory

	
	Mandatory

	
	Mandatory


4.4.2 Message Creation

4.4.2.1 Security

The Security element MUST contain the mustUnderstand=“1” attribute. Any other header elements MUST NOT be labeled with a mustUnderstand=“1” attribute.

4.4.2.2 Timestamp

The Created element within the Timestamp SHOULD contain the current local time at the sender expressed in the UTC timezone.

4.4.2.3 Body

4.4.3 Message Processing

This section describes the processing performed by the STS. If an error is detected, the STS MUST cease processing the message and report the fault locally with a value of wst:FailedAuthentication (name or password are unacceptable) or wst:RequestFailed (other reasons for failure).

4.4.3.1 Security

4.4.3.2 Body

4.4.4 Example (Non-normative)

Here is an example response.

<?xml version="1.0" encoding="utf-8" ?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

 xmlns:xsd="http://www.w3.org/2001/XMLSchema">

 <soap:Header>  

  <wsse:Security soap:mustUnderstand=“1” xmlns:wsse="http://schemas.xmlsoap.org/ws/2003/06/secext">

      **TBD***

  </wsse:Security>

 </soap:Header>

 <soap:Body wsu:Id="body" xmlns:wsu="http://schemas.xmlsoap.org/ws/2003/06/utility">

  **TBD**

 </soap:Body>

</soap:Envelope>

4.5 Other processing

This section describes processing that occurs outside of generating or processing a message.

4.5.1 Requester

No additional processing is required.

4.5.2 Responder

No additional processing is required.

4.6 Expected Security Properties

Use of the service is restricted to authorized parties that can present a valid X509v3 certificate to the STS over HTTPS.

5 Scenario #3: Requestor obtains SAML 2.0 Bearer Token from STS OnBehalfOf User

The requestor sends the STS a requesting issuance of a SAML token over HTTP. The RST message is secured by a WSS 1.1 UserName token placed in the SOAP security header. The <wst:OnBehalfOf> element includes a SAML 2.0 assertion describing the user. The STS responds with a RSTR message with a SAML bearer token. The SAML token is signed by the STS. The certificate used to sign the SAML token is included in the <ds:keyinfo> element of the assertion.

5.1 Agreements

This section describes the agreements that must be made, directly or indirectly between parties who wish to interoperate.

5.1.1 User Name and Password

The requestor and the STS must agree on a list of user names and passwords.

5.2 Parameters

This section describes parameters that are required to correctly create or process messages, but not a matter of mutual agreement.

No parameters are required.

5.3 General Message Flow

This section provides a general overview of the flow of messages.

This contract covers a request/response MEP over the http binding. SOAP 1.1 MUST be used. As required by SOAP 1.1, the SOAPAction http header MUST be present. Any value, including a null string may be used. The recipient SHOULD ignore the value. 

The STS checks the name and password found in the SOAP header. If it can find the name and password pair in its local lists, it creates a RSTR message with a SAML 2.0 assertion. The method attribute of the SubjectConfirmation element should be set to urn:oasis:names:tc:SAML:2.0:cm:bearer.  The <SubjectConfirmation>/<NameId> element has value equal to the value of the <wsse:UserName> attribute.
5.3.1 Message Elements and Attributes

Items not listed in the following table MAY be present, but MUST NOT be marked with the mustUnderstand=”1” attribute. Items marked mandatory MUST be generated and processed. Items marked optional MAY be generated and MUST be processed if present. Items MUST appear in the order specified, except as noted.

	Name
	Mandatory?

	Security
	Mandatory

	  mustUnderstand=“1”
	Mandatory

	
	Mandatory

	
	Mandatory

	
	Mandatory

	
	

	
	

	
	

	
	

	
	

	
	

	
	Mandatory

	Body
	Mandatory

	
	Mandatory

	  
	Mandatory

	  
	Mandatory

	
	Mandatory


5.3.2 Message Creation -TBD

5.3.2.1 Security

The Security element MUST contain the mustUnderstand=“1” attribute.

5.3.2.2 Body

5.3.3 Message Processing

This section describes the processing performed by the STS. If an error is detected, the STS MUST cease processing the message and issue a Fault with a value of FailedAuthentication.

5.3.3.1 Security

5.3.3.2 Timestamp

5.3.4 Example (Non-normative)

Here is an example request.

<?xml version="1.0" encoding="utf-8" ?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

 xmlns:xsd="http://www.w3.org/2001/XMLSchema">

 <soap:Header>  

  <wsse:Security soap:mustUnderstand=“1” xmlns:wsse="http://schemas.xmlsoap.org/ws/2003/06/secext">


   **TBD**

  </wsse:Security>

 </soap:Header>

 <soap:Body wsu:Id="body" xmlns:wsu="http://schemas.xmlsoap.org/ws/2003/06/utility">

  **TBD**


</soap:Body>

</soap:Envelope>

5.4 Second Message - Response

5.4.1 Message Elements and Attributes

Items not listed in the following table MUST NOT be created or processed. Items marked mandatory MUST be generated and processed. Items marked optional MAY be generated and MUST be processed if present. Items MUST appear in the order specified, except as noted.

	Name
	Mandatory?

	Security
	Mandatory

	  mustUnderstand=“1”
	Mandatory

	
	Mandatory

	Body
	Mandatory

	
	Mandatory

	
	Mandatory

	
	Mandatory

	
	Mandatory


5.4.2 Message Creation

5.4.2.1 Body

5.4.3 Message Processing

This section describes the processing performed by the STS. If an error is detected, the STS MUST cease processing the message and report the fault locally with a value of wst:FailedAuthentication (name or password are unacceptable) or wst:RequestFailed (other reasons for failure).

5.4.3.1 Security

5.4.3.2 Body

5.4.4 Example (Non-normative)

Here is an example response.

<?xml version="1.0" encoding="utf-8" ?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

 xmlns:xsd="http://www.w3.org/2001/XMLSchema">

 <soap:Header>  

  <wsse:Security soap:mustUnderstand=“1” xmlns:wsse="http://schemas.xmlsoap.org/ws/2003/06/secext">

      **TBD***

  </wsse:Security>

 </soap:Header>

 <soap:Body wsu:Id="body" xmlns:wsu="http://schemas.xmlsoap.org/ws/2003/06/utility">

  **TBD**

 </soap:Body>

</soap:Envelope>

5.5 Other processing

This section describes processing that occurs outside of generating or processing a message.

5.5.1 Requester

No additional processing is required.

5.5.2 Responder

No additional processing is required.

5.6 Expected Security Properties

Use of the service is restricted to authorized parties that can present valid user name and password.

6 Scenario #4:  Requestor obtains SAML 2.0 HoK Assertion OnBehalfOf User Over Bilateral HTTPS 

The requestor sends the STS a requesting issuance of a SAML token over bilateral HTTPS. The RST message does not include a security header. The <wst:OnBehalfOf> element includes a SAML 2.0 assertion describing the user. The STS authenticates the requestors X.509v3 certificate and responds with a RSTR message with a SAML holder of key assertion. 

The <SubjectConfirmation>/<ds:KeyInfo> element in the SAML assertion includes the issuer and serial number of the requestors X.509 certificate. The <SubjectConfirmation>/<NameId> element has value equal to the SubjectDN of the requestors certificate and has format attribute set to urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName. The Method attribute of the <SubjectConfirmation> element is set to urn:oasis:names:tc:SAML:2.0:cm:holder-of-key.
The SAML assertion is signed by the STS.  The certificate used to sign the SAML token is included in the <ds:keyinfo> element of the assertion.

6.1 Agreements

This section describes the agreements that must be made, directly or indirectly between parties who wish to interoperate.

6.1.1 CERT-VALUE 

This is an opaque identifier indicating the X.509 certificate to be used by the Requestor. The certificate in question MUST be obtained by the STS by unspecified means. The Requestor MUST have access to the Private key corresponding to the Public key in the certificate.

6.1.2 Signature Trust Root

This refers generally to agreeing on at least one trusted key and any other certificates and sources of revocation information sufficient to validate certificates sent for the purpose of signature verification.

6.2 Parameters

This section describes parameters that are required to correctly create or process messages, but not a matter of mutual agreement.

No parameters are required.

6.3 General Message Flow

This section provides a general overview of the flow of messages.

This contract covers a request/response MEP over the http binding. SOAP 1.1 MUST be used. As required by SOAP 1.1, the SOAPAction http header MUST be present. Any value, including a null string may be used. The recipient SHOULD ignore the value. 

Once, the SSL handshake succeeds, the STS checks the X.509 certificate presented by the requestor against CERT-VALUE. If the two are identical, it creates a RSTR message with a SAML 2.0 assertion. The method attribute of the SubjectConfirmation element should be set to urn:oasis:names:tc:SAML:2.0:cm:holder-of-key.  The  KeyInfo sub-element MUST contain a <ds:X509Data> element that contains a <ds:X509IssuerSerial> element that uniquely identifies the requestor certificate by its X.509 Issuer and Serial Number. The <SubjectConfirmation>/<NameId> element has value equal to the SubjectDN of the requestors certificate and has format attribute set to urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName.
6.3.1 Message Elements and Attributes

Items not listed in the following table MAY be present, but MUST NOT be marked with the mustUnderstand=”1” attribute. Items marked mandatory MUST be generated and processed. Items marked optional MAY be generated and MUST be processed if present. Items MUST appear in the order specified, except as noted.

	Name
	Mandatory?

	Security
	Mandatory

	  mustUnderstand=“1”
	Mandatory

	
	Mandatory

	
	Mandatory

	
	Mandatory

	
	Mandatory

	Body
	Mandatory

	
	Mandatory

	  
	Mandatory

	  
	Mandatory

	
	Mandatory


6.3.2 Message Creation -TBD

6.3.2.1 Security

The Security element MUST contain the mustUnderstand=“1” attribute.

6.3.2.2 Body

6.3.3 Message Processing

This section describes the processing performed by the STS. If an error is detected, the STS MUST cease processing the message and issue a Fault with a value of FailedAuthentication.

6.3.3.1 Security

6.3.3.2 ReferenceList

The ReferenceList indicates the data to be decrypted.

6.3.3.3 Timestamp

The Timestamp element MUST be ignored.

6.3.3.4 Body

The contents of the body MUST first be decrypted and then the signature verified. If no errors are detected, the body MUST be passed to the application.

6.3.4 Example (Non-normative)

Here is an example request.

<?xml version="1.0" encoding="utf-8" ?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

 xmlns:xsd="http://www.w3.org/2001/XMLSchema">

 <soap:Header>  

  <wsse:Security soap:mustUnderstand=“1” xmlns:wsse="http://schemas.xmlsoap.org/ws/2003/06/secext">


   **TBD**

  </wsse:Security>

 </soap:Header>

 <soap:Body wsu:Id="body" xmlns:wsu="http://schemas.xmlsoap.org/ws/2003/06/utility">

  **TBD**


</soap:Body>

</soap:Envelope>

6.4 Second Message - Response

6.4.1 Message Elements and Attributes

Items not listed in the following table MUST NOT be created or processed. Items marked mandatory MUST be generated and processed. Items marked optional MAY be generated and MUST be processed if present. Items MUST appear in the order specified, except as noted.

	Name
	Mandatory?

	Security
	Mandatory

	  mustUnderstand=“1”
	Mandatory

	
	Mandatory

	Body
	Mandatory

	
	Mandatory

	
	Mandatory

	
	Mandatory

	
	Mandatory


6.4.2 Message Creation

6.4.2.1 Security

The Security element MUST contain the mustUnderstand=“1” attribute. Any other header elements MUST NOT be labeled with a mustUnderstand=“1” attribute.

6.4.2.2 Timestamp

The Created element within the Timestamp SHOULD contain the current local time at the sender expressed in the UTC timezone.

6.4.2.3 Body

6.4.3 Message Processing

This section describes the processing performed by the STS. If an error is detected, the STS MUST cease processing the message and report the fault locally with a value of wst:FailedAuthentication (name or password are unacceptable) or wst:RequestFailed (other reasons for failure).

6.4.3.1 Security

6.4.3.2 Body

6.4.4 Example (Non-normative)

Here is an example response.

<?xml version="1.0" encoding="utf-8" ?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

 xmlns:xsd="http://www.w3.org/2001/XMLSchema">

 <soap:Header>  

  <wsse:Security soap:mustUnderstand=“1” xmlns:wsse="http://schemas.xmlsoap.org/ws/2003/06/secext">

      **TBD***

  </wsse:Security>

 </soap:Header>

 <soap:Body wsu:Id="body" xmlns:wsu="http://schemas.xmlsoap.org/ws/2003/06/utility">

  **TBD**

 </soap:Body>

</soap:Envelope>

6.5 Other processing

This section describes processing that occurs outside of generating or processing a message.

6.5.1 Requester

No additional processing is required.

6.5.2 Responder

No additional processing is required.

6.6 Expected Security Properties

Use of the service is restricted to authorized parties that can present X.509v3 certificate to the STS.

7 Scenario #5:  Requestor obtains SAML 2.0 HoK Assertion OnBehalfOf User and binds to SCT

The requestor and recipient participate in a WS-SecureConversation session and establish a session prior to this scenario (Steps 1 and 2). The details of this exchange are out-of-scope of this scenario. The only pre-requisite is that requestor and the recipient have knowledge of a key bound to a <wsc:Identifier> in a <wsc:SecurityContextToken>.







Figure 1: Flow diagram for Scenario #5

The requestor sends the STS a message requesting issuance of a SAML token over HTTP (Step 3). The RST message is secured by a WSS 1.1 UserName token placed in the SOAP security header. An additional SAML 2.0 assertion describing the user and the <wsc:SecurityContextToken> is also placed in the SOAP security header. The UserName token and SAML 2.0 assertion are signed using the <wsc:SecurityContextToken>. The <wst:OnBehalfOf> element includes a WSS 1.1 direct reference to the <wsc:SecurityContextToken> in the security header. 







The RSTR message includes a SAML 2.0 assertion (Step 4). The <SubjectConfirmation>/<ds:KeyInfo> element in the SAML assertion includes the <wsc:SecurityContextToken>. The <SubjectConfirmation>/<NameId> element has value equal to the value of the <wsse:UserNameToken>/<wsse:UserName> element. The Method attribute of the <SubjectConfirmation> element is set to urn:oasis:names:tc:SAML:2.0:cm:holder-of-key. The SAML assertion is signed by the STS.  The certificate used to sign the SAML token is included in the <ds:keyinfo> element of the assertion.

Step 5: TBD but should be similar to one of the existing flows from Marc Goodman’s InterOp document. 

7.1 Agreements

This section describes the agreements that must be made, directly or indirectly between parties who wish to interoperate.

7.2 Parameters

This section describes parameters that are required to correctly create or process messages, but not a matter of mutual agreement.

No parameters are required.

7.3 General Message Flow

This section provides a general overview of the flow of messages.

This contract covers a request/response MEP over the http binding. SOAP 1.1 MUST be used. As required by SOAP 1.1, the SOAPAction http header MUST be present. Any value, including a null string may be used. The recipient SHOULD ignore the value. 

7.3.1 Message Elements and Attributes

Items not listed in the following table MAY be present, but MUST NOT be marked with the mustUnderstand=”1” attribute. Items marked mandatory MUST be generated and processed. Items marked optional MAY be generated and MUST be processed if present. Items MUST appear in the order specified, except as noted.

	Name
	Mandatory?

	Security
	Mandatory

	  mustUnderstand=“1”
	Mandatory

	
	Mandatory

	
	Mandatory

	Body
	Mandatory

	
	Mandatory

	  
	Mandatory

	  
	Mandatory

	
	Mandatory


7.3.2 Message Creation -TBD

7.3.2.1 Security

The Security element MUST contain the mustUnderstand=“1” attribute.

7.3.2.2 Body

7.3.3 Message Processing

This section describes the processing performed by the STS. If an error is detected, the STS MUST cease processing the message and issue a Fault with a value of FailedAuthentication.

7.3.3.1 Security

7.3.4 Example (Non-normative)

Here is an example request.

<?xml version="1.0" encoding="utf-8" ?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

 xmlns:xsd="http://www.w3.org/2001/XMLSchema">

 <soap:Header>  

  <wsse:Security soap:mustUnderstand=“1” xmlns:wsse="http://schemas.xmlsoap.org/ws/2003/06/secext">


   **TBD**

  </wsse:Security>

 </soap:Header>

 <soap:Body wsu:Id="body" xmlns:wsu="http://schemas.xmlsoap.org/ws/2003/06/utility">

  **TBD**


</soap:Body>

</soap:Envelope>

7.4 Second Message - Response

7.4.1 Message Elements and Attributes

Items not listed in the following table MUST NOT be created or processed. Items marked mandatory MUST be generated and processed. Items marked optional MAY be generated and MUST be processed if present. Items MUST appear in the order specified, except as noted.

	Name
	Mandatory?

	Security
	Mandatory

	  mustUnderstand=“1”
	Mandatory

	
	Mandatory

	Body
	Mandatory

	
	Mandatory

	
	Mandatory

	
	Mandatory

	
	Mandatory


7.4.2 Message Creation

7.4.2.1 Security

The Security element MUST contain the mustUnderstand=“1” attribute. Any other header elements MUST NOT be labeled with a mustUnderstand=“1” attribute.

7.4.2.2 Timestamp

The Created element within the Timestamp SHOULD contain the current local time at the sender expressed in the UTC timezone.

7.4.2.3 Body

7.4.3 Message Processing

This section describes the processing performed by the STS. If an error is detected, the STS MUST cease processing the message and report the fault locally with a value of wst:FailedAuthentication (name or password are unacceptable) or wst:RequestFailed (other reasons for failure).

7.4.3.1 Security

7.4.3.2 Body

7.4.3.3 Signature

The body after decryption, MUST be verified against the signature using the specified algorithms and transforms and the indicated public key.

7.4.4 Example (Non-normative)

Here is an example response.

<?xml version="1.0" encoding="utf-8" ?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

 xmlns:xsd="http://www.w3.org/2001/XMLSchema">

 <soap:Header>  

  <wsse:Security soap:mustUnderstand=“1” xmlns:wsse="http://schemas.xmlsoap.org/ws/2003/06/secext">

      **TBD***

  </wsse:Security>

 </soap:Header>

 <soap:Body wsu:Id="body" xmlns:wsu="http://schemas.xmlsoap.org/ws/2003/06/utility">

  **TBD**

 </soap:Body>

</soap:Envelope>

7.5 Other processing

This section describes processing that occurs outside of generating or processing a message.

7.5.1 Requester

No additional processing is required.

7.5.2 Responder

No additional processing is required.

7.6 Expected Security Properties

Use of the service is restricted to authorized parties that can present valid user name and password.
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Figure 2: Step 3 – SOAP message with RST
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