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Abstract:

This document describes several practical security scenarios. The purpose of this document is to get agreement on a set of typical scenarios that that would be useful to users.  If and when we reach agreement, and if the WG so agrees we can define message formats for them, but this may not be necessary.
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1 Introduction

This document describes several security scenarios. A security scenario is a high-level security use-case with several variable components. The purpose of this document is to get agreement on a set of typical scenarios that that would be useful to users.  If and when we reach agreement, and if the WG so agrees we can define message formats for them, but this may not be necessary.

   Notice that, as soon as we get to realistic use cases the policies get long, unwieldy and hard to understand.

In the policy examples below, the “wsp” prefix refers to the elements defined in the WS-Policy namespace and the “sp” prefix to the elements defined in the WS-SecurityPolicy namespace.

2 Scenarios

2.1 Username Token

Username Token Authentication scenarios that use simple username password token for authentication. There are several sub-cases.
2.1.1 Username token 

In this model a user name token is placed within the SOAP security header. No other security measure is used.

2.1.1.1 Username token with plain text password

<sp:SupportingToken>
  <wsp:Policy>
      <sp:UserNameToken/> 

  </wsp:Policy>

<sp:SupportingToken>

2.1.1.2 Username token without password

<sp:SupportingToken>
  <wsp:Policy>
      <sp:UserNameToken>

          <wsp:Policy><sp:NoPassword></wsp:Policy> 

  </wsp:Policy>

<sp:SupportingToken>

2.1.1.3 Username token with timestamp, nonce and password hash

<sp:SupportingToken>
  <wsp:Policy>
      <sp:UserNameToken>

          <wsp:Policy><sp:HashPassword></wsp:Policy> 

  </wsp:Policy>

<sp:SupportingToken>

2.1.2 Use of SSL

Both one-sided and bilateral SSL is supported via use of the TransportBinding policy assertion. 

<wsp:Policy>
  <sp:TransportBinding>
    <wsp:Policy>
      <sp:TransportToken>
        <wsp:Policy>
          <sp:HttpsToken />
        </wsp:Policy>
      </sp:TransportToken>
      <sp:AlgorithmSuite>
        <wsp:Policy>
          <sp:Basic256 />
        </wsp:Policy>
      </sp:AlgorithmSuite>
      <sp:Layout>
        <wsp:Policy>
          <sp:Strict />
        </wsp:Policy>
      </sp:Layout>
      <sp:IncludeTimestamp />
    </wsp:Policy>
  </sp:TransportBinding>
</wsp:Policy>

2.1.2.1 Username token as supporting token

Additional credentials can be included as supporting tokens. So, for example, including a user name token over one-sided SSL we have:

<wsp:Policy>
  <sp:TransportBinding>
    <wsp:Policy>
      <sp:TransportToken>
        <wsp:Policy>
          <sp:HttpsToken />
        </wsp:Policy>
      </sp:TransportToken>
      <sp:AlgorithmSuite>
        <wsp:Policy>
          <sp:Basic256 />
        </wsp:Policy>
      </sp:AlgorithmSuite>
      <sp:Layout>
        <wsp:Policy>
          <sp:Strict />
        </wsp:Policy>
      </sp:Layout>
      <sp:IncludeTimestamp />
    </wsp:Policy>
  </sp:TransportBinding>
  <sp:SupportingToken>
    <wsp:Policy>
      <sp:UserNameToken> ..</sp:UserNameToken>

    </wsp:Policy>

  <sp:SupportingToken>
</wsp:Policy>

2.1.3 (WSS 1.0) User Name token with Bilateral X.509v3 Authentication, Sign, Encrypt

This usecase corresponds to the situation where both parties have X.509v3 certificates (and public-private key pairs). The requestor includes a user name token that may stand for the entity on-behalf-of which the requestor is acting. The user name token is included as a supporting token; this is also encrypted. WS-SecurityPolicy does not specify how to represent the requirement that the username token must be encrypted.

We model this by using asymmetric binding with a user name supporting token. 

The message level policies appear as separate policies and are attached at Message Policy Subject. These are shown below as input and output policies.  Thus, we need a set of coordinated policies one with endpoint subject and two with message subjects to achieve this use case.

<wsp:Policy wsu:Id="wss10_up_cert_policy">
        <wsp:ExactlyOne>

            <wsp:All>

                <sp:AsymmetricBinding>

                    <wsp:Policy>

                        <sp:InitiatorToken>

                            <wsp:Policy>

                                <sp:X509Token sp:IncludeToken="AlwaysToRecpt">

                                    <wsp:Policy>

                                        <sp:WssX509V3Token10/>

                                    </wsp:Policy>

                                </sp:X509Token>

                            </wsp:Policy>

                        </sp:InitiatorToken>

                        <sp:RecipientToken>

                            <wsp:Policy>

                                <sp:X509Token sp:IncludeToken="Never">

                                    <wsp:Policy>

                                        <sp:WssX509V3Token10/>

                                    </wsp:Policy>

                                </sp:X509Token>

                            </wsp:Policy>

                        </sp:RecipientToken>

                        <sp:AlgorithmSuite>

                            <wsp:Policy>

                                <sp:Basic256/>

                            </wsp:Policy>

                        </sp:AlgorithmSuite>

                        <sp:Layout>

                            <wsp:Policy>

                                <sp:Strict/>

                            </wsp:Policy>

                        </sp:Layout>

                        <sp:IncludeTimestamp/>

                        <sp:OnlySignEntireHeadersAndBody/>

                    </wsp:Policy>

                </sp:AsymmetricBinding>

                <sp:Wss10>

                    <wsp:Policy>

                        <sp:MustSupportRefKeyIdentifier/>

                    </wsp:Policy>

                </sp:Wss10>

                <sp:SignedSupportingTokens>

                    <wsp:Policy>

                        <sp:UsernameToken sp:IncludeToken="AlwaysToRecipient">

                            <wsp:Policy>

                                <sp:WssUsernameToken10/>

                            </wsp:Policy>

                        </sp:UsernameToken>

                    </wsp:Policy>

                </sp:SignedSupportingTokens>

            </wsp:All>

        </wsp:ExactlyOne>

    </wsp:Policy>

<wsp:Policy wsu:Id="WSS10UsernameForCertificates_input_policy">

        <wsp:ExactlyOne>

            <wsp:All>

                <sp:SignedParts>

                    <sp:Body/>

                </sp:SignedParts>

                <sp:EncryptedParts>

                    <sp:Body/>

                </sp:EncryptedParts>

            </wsp:All>

        </wsp:ExactlyOne>

</wsp:Policy>

<wsp:Policy wsu:Id="WSS10UsernameForCertificate_output_policy">

        <wsp:ExactlyOne>

            <wsp:All>

                <sp:SignedParts>

                    <sp:Body/>

                </sp:SignedParts>

                <sp:EncryptedParts>

                    <sp:Body/>

                </sp:EncryptedParts>

            </wsp:All>

        </wsp:ExactlyOne>

</wsp:Policy>

2.1.4 (WSS 1.1), User Name with Certificates, Sign, Encrypt

The use case here is the following: the requestor generates a symmetric key; the symmetric key is encrypted using the recipient’s certificate and placed in an encrypted key element. The user name token and message body are signed using the symmetric key. The body and user name token are also encrypted. 

We can use symmetric binding with X509token as the protection token to illustrate this case. If derived keys are to be used, then the derived keys property of X509Token should be set.

<wsp:Policy wsu:Id="WSS11UsernameWithCertificates_policy">

        <wsp:ExactlyOne>

            <wsp:All>

                <sp:SymmetricBinding>

                    <wsp:Policy>

                        <sp:ProtectionToken>

                            <wsp:Policy>

                                <sp:X509Token sp:IncludeToken="Never">

                                    <wsp:Policy>

                                        <sp:RequireThumbprintReference/>

                                        <sp:WssX509V3Token10/>

                                    </wsp:Policy>

                                </sp:X509Token>

                            </wsp:Policy>

                        </sp:ProtectionToken>

                        <sp:AlgorithmSuite>

                            <wsp:Policy>

                                <sp:Basic256/>

                            </wsp:Policy>

                        </sp:AlgorithmSuite>

                        <sp:Layout>

                            <wsp:Policy>

                                <sp:Strict/>

                            </wsp:Policy>

                        </sp:Layout>

                        <sp:IncludeTimestamp/>

                        <sp:OnlySignEntireHeadersAndBody/>

                    </wsp:Policy>

                </sp:SymmetricBinding>

                <sp:SignedSupportingTokens>

                    <wsp:Policy>

                        <sp:UsernameToken sp:IncludeToken="AlwaysToRecipient">

                            <wsp:Policy>

                                <sp:WssUsernameToken10/>

                            </wsp:Policy>

                        </sp:UsernameToken>

                    </wsp:Policy>

                </sp:SignedSupportingTokens>

                <sp:Wss11>

                    <wsp:Policy>

                        <sp:MustSupportRefKeyIdentifier/>

                        <sp:MustSupportRefIssuerSerial/>

                        <sp:MustSupportRefThumbprint/>

                        <sp:MustSupportRefEncryptedKey/>

                    </wsp:Policy>

                </sp:Wss11>

            </wsp:All>

        </wsp:ExactlyOne>

</wsp:Policy>

<wsp:Policy wsu:Id="UsernameForCertificates_input_policy">

        <wsp:ExactlyOne>

            <wsp:All>

                <sp:SignedParts>

                    <sp:Body/>

                </sp:SignedParts>

                <sp:EncryptedParts>

                    <sp:Body/>

                </sp:EncryptedParts>

            </wsp:All>

        </wsp:ExactlyOne>

</wsp:Policy>

<wsp:Policy wsu:Id="UsernameForCertificate_output_policy">

        <wsp:ExactlyOne>

            <wsp:All>

                <sp:SignedParts>

                    <sp:Body/>

                </sp:SignedParts>

                <sp:EncryptedParts>

                    <sp:Body/>

                </sp:EncryptedParts>

            </wsp:All>

        </wsp:ExactlyOne>

</wsp:Policy>

2.2  X.509 Token Authentication Scenario Assertions

2.2.1 (WSS1.0) Anonymous with X.509 Certificates, Sign, Encrypt

This use-case corresponds to the situation where both parties have X.509v3 certificates (and public-private key pairs). The requestor does not wish to identify itself to the service. The message exchange, however, needs to be integrity protected and encrypted.

This modeled by use of an asymmetric binding assertion.

<wsp:Policy wsu:Id="wss10_anonymous_with_cert_policy">
        <wsp:ExactlyOne>

            <wsp:All>

                <sp:AsymmetricBinding>

                    <wsp:Policy>

                        <sp:InitiatorToken>

                            <wsp:Policy>

                                <sp:X509Token sp:IncludeToken="AlwaysToRecpt">

                                    <wsp:Policy>

                                        <sp:WssX509V3Token10/>

                                    </wsp:Policy>

                                </sp:X509Token>

                            </wsp:Policy>

                        </sp:InitiatorToken>

                        <sp:RecipientToken>

                            <wsp:Policy>

                                <sp:X509Token sp:IncludeToken="Never">

                                    <wsp:Policy>

                                        <sp:WssX509V3Token10/>

                                    </wsp:Policy>

                                </sp:X509Token>

                            </wsp:Policy>

                        </sp:RecipientToken>

                        <sp:AlgorithmSuite>

                            <wsp:Policy>

                                <sp:Basic256/>

                            </wsp:Policy>

                        </sp:AlgorithmSuite>

                        <sp:Layout>

                            <wsp:Policy>

                                <sp:Strict/>

                            </wsp:Policy>

                        </sp:Layout>

                        <sp:IncludeTimestamp/>

                        <sp:OnlySignEntireHeadersAndBody/>

                    </wsp:Policy>

                </sp:AsymmetricBinding>

                <sp:Wss10>

                    <wsp:Policy>

                        <sp:MustSupportRefKeyIdentifier/>

                    </wsp:Policy>

                </sp:Wss10>

            </wsp:All>

        </wsp:ExactlyOne>

    </wsp:Policy>

<wsp:Policy wsu:Id="WSS10Anonymous with Certificates_input_policy">

        <wsp:ExactlyOne>

            <wsp:All>

                <sp:SignedParts>

                    <sp:Body/>

                </sp:SignedParts>

                <sp:EncryptedParts>

                    <sp:Body/>

                </sp:EncryptedParts>

            </wsp:All>

        </wsp:ExactlyOne>

</wsp:Policy>

<wsp:Policy wsu:Id="WSS10anonymous with certs_output_policy">

        <wsp:ExactlyOne>

            <wsp:All>

                <sp:SignedParts>

                    <sp:Body/>

                </sp:SignedParts>

                <sp:EncryptedParts>

                    <sp:Body/>

                </sp:EncryptedParts>

            </wsp:All>

        </wsp:ExactlyOne>

</wsp:Policy>

2.2.2 (WSS1.0) Mutual Authentication with X.509 Certificates, Sign, Encrypt

This use case corresponds to the situation where both parties have X.509v3 certificates (and public-private key pairs). The requestor wishes to identify itself to the service using its X.509 credential (strong authentication). The message exchange needs to be integrity protected and encrypted as well. The difference from previous use case is that the X509 token inserted by the client is included in the message signature (see <ProtectToken />). 

<wsp:Policy wsu:Id="wss10_mutual_with_cert_policy">
        <wsp:ExactlyOne>

            <wsp:All>

                <sp:AsymmetricBinding>

                    <wsp:Policy>

                        <sp:InitiatorToken>

                            <wsp:Policy>

                                <sp:X509Token sp:IncludeToken="AlwaysToRecpt">

                                    <wsp:Policy>

                                        <sp:WssX509V3Token10/>

                                    </wsp:Policy>

                                </sp:X509Token>

                            </wsp:Policy>

                        </sp:InitiatorToken>

                        <sp:RecipientToken>

                            <wsp:Policy>

                                <sp:X509Token sp:IncludeToken="Never">

                                    <wsp:Policy>

                                        <sp:WssX509V3Token10/>

                                    </wsp:Policy>

                                </sp:X509Token>

                            </wsp:Policy>

                        </sp:RecipientToken>

                        <sp:AlgorithmSuite>

                            <wsp:Policy>

                                <sp:Basic256/>

                            </wsp:Policy>

                        </sp:AlgorithmSuite>

                        <sp:Layout>

                            <wsp:Policy>

                                <sp:Strict/>

                            </wsp:Policy>

                        </sp:Layout>

                        <sp:IncludeTimestamp/>

                   <sp:ProtectToken/>   

                        <sp:OnlySignEntireHeadersAndBody/>

                    </wsp:Policy>

                </sp:AsymmetricBinding>

                <sp:Wss10>

                    <wsp:Policy>

                        <sp:MustSupportRefKeyIdentifier/>

                    </wsp:Policy>

                </sp:Wss10>

            </wsp:All>

        </wsp:ExactlyOne>

    </wsp:Policy>

<wsp:Policy wsu:Id="WSS10 mutual with Certificates_input_policy">

        <wsp:ExactlyOne>

            <wsp:All>

                <sp:SignedParts>

                    <sp:Body/>

                </sp:SignedParts>

                <sp:EncryptedParts>

                    <sp:Body/>

                </sp:EncryptedParts>

            </wsp:All>

        </wsp:ExactlyOne>

</wsp:Policy>

<wsp:Policy wsu:Id="WSS10 mutual with certs_output_policy">

        <wsp:ExactlyOne>

            <wsp:All>

                <sp:SignedParts>

                    <sp:Body/>

                </sp:SignedParts>

                <sp:EncryptedParts>

                    <sp:Body/>

                </sp:EncryptedParts>

            </wsp:All>

        </wsp:ExactlyOne>

</wsp:Policy>

2.2.3 (WSS1.1) Anonymous with X.509 Certificate, Sign, Encrypt

In this use case the Request is signed using DerivedKeyToken1(K), then encrypted using a DerivedKeyToken2(K) where K is ephemeral key protected for the server's certificate. Response is signed using DKT3(K), (if needed) encrypted using DKT4(K). The requestor does not wish to identify himself; the message exchange is protected using derived symmetric keys. As a simpler alternative, ephemeral key K (instead of derived keys) could be used for message protection.

<wsp:Policy wsu:Id="AnonymousForCertificateSignEncrypt_IPingService_policy">

        <wsp:ExactlyOne>

            <wsp:All>

                <sp:SymmetricBinding>

                    <wsp:Policy>

                        <sp:ProtectionToken>

                            <wsp:Policy>

                                <sp:X509Token sp:IncludeToken="Never">

                                    <wsp:Policy>

                                        <sp:RequireDerivedKeys/>

                                        <sp:RequireThumbprintReference/>

                                        <sp:WssX509V3Token10/>

                                    </wsp:Policy>

                                </sp:X509Token>

                            </wsp:Policy>

                        </sp:ProtectionToken>

                        <sp:AlgorithmSuite>

                            <wsp:Policy>

                                <sp:Basic256/>

                            </wsp:Policy>

                        </sp:AlgorithmSuite>

                        <sp:Layout>

                            <wsp:Policy>

                                <sp:Strict/>

                            </wsp:Policy>

                        </sp:Layout>

                        <sp:IncludeTimestamp/>

                        <sp:OnlySignEntireHeadersAndBody/>

                    </wsp:Policy>

                </sp:SymmetricBinding>

                <sp:Wss11>

                    <wsp:Policy>

                        <sp:MustSupportRefKeyIdentifier/>

                        <sp:MustSupportRefIssuerSerial/>

                        <sp:MustSupportRefThumbprint/>

                        <sp:MustSupportRefEncryptedKey/>

                        <sp:RequireSignatureConfirmation/>

                    </wsp:Policy>

                </sp:Wss11>

                <sp:Trust10>

                    <wsp:Policy>

                        <sp:MustSupportIssuedTokens/>

                        <sp:RequireClientEntropy/>

                        <sp:RequireServerEntropy/>

                    </wsp:Policy>

                </sp:Trust10>

            </wsp:All>

        </wsp:ExactlyOne>

    </wsp:Policy>

    <wsp:Policy wsu:Id="Input_policy">

        <wsp:ExactlyOne>

            <wsp:All>

                <sp:SignedParts>

                    <sp:Body/>

                </sp:SignedParts>

                <sp:EncryptedParts>

                    <sp:Body/>

                </sp:EncryptedParts>

            </wsp:All>

        </wsp:ExactlyOne>

    </wsp:Policy>

    <wsp:Policy wsu:Id="Output_policy">

        <wsp:ExactlyOne>

            <wsp:All>

                <sp:SignedParts>

                    <sp:Body/>

                </sp:SignedParts>

                <sp:EncryptedParts >

                    <sp:Body/>

                </sp:EncryptedParts>

            </wsp:All>

        </wsp:ExactlyOne>

    </wsp:Policy>

2.2.4 (WSS1.1) Mutual Authentication with X.509 Certificates, Sign, Encrypt

Client and server X509 certificates are used for client and server authorization respectively. Request is signed using K, then encrypted using K, K is ephemeral key protected for server's certificate. Signature corresponding to K is signed using client certificate. Response is signed using K, encrypted using K, encrypted key K is not included in response. Alternatively, derived keys can be used for each of the encryption and signature operations.

    <wsp:Policy wsu:Id="MutualCertificate11SignEncrypt_IPingService_policy">

        <wsp:ExactlyOne>

            <wsp:All>

                <sp:SymmetricBinding>

                    <wsp:Policy>

                        <sp:ProtectionToken>

                            <wsp:Policy>

                                <sp:X509Token sp:IncludeToken="Never">

                                    <wsp:Policy>

                                        <sp:RequireThumbprintReference/>

                                        <sp:WssX509V3Token10/>

                                    </wsp:Policy>

                                </sp:X509Token>

                            </wsp:Policy>

                        </sp:ProtectionToken>

                        <sp:AlgorithmSuite>

                            <wsp:Policy>

                                <sp:Basic256/>

                            </wsp:Policy>

                        </sp:AlgorithmSuite>

                        <sp:Layout>

                            <wsp:Policy>

                                <sp:Strict/>

                            </wsp:Policy>

                        </sp:Layout>

                        <sp:IncludeTimestamp/>

                        <sp:OnlySignEntireHeadersAndBody/>

                    </wsp:Policy>

                </sp:SymmetricBinding>

                <sp:EndorsingSupportingTokens>

                    <wsp:Policy>

                        <sp:X509Token sp:IncludeToken="AlwaysToRecipient">

                            <wsp:Policy>

                                <sp:RequireThumbprintReference/>

                                <sp:WssX509V3Token10/>

                            </wsp:Policy>

                        </sp:X509Token>

                    </wsp:Policy>

                </sp:EndorsingSupportingTokens>

                <sp:Wss11>

                    <wsp:Policy>

                        <sp:MustSupportRefKeyIdentifier/>

                        <sp:MustSupportRefIssuerSerial/>

                        <sp:MustSupportRefThumbprint/>

                        <sp:MustSupportRefEncryptedKey/>

                        <sp:RequireSignatureConfirmation/>

                    </wsp:Policy>

                </sp:Wss11>

                <sp:Trust10>

                    <wsp:Policy>

                        <sp:MustSupportIssuedTokens/>

                        <sp:RequireClientEntropy/>

                        <sp:RequireServerEntropy/>

                    </wsp:Policy>

                </sp:Trust10>

            </wsp:All>

        </wsp:ExactlyOne>

    </wsp:Policy>

    <wsp:Policy wsu:Id="Input_policy">

        <wsp:ExactlyOne>

            <wsp:All>

                <sp:SignedParts>

                    <sp:Body/>

                </sp:SignedParts>

                <sp:EncryptedParts>

                    <sp:Body/>

                </sp:EncryptedParts>

            </wsp:All>

        </wsp:ExactlyOne>

    </wsp:Policy>

    <wsp:Policy wsu:Id="Output_policy">

        <wsp:ExactlyOne>

            <wsp:All>

                <sp:SignedParts>

                    <sp:Body/>

                </sp:SignedParts>

                <sp:EncryptedParts >

                    <sp:Body/>

                </sp:EncryptedParts>

            </wsp:All>

        </wsp:ExactlyOne>

    </wsp:Policy>

2.3  SAML Token Authentication Scenario Assertions

For SAML, the combination of SAML and WSS version numbers is supported (wsssamlv11Token0, wsssamlv11Token11, wsssamlv20Token11).

Instead of explicitly including the SAML assertion, a key identifier reference can also be used. To enable this last behavior, the IncludeToken attribute has to be set to http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200512/IncludeToken/Never.

In all of the SAML scenarios, the SAML assertion confirmation method has to be communicated by some out-of-band means. 

2.3.1 (WSS1.0) SAML10 Assertion (Sender Vouches/Bearer)

Requestor adds a SAML assertion (sender vouches or bearer) to the SOAP security header. The SAML assertion itself could be signed. Since there is no way to represent the confirmation method using WS-SecurityPolicy, this information has to be communicated out-of-band.

<sp:SupportingToken>
  <wsp:Policy>
      <sp:SamlToken sp:IncludeToken="AlwaysToRecpt">

         <wsp:Policy>

             <sp:WssSamlv11Token10/>

         </wsp:Policy>

      </sp:SamlToken>

  </wsp:Policy>

<sp:SupportingToken>

2.3.2 (WSS1.0) SAML10 Sender Vouches with X.509 Certificates, Sign, Encrypt

In this case, SAML token is included as part of the message signature and sent only to the recipient. The message security is provided using X.509 certificates with both requestor and service having exchanged credentials via some out of band mechanism.

<wsp:Policy wsu:Id="wss10_saml_cert_policy">
        <wsp:ExactlyOne>

            <wsp:All>

                <sp:AsymmetricBinding>

                    <wsp:Policy>

                        <sp:InitiatorToken>

                            <wsp:Policy>

                                <sp:X509Token sp:IncludeToken="AlwaysToRecpt">

                                    <wsp:Policy>

                                        <sp:WssX509V3Token10/>

                                    </wsp:Policy>

                                </sp:X509Token>

                            </wsp:Policy>

                        </sp:InitiatorToken>

                        <sp:RecipientToken>

                            <wsp:Policy>

                                <sp:X509Token sp:IncludeToken="Never">

                                    <wsp:Policy>

                                        <sp:WssX509V3Token10/>

                                    </wsp:Policy>

                                </sp:X509Token>

                            </wsp:Policy>

                        </sp:RecipientToken>

                        <sp:AlgorithmSuite>

                            <wsp:Policy>

                                <sp:Basic256/>

                            </wsp:Policy>

                        </sp:AlgorithmSuite>

                        <sp:Layout>

                            <wsp:Policy>

                                <sp:Strict/>

                            </wsp:Policy>

                        </sp:Layout>

                        <sp:IncludeTimestamp/>

                        <sp:OnlySignEntireHeadersAndBody/>

                    </wsp:Policy>

                </sp:AsymmetricBinding>

                <sp:Wss10>

                    <wsp:Policy>

                        <sp:MustSupportRefKeyIdentifier/>

                    </wsp:Policy>

                </sp:Wss10>

                <sp:SignedSupportingTokens>

                    <wsp:Policy>

                        <sp:SamlToken sp:IncludeToken="AlwaysToRecipient">

                            <wsp:Policy>

                                <sp:WssSamlv11Token10/>
                            </wsp:Policy>

                        </sp:SamlToken>

                    </wsp:Policy>

                </sp:SignedSupportingTokens>

            </wsp:All>

        </wsp:ExactlyOne>

</wsp:Policy>

<wsp:Policy wsu:Id="WSS10SamlForCertificates_input_policy">

        <wsp:ExactlyOne>

            <wsp:All>

                <sp:SignedParts>

                    <sp:Body/>

                </sp:SignedParts>

                <sp:EncryptedParts>

                    <sp:Body/>

                </sp:EncryptedParts>

            </wsp:All>

        </wsp:ExactlyOne>

</wsp:Policy>

<wsp:Policy wsu:Id="WSS10SamlForCertificate_output_policy">

        <wsp:ExactlyOne>

            <wsp:All>

                <sp:SignedParts>

                    <sp:Body/>

                </sp:SignedParts>

                <sp:EncryptedParts>

                    <sp:Body/>

                </sp:EncryptedParts>

            </wsp:All>

        </wsp:ExactlyOne>

</wsp:Policy>

2.3.3 (WSS1.0) SAML10 Assertion (Sender Vouches/Bearer/HoK) over SSL

Similar to 2.3.1 but over SSL.

<wsp:Policy>
  <sp:TransportBinding>
    <wsp:Policy>
      <sp:TransportToken>
        <wsp:Policy>
          <sp:HttpsToken />
        </wsp:Policy>
      </sp:TransportToken>
      <sp:AlgorithmSuite>
        <wsp:Policy>
          <sp:Basic256 />
        </wsp:Policy>
      </sp:AlgorithmSuite>
      <sp:Layout>
        <wsp:Policy>
          <sp:Strict />
        </wsp:Policy>
      </sp:Layout>
      <sp:IncludeTimestamp />
    </wsp:Policy>
  </sp:TransportBinding>
  <sp:SSupportingToken>
  <wsp:Policy>
      <sp:SamlToken sp:IncludeToken="AlwaysToRecpt">

        <wsp:Policy>

          <sp:WssSamlv11Token10/>

        </wsp:Policy>

      </sp:SamlToken>

  </wsp:Policy>

  <sp:SupportingToken>
</wsp:Policy>

2.3.4 (WSS1.0) SAML10 Holder of Key, Sign, Encrypt

Here the SAML token provides the key material for message security hence acts as the initiator token. SAML assertion points to the public key of the signer of the message. The client knows recipient's public key but does not share a direct trust relation with the recipient. The recipient has a trust relation with the authority that issues the SAML token. On the request the message body is signed using client's private key and it is encrypted using server's certificate. On the response, the server signs the message using its private key and encrypts the message using the key provided within SAML assertion.


<wsp:Policy wsu:Id="wss10_saml_hok_policy">
        <wsp:ExactlyOne>

            <wsp:All>

                <sp:AsymmetricBinding>

                    <wsp:Policy>

                        <sp:InitiatorToken>

                            <wsp:Policy>

                                <sp:SamlToken sp:IncludeToken="AlwaysToRecpt">

                                    <wsp:Policy>

                                        <sp:WssSamlv11Token10/>

                                    </wsp:Policy>

                                </sp:SamlToken>

                            </wsp:Policy>

                        </sp:InitiatorToken>

                        <sp:RecipientToken>

                            <wsp:Policy>

                                <sp:X509Token sp:IncludeToken="Never">

                                    <wsp:Policy>

                                        <sp:WssX509V3Token10/>

                                    </wsp:Policy>

                                </sp:X509Token>

                            </wsp:Policy>

                        </sp:RecipientToken>

                        <sp:AlgorithmSuite>

                            <wsp:Policy>

                                <sp:Basic256/>

                            </wsp:Policy>

                        </sp:AlgorithmSuite>

                        <sp:Layout>

                            <wsp:Policy>

                                <sp:Strict/>

                            </wsp:Policy>

                        </sp:Layout>

                        <sp:IncludeTimestamp/>

                        <sp:OnlySignEntireHeadersAndBody/>

                    </wsp:Policy>

                </sp:AsymmetricBinding>

                <sp:Wss10>

                    <wsp:Policy>

                        <sp:MustSupportRefKeyIdentifier/>

                    </wsp:Policy>

                </sp:Wss10>

            </wsp:All>

        </wsp:ExactlyOne>

</wsp:Policy>

<wsp:Policy wsu:Id="WSS10SamlHok_input_policy">

        <wsp:ExactlyOne>

            <wsp:All>

                <sp:SignedParts>

                    <sp:Body/>

                </sp:SignedParts>

                <sp:EncryptedParts>

                    <sp:Body/>

                </sp:EncryptedParts>

            </wsp:All>

        </wsp:ExactlyOne>

</wsp:Policy>

<wsp:Policy wsu:Id="WSS10SamlHok_output_policy">

        <wsp:ExactlyOne>

            <wsp:All>

                <sp:SignedParts>

                    <sp:Body/>

                </sp:SignedParts>

                <sp:EncryptedParts>

                    <sp:Body/>

                </sp:EncryptedParts>

            </wsp:All>

        </wsp:ExactlyOne>

</wsp:Policy>

2.3.5 (WSS1.1) SAML1.1/2.0 Sender Vouches/Bearer with X.509 Certificate, Sign, Encrypt

Here the message and SAML token are signed using a key derived from the ephemeral key K. The ephemeral key is encrypted using service’s public key.

Alternatively, derived keys can be used for each of signing and encryption operations.

<wsp:Policy wsu:Id="WSS11SamlWithCertificates_policy">

        <wsp:ExactlyOne>

            <wsp:All>

                <sp:SymmetricBinding>

                    <wsp:Policy>

                        <sp:ProtectionToken>

                            <wsp:Policy>

                                <sp:X509Token sp:IncludeToken="Never">

                                    <wsp:Policy>

                                        <sp:RequireThumbprintReference/>

                                         <sp:RequireDerivedKeys/>

                                        <sp:WssX509V3Token11/>

                                    </wsp:Policy>

                                </sp:X509Token>

                            </wsp:Policy>

                        </sp:ProtectionToken>

                        <sp:AlgorithmSuite>

                            <wsp:Policy>

                                <sp:Basic256/>

                            </wsp:Policy>

                        </sp:AlgorithmSuite>

                        <sp:Layout>

                            <wsp:Policy>

                                <sp:Strict/>

                            </wsp:Policy>

                        </sp:Layout>

                        <sp:IncludeTimestamp/>

                        <sp:OnlySignEntireHeadersAndBody/>

                    </wsp:Policy>

                </sp:SymmetricBinding>

                <sp:SignedSupportingTokens>

                    <wsp:Policy>

                        <sp:SamlToken sp:IncludeToken="AlwaysToRecipient">

                            <wsp:Policy>

                                <sp:WssSamlv11Token11/>

                            </wsp:Policy>

                        </sp:SamlToken>

                    </wsp:Policy>

                </sp:SignedSupportingTokens>

                <sp:Wss11>

                    <wsp:Policy>

                        <sp:MustSupportRefKeyIdentifier/>

                        <sp:MustSupportRefIssuerSerial/>

                        <sp:MustSupportRefThumbprint/>

                        <sp:MustSupportRefEncryptedKey/>

                    </wsp:Policy>

                </sp:Wss11>

            </wsp:All>

        </wsp:ExactlyOne>

</wsp:Policy>

<wsp:Policy wsu:Id="SamlForCertificates_input_policy">

        <wsp:ExactlyOne>

            <wsp:All>

                <sp:SignedParts>

                    <sp:Body/>

                </sp:SignedParts>

                <sp:EncryptedParts>

                    <sp:Body/>

                </sp:EncryptedParts>

            </wsp:All>

        </wsp:ExactlyOne>

</wsp:Policy>

<wsp:Policy wsu:Id="SamlForCertificate_output_policy">

        <wsp:ExactlyOne>

            <wsp:All>

                <sp:SignedParts>

                    <sp:Body/>

                </sp:SignedParts>

                <sp:EncryptedParts>

                    <sp:Body/>

                </sp:EncryptedParts>

            </wsp:All>

        </wsp:ExactlyOne>

</wsp:Policy>

2.3.6 (WSS1.1) SAML2.0 Sender Vouches/Bearer

Similar to 2.3.1, except token is of version 2.0.

<sp:SupportingToken>
  <wsp:Policy>
      <sp:SamlToken sp:IncludeToken="AlwaysToRecpt">

         <wsp:Policy>

           <sp:WssSamlv20Token11/>

         </wsp:Policy>

      </sp:SamlToken>

  </wsp:Policy>

<sp:SupportingToken>

2.3.7 (WSS1.1) SAML2.0 Sender Vouches/Bearer/HoK over SSL

Similar to 2.3.2 except SAML token is of version 2.0.

<wsp:Policy>
  <sp:TransportBinding>
    <wsp:Policy>
      <sp:TransportToken>
        <wsp:Policy>
          <sp:HttpsToken />
        </wsp:Policy>
      </sp:TransportToken>
      <sp:AlgorithmSuite>
        <wsp:Policy>
          <sp:Basic256 />
        </wsp:Policy>
      </sp:AlgorithmSuite>
      <sp:Layout>
        <wsp:Policy>
          <sp:Strict />
        </wsp:Policy>
      </sp:Layout>
      <sp:IncludeTimestamp />
    </wsp:Policy>
  </sp:TransportBinding>
  <sp:SignedSupportingToken>
  <wsp:Policy>
      <sp:SamlToken sp:IncludeToken="AlwaysToRecpt">

        <wsp:Policy>

          <sp:WssSamlv20Token11/>

        </wsp:Policy>

      </sp:SamlToken>

  </wsp:Policy>

  <sp:SignedSupportingToken>
</wsp:Policy>

2.3.8 (WSS1.1) SAML1.1/2.0 Holder of Key, Sign, Encrypt

SAML Assertion contains the ephemeral key K in the EncryptedKey construct encrypted using server’s certificate. The body of the message is signed using DKT1(K) and encrypted using DKT2(K). Response is also signed using derived keys. In a simpler alternative, ephemeral key K itself could be used for message protection.

<wsp:Policy wsu:Id="WSS11SamlHok_policy">

        <wsp:ExactlyOne>

            <wsp:All>

                <sp:SymmetricBinding>

                    <wsp:Policy>

                        <sp:ProtectionToken>

                            <wsp:Policy>

                                <sp:SamlToken sp:IncludeToken="AlwaysToRecpt">

                                    <wsp:Policy>

                                         <sp:RequireDerivedKeys/>

                                        <sp:WssSamlv20Token11/>

                                    </wsp:Policy>

                                </sp:SamlToken>

                            </wsp:Policy>

                        </sp:ProtectionToken>

                        <sp:AlgorithmSuite>

                            <wsp:Policy>

                                <sp:Basic256/>

                            </wsp:Policy>

                        </sp:AlgorithmSuite>

                        <sp:Layout>

                            <wsp:Policy>

                                <sp:Strict/>

                            </wsp:Policy>

                        </sp:Layout>

                        <sp:IncludeTimestamp/>

                        <sp:OnlySignEntireHeadersAndBody/>

                    </wsp:Policy>

                </sp:SymmetricBinding>

                <sp:Wss11>

                    <wsp:Policy>

                        <sp:MustSupportRefKeyIdentifier/>

                        <sp:MustSupportRefIssuerSerial/>

                        <sp:MustSupportRefThumbprint/>

                        <sp:MustSupportRefEncryptedKey/>

                    </wsp:Policy>

                </sp:Wss11>

            </wsp:All>

        </wsp:ExactlyOne>

</wsp:Policy>

<wsp:Policy wsu:Id="SAmlHok_input_policy">

        <wsp:ExactlyOne>

            <wsp:All>

                <sp:SignedParts>

                    <sp:Body/>

                </sp:SignedParts>

                <sp:EncryptedParts>

                    <sp:Body/>

                </sp:EncryptedParts>

            </wsp:All>

        </wsp:ExactlyOne>

</wsp:Policy>

<wsp:Policy wsu:Id="SamlHok_output_policy">

        <wsp:ExactlyOne>

            <wsp:All>

                <sp:SignedParts>

                    <sp:Body/>

                </sp:SignedParts>

                <sp:EncryptedParts>

                    <sp:Body/>

                </sp:EncryptedParts>

            </wsp:All>

        </wsp:ExactlyOne>

</wsp:Policy>

2.4 Kerberos Security

2.4.1 Kerberos V5 GSS APREQ

This use case deals exclusively with Kerberos. The message exchange pattern is specified in WSS Kerberos Token Profile. The kerberos token is included as V5 GSS APREQ, which is as per WS-I, the most interoperable representation of Kerberos token. The body of the request and response are signed and encrypted.

<wsp:Policy wsu:Id="WSS11Kerberos_policy">

        <wsp:ExactlyOne>

            <wsp:All>

                <sp:SymmetricBinding>

                    <wsp:Policy>

                        <sp:ProtectionToken>

                            <wsp:Policy>

                                <sp:KerberosToken sp:IncludeToken="AlwaysToRecpt”>

                                    <wsp:Policy>

                                        <sp:RequireDerivedKeys/>

                                        <sp:WssGssKerberosV5ApReqToken11/>

                                    </wsp:Policy>

                                </sp:KerberosToken>

                            </wsp:Policy>

                        </sp:ProtectionToken>

                        <sp:AlgorithmSuite>

                            <wsp:Policy>

                                <sp:Basic256/>

                            </wsp:Policy>

                        </sp:AlgorithmSuite>

                        <sp:Layout>

                            <wsp:Policy>

                                <sp:Strict/>

                            </wsp:Policy>

                        </sp:Layout>

                        <sp:IncludeTimestamp/>

                        <sp:OnlySignEntireHeadersAndBody/>

                    </wsp:Policy>

                </sp:SymmetricBinding>

                <sp:Wss11>

                    <wsp:Policy>

                        <sp:MustSupportRefKeyIdentifier/>

                        <sp:MustSupportRefEncryptedKey/>

                    </wsp:Policy>

                </sp:Wss11>

            </wsp:All>

        </wsp:ExactlyOne>

</wsp:Policy>

<wsp:Policy wsu:Id="Kerberos_input_policy">

        <wsp:ExactlyOne>

            <wsp:All>

                <sp:SignedParts>

                    <sp:Body/>

                </sp:SignedParts>

                <sp:EncryptedParts>

                    <sp:Body/>

                </sp:EncryptedParts>

            </wsp:All>

        </wsp:ExactlyOne>

</wsp:Policy>

<wsp:Policy wsu:Id="Kerberos_output_policy">

        <wsp:ExactlyOne>

            <wsp:All>

                <sp:SignedParts>

                    <sp:Body/>

                </sp:SignedParts>

                <sp:EncryptedParts>

                    <sp:Body/>

                </sp:EncryptedParts>

            </wsp:All>

        </wsp:ExactlyOne>

</wsp:Policy>
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