3.1.12 ClaimTypesOffered Element

The optional <fed:ClaimTypesOffered> element allows a federation metadata provider such as an IdP to specify the list of publicly offered claim types, named using  the schema provided by the common claims dialect defined in this specification, that can be asserted in security tokens issued by its STS.  It is out of scope of this specification whether or not a URI used to name a claim type resolves. Note that issuers MAY support additional claims and that not all claims may be available for all token types.  If other means of describing/identifying claims are used in the future, then corresponding XML elements can be introduced to publish the new claim types. A federated partner can use the offered claim types to decide which claims to ask for when requesting tokens from it. This specification places no requirements on the syntax used to describe the claims.  This element populates the [Federation Metadata] property.  This is typically specified by token issuers and security token services.  This is typically a service-level statement but can be an endpoint-level statement.

The schema for this optional element is shown below.

<fed:ClaimTypesOffered ...>

  <auth:ClaimType ...> ... </auth:ClaimType> +
</fed:ClaimTypesOffered>
The following describes the elements listed in the schema outlined above:

/fed:ClaimTypesOffered

This element is used to express the list of claim types that the STS is capable of issuing.

/fed:ClaimTypesOffered/@{any}

This extensibility point allows attributes to be added so long as they don’t alter the semantics defined in this specification.

The following example illustrates using this optional element to specify that the issuing STS of the federating organization can assert two claim types named using the common claims format.

<fed:ClaimTypesOffered>

  <auth:ClaimType Uri="http://.../claims/EmailAddr" >
    <auth:DisplayName>Email Address</auth:DisplayName>

  </auth:ClaimType>

  <auth:ClaimType Uri="http://.../claims/IsMember" >
    <auth:DisplayName>Is a Member (yes/no)</auth:DisplayName>

    <auth:Description>If a person is a member of this club</auth:Description>

  </auth:ClaimType>

</fed:ClaimTypesOffered>

1 Authorization

1.1 Common Claims Dialect

There are different claim representations that are used across different Web Service implementations making it difficult to express claims in a common interoperable way.  To facilitate interoperability, this section defines a simple dialect for expressing claims in a format-neutral way.  This new dialect uses the <auth:ClaimType> element for representing a claim, and the dialect is identified by the following URI:

http://docs.oasis-open.org/wsfed/authorization/200706/authclaims

This dialect MAY be used within the <wst:Claims> element when making token requests or in responses.  This dialect MAY also be used in describing a service’s security requirements using [WS-SecurityPolicy]. Note that the xml:lang attribute may be used where allowed via attribute extensibility to specify a language of localized elements and attributes using the language codes specified in [RFC 3066].
The syntax for the <auth:ClaimType> element for representing a claim is as follows:

<auth:ClaimType Uri="xs:anyURI" Optional="xs:boolean">

  <auth:DisplayName ...>xs:string</auth:ClaimType> ?

  <auth:Description ...>xs:string</auth:Description> ?

  <auth:DisplayValue ...>xs:string</auth:DisplaValue> ?

  (<auth:Value>...</auth:Value> | 

   <auth:StructuredValue ...>...</auth:StructuredValue> |

   (<auth:EncryptedValue @DecryptionCondition="xs:anyURI">

      <xenc:EncryptedData>...</xenc:EncryptedData>

    <auth:EncryptedValue>) |

   <auth:ConstrainedValue>...</auth:ConstrainedValue>) ?
   ...

</auth:ClaimType>

The following describes the above syntax:

/auth:ClaimType

This element represents a specific claim.
/auth:ClaimType/@Uri

This REQUIRED URI attribute specifies the kind of the claim being indicated.  The following claim type is pre-defined, but other types MAY be defined:
	URI
	Description

	http://docs.oasis-open.org/wsfed/authorization/200706/claims/action
	The wsa:Action specified in a request


/auth:ClaimType/@Optional

This OPTIONAL boolean attribute specifies the claim is optional (true) or required (false). The default value is false.
/auth:ClaimType/auth:DisplayName

This optional element provides a friendly name for this claim type that can be shown in user interfaces.

/auth:ClaimType/auth:DisplayName/@{any}

This extensibility point allows attributes to be added so long as they don’t alter the semantics defined in this specification.

/auth:ClaimType/auth:Description

This optional element provides a description of the semantics for this claim type.

/auth:ClaimType/auth:Description/@{any}

This extensibility point allows attributes to be added so long as they don’t alter the semantics defined in this specification.

/auth:ClaimType/auth:DisplayValue
This optional element provides a displayable value for a claim returned in a security token.

/auth:ClaimType/auth:DisplayValue/@{any}

This extensibility point allows attributes to be added so long as they don’t alter the semantics defined in this specification.

/auth:ClaimType/auth:Value

This OPTIONAL element allows a specific string value to be specified for the claim.

/auth:ClaimType/auth:EncryptedValue

This OPTIONAL element is used to convey the ciphertext of a claim.

/auth:Claims/auth:ClaimType/auth:EncryptedValue/xenc:EncryptedData
This OPTIONAL element is only used for conveying the KeyInfo. 
/auth:Claims/auth:ClaimType/auth:EncryptedValue/@DecryptionCondition

This OPTIONAL attribute specifies the URI indicating the conditions under which this claim SHOULD be decrypted.  
The decryptor SHOULD decrypt only if the decryption condition is fulfilled. Note that a decryptor MAY be a 3rd party. In order for such a decryption to happen, the recipient of the claim has to provide the ciphertext and

decryption condition to the decryptor..  This specification does not define any URI values.  Participating parties MAY use other values under private agreements.
/auth:ClaimType/auth:StructuredValue


This OPTIONAL element specifies the value of a claim in a well formed xml structure.

/auth:ClaimType/auth:StructuredValue/@{any}


This extensibility point allows additional structiured values types to be specified for the claim

/auth:ClaimType/auth:ConstrainedValue
This OPTIONAL element specifies constraints on a given claim. It MAY contain the constraint that value MUST satisfy, or it MAY contain the actual constrained value.  For more details on constraints see section 9.3.1.
/auth:ClaimType/@{any}

This extensibility point allows additional attributes to be specified so long as they do not violate any semantics defined in this document.
/auth:ClaimType/{any}

This extensibility point allows additional values types to be specified for the claim.

1.1.12 Expressing value constraints on claims

When requesting or returning claims in a [WS-Trust] RST request or specifying required claims in [WS-SecurityPolicy] it MAY be necessary to express specific constraints on those claims. The <auth:ConstrainedValue> element, used within the <auth:ClaimType> element, provides this capability. 

The semantics of the comparison operators specified in the <auth:ConstrainedValue> element are specific to the given claim type unless explicitly defined below.

The syntax for the <auth:ConstrainedValue> element, used within the <auth:ClaimType> element, is as follows. 


<auth:ConstrainedValue AssertConstraint="xs:boolean"> 


 ( <auth:ValueLessThan>


     (<auth:Value> xs:string </auth:Value> |

     <auth:StructuredValue> xs:any </auth:StructuredValue>)


   </auth:ValueLessThan> |


   <auth:ValueLessThanOrEqual>

        (<auth:Value> xs:string </auth:Value> |

        <auth:StructuredValue> xs:any </auth:StructuredValue>)

      </auth:ValueLessThanOrEqual> |


   <auth:ValueGreaterThan>

        (<auth:Value> xs:string </auth:Value> |

        <auth:StructuredValue> xs:any </auth:StructuredValue>)


   </auth:ValueGreaterThan> |

      <auth:ValueGreaterThanOrEqual>

        (<auth:Value> xs:string </auth:Value> |

        <auth:StructuredValue> xs:any </auth:StructuredValue>)


   </auth:ValueGreaterThanOrEqual> |


   <auth:ValueInRange>

        <auth:ValueUpperBound>

          (<auth:Value> xs:string </auth:Value> |

          <auth:StructuredValue> xs:any </auth:StructuredValue>)

        </auth:ValueUpperBound>

        <auth:ValueLowerBound>

          (<auth:Value> xs:string </auth:Value> |

          <auth:StructuredValue> xs:any </auth:StructuredValue>)

        </auth:ValueLowerBound>


   </auth:ValueInRange> |


   <auth:ValueOneOf>

        (<auth:Value> xs:string </auth:Value> |

         <auth:StructuredValue> xs:any </auth:StructuredValue>) +


   </auth:ValueOneOf> ) ?
     ...

</auth:ConstrainedValue> ?

The following describe the above syntax

/auth:ClaimType/auth:ConstrainedValue
This OPTIONAL element indicates that there are constraints on the claim value. This element MUST contain one of the defined elements below when used in a RST/RSTR message. This element MAY be empty when used in the fed:ClaimTypesOffered element to describe a service's capabilities which means that any constrained value form, from he defined elements below, is supported for the claim type.
/auth:ClaimType/auth:ConstrainedValue/@AssertConstraint

This OPTIONAL attribute indicates that when a claim is issued the constraint itself is asserted (when true) or that a value that adheres to the condition is asserted (when false). The default value is true. 
/auth:ClaimType/auth:ConstrainedValue/auth:ValueLessThan
This OPTIONAL element indicates that the value of the claim should be less than the given value. 

/auth:ClaimType/auth:ConstrainedValue/auth:ValueLessThan/auth:Value
This element specifies the string value the claim MUST be less than.

/auth:ClaimType/auth:ConstrainedValue/auth:ValueLessThan/auth:StructuredValue
This element specifies the value of a claim in a well formed xml structure the claim MUST be less than.

/auth:ClaimType/auth:ConstrainedValue/auth:ValueLessThanOrEqual
This OPTIONAL element indicates that the value of the claim should be less than or equal to the given value. 
/auth:ClaimType/auth:ConstrainedValue/auth:ValueLessThanOrEqua/auth:Value
This element specifies the string value the claim MUST be less than or equal to.

/auth:ClaimType/auth:ConstrainedValue/auth:ValueLessThanOrEqual/auth:StructuredValue
This element specifies the value of a claim in a well formed xml structure the claim MUST be less than or equal to.

/auth:ClaimType/auth:ConstrainedValue/auth:ValueGreaterThan

This OPTIONAL element indicates that the value of the claim should be greater than the given value. 
/auth:ClaimType/auth:ConstrainedValue/auth:ValueGreaterThan/auth:Value

This element specifies the string value the claim MUST be greater than.

/auth:ClaimType/auth:ConstrainedValue/auth:ValueGreaterThan/auth:StructuredValue
This element specifies the value of a claim in a well formed xml structure the claim MUST be greater than.

/auth:ClaimType/auth:ConstrainedValue/auth:ValueGreaterThanOrEqual
This OPTIONAL element indicates that the value of the claim should be greater than or equal to the given value. 
/auth:ClaimType/auth:ConstrainedValue/auth:ValueGreaterThanOrEqual/auth:Value
This element specifies the string value the claim MUST be greater than or equal to.

/auth:ClaimType/auth:ConstrainedValue/auth:ValueGreaterThanOrEqual/auth:StructuredValue
This element specifies the value of a claim in a well formed xml structure the claim MUST be greater than or equal to.

/auth:ClaimType/auth:ConstrainedValue/auth:ValueInRange
This OPTIONAL element indicates that the value of the claim should be in the specified range. The specified boundary values are included in the range.
/auth:ClaimType/auth:ConstrainedValue/auth:ValueInRange/auth:ValueUpperBound

This element specifies the upper limit on a given value. 
/auth:ClaimType/auth:ConstrainedValue/auth:ValueInRange/auth:ValueLowerBound

This element specifies the lower limit on a given value. /auth:ClaimType/auth:ConstrainedValue/auth:ValueOneOf
This element specifies a collection of values among which the value of claim should be.

/auth:ClaimType/auth:ConstrainedValue/auth:ValueOneOf/auth:Value
This element specifies an allowed string value for the claim.

/auth:ClaimType/auth:ConstrainedValue/auth:ValueOneOf/auth:StructuredValue
This element specifies an allowed value for the claim in a well formed xml structure.

/auth:ClaimType/auth:ConstrainedValue/{any}

This extensibility point allows additional constrained value types to be specified for the claim.
1.2 Claims Target

The @fed:ClaimsTarget attribute is defined for use on the wst:Claims element as a way to indicate the intended consumer of claim information .
The syntax for @auth:ClaimsTarget is as follows. 

<wst:Claims fed:ClaimsTarget="..." ...> 
  ...

</wst:Claims>
The following describes the above syntax.
/wst:Claims /@fed:ClaimsTarget

This OPTIONAL attribute indicates the intended consumer of the claim information.  If this attribute is not specified, then a default value is assumed.  The predefined values are listed in the table below, but parties MAY use other values under private agreements.  This attribute MAY be used if the context doesn’t provide a default target or if a different target is required.  This attribute MUST NOT appear in a RST or RSTR message defined in WS-Trust, 
	URI
	Description

	http://docs.oasis-open.org/wsfed/authorization/200706/claims/target/recipient
(default)
	Whoever is the ultimate receiver of the element is expected to process it.

	http://docs.oasis-open.org/wsfed/authorization/200706/claims/target/client
	The client or originating requestor (typically the party issuing the original RST request) is expected to process this element.  

	http://docs.oasis-open.org/wsfed/authorization/200706/claims/target/issuer
	The entity that has the responsibility and (typically the party issuing the token) is expected to process this element.

	http://docs.oasis-open.org/wsfed/authorization/200706/claims/target/rp
	The entity that is expected to consume a security token is expected to process this element.


Appendix D SAML Binding of Common Claims

The content of the auth:Value, auth:EncryptedValue, auth:StructuredValue, and auth:ConstrainedValue elements, not including the root node, can be serialized into any token format that supports the content format. For SAML 1.1 and 2.0 this content SHOULD be serialized into the saml:AttributeValue element.

The display information, such as auth:DisplayName, auth:Description and auth:DisplayValue is not intended for serialization into tokens. 
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