WSRP Security Scenario

Assumptions 

· Remote Portlet provides a web service, for example account balance (simple query) or point of sales (purchases are made by users through a purchase order form submitted in SOAP message).

· Users are not known by the Remote Portlet.

· Users are known at the Portal.

· Remote Portlet performs authorization check on request from Portal, returns secured response if authorization process is successful.


1. User authenticates with Portal application 

2. User requests a portal page containing Remote Portlet

3. Portal packages and sends User’s request to Remote Portlet in SOAP document

4. Remote Portlet authenticates Portal (and User through Portal) and authorizes access to web service based on security information contained in the SOAP document

5. Remote Portlet processes the request

6. Remote Portlet packages the response in a SOAP document and sends it back to Portal

7. Portal delivers the response back to the user

 Two primary security issues to consider

1. Encrypt data exchanged between the Portal and the Remote Portlet. Generally done using (server-side?) SSL. 

2. Safeguard against unauthorized users impersonating users authorized to access services.  There are several different approaches employed for this purpose in current applications, for example, security information (as well as information in the body of the SOAP message) can be digitally signed.

Requirements implied by this scenario

1. Portal application includes the user’s identity and its own identity in the WSRP request

2. Portal application should be able to encrypt/digitally sign or otherwise protect sensitive information that is transmitted in a WSRP request (this might be userID, account#, etc)

3. Remote Portlet should be able to extract digitally signed/encrypted information included in a WSRP request(i.e. using a key shared with the portal application)

4. Both portal application and remote portlet should be able to support encrypted transport of request/response(i.e. SSL)
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