Minutes for WSSTC Telecon, Tuesday 5 November 2002 Dial in info: +1 703 265-4963 #400636

Minutes taken by John Weiland, Information Technology Specialist (AppSW) Naval Medical Information Management Center

Mr. Kelvin Lawrence convened the meeting at 0700 PST.

Roll Call was taken and the minutes from the last meeting were approved.

Item, Outcome, followed by discussion:

1.  Item 54, owned by Mr. Don Flinn was addressed first due to  illness:

    The first part of issue 54 is pending review of Draft 4 of Core Specs.

    The other items under 54 have been closed with Draft 4 of Core Specs.  

    This issue is now split into 54 A (All Closed Items) and 54 B (Issues Pending)

Lines 180 to 184: It is not clear to me whether this definition is meant to describe a case of delegation where the client and sender are two different entities or whether the sender is the channel acting on behalf or a client. From the definition on lines 217 to 223 it appears that delegation is not intended. Either way I believe this paragraph should be clarified.
Bill Cox – Resistance to terminology, Glossary now or piecemeal fashion it is needed.

Gary Schwartz – Token is proof of possession, who is asserting that claim?

Chris Kaler - States that the definitions are needed.

Entities have terminology entries – Ed Reed asserted earlier that term client is ambiguous, was that an attempt to be consistent?

Kelvin Lawrence encourages the use of the email list, action to editors.

Line 294: Should read Lines (005) to (009) 

Line 294 corrected in Draft 4 of Core Specs.
Line 461: I believe that this line should read - "This required element specifies the username of the authenticated party or the party to be authenticated" NOT "of the authenticating party." A clarifying question - am I correct in believing that this specification does not intend to prohibit the receiving party from using the username and password to authenticate the client?
Ronald Monzillo  -Tokens should be described as claims User Name should be explained as Claim Identity.

Kelvin Lawrence calls for consensus for claimed identity.
Lines 534 & 535: I believe that these lines should read " ... binary or XML tokens ..", not just "binary tokens"
 Should XML tokens be here.  No – strike this.
 Lines 575 to 588: Are these lines needed since we RECOMMEND that Exclusive Canonicalization be used?
Recommend exclusive but other methods not ruled out.  Keep it open ended no – basic or exclusive canonicalization  Don Flinn agreed.
Section 6.3.2: We say in the WSS-SAML specification to use the assertion id to reference SAML tokens, not to use the wsu:Id and license id for XrML? This section should state this and shouldn't unequivocally use "SHOULD" for the wsu:id attribute. 
Section 632 now 623 – put in reference to the specific binding document – Don Flinn agrees.
Section 7.1 & 7.2: These sections also don't mention assertion id's for SAML and license id's for XrML.
Issue is this section does not mention SAML – relates to Ronald Monzillo’s posting on 

Direct references and key identifiers base elements SAML XrML.  Use any attribute to security token reference to build their own.  How are other tokens being referenced in the binding document.

Anthony Nadalin  mentions new text inserted to satisfy this request – Open Content Model. Don Flinn says OK

2.  Item 3 – Owner Ronald Monzillo.

Open Ronald Monzillo and Anthony Nadalin will send out a proposed set of  changes.

Proposal to Label Tokens to Indicate Their Semantics

Anthony Nadalin and Ronald Monzillo for action – Anthony Nadalin: able to take security token reference and add new sub attribute to define a purpose of label the reference would be used .  Ronald Monzillo: types of label values have not been addressed a labeling taxonomy was suggested

Anthony Nadalin :  Propose that we add a Global attribute to Security Token reference to address this issue.

Frederick Hirsch - Question do signatures have to be verified?  Validation not required in document

3.  Items 4 and 5 Owner  TC.

Open: Chris Kaler will contact Phil Griffith to start email discussion.

Item 4 Technical - Why is the token in the header, and not a child of KeyInfo?

Item 5 Technical - Within the KeyInfo, why not use a ds:RetrievalMethod?

Retrieval method can have different semantics, may have transformation.

Jeff Hodges mentions several people noted this issue.  With layering and wrapping is KeyInfo worth using?

4.  Items 6 and 9 Owner Erick Herring

Open: Action to find fixed URL.

Item 6  Investigative- Will the authors of the roadmap submit it?

Item 9 Investigative - Approach authors to submit the App Note to the TC

Chris Kaler – legal concerns exist can it be on a website.  Action to find a fixed URL for appnode and roadmap.

5. Item 14 Owner Ronald Monzillo.

Pending until owner validates.

Item 14 Technical - State that the recipient SHOULD authenticate the assertion issuer and ensure that the assertion has not been modified.

6. Item 19 Owner Ronald Monzillo.

Pending Until Ronald Monzillo can check changes.

Item 19 Technical - Core: Why is it necessary to special case a Username/Password POP token? 

Anthony Nadalin mentions other uses for this token.  Ronald Monzillo - Key conveyor should not be separate.  Base authentication required for interoperability for extension later.  This concern may have been fixed in the latest example.

7. Item 23 Owner Ronald Monzillo.

23, 24, 25 Combined with 19 and Pending verification of changes.

Item 23 – Technical - Core: Make Proof-of-Possession a fundamental type or relationship within [sic] within the ws-security model?

8. Item 27 Owner Ronald Monzillo 

Closed.

Item 27 – Technical - Core: Reference element should have an @any to allow for attribute extensibility

9. Item 28 Owner TC

Pending: Ronald Monzillo included in Binding document sent out this AM, Pending review.

Item 28 – Technical - SAML Binding: Include the use of the URI attribute (on SecurityTokenReference) from the SS TC submission
Hal Lockhart requested new discussion based on Ronald Monzillo’s comments to the group.

10. Item 29 Owner Prateek Mishra

Open pending review by owner.

Item 29 – Technical - SAML Binding: Should there be a reference form that carries what amounts to a SAML assertion Query such that the sender does not need to have acquired the assertion (to be able to apply it to a request)?

11. Item 30 Owned by Editors

Open: Discussion on List Server – look at schema documents.  Change description of item 30.

Item 30 – Technical - How should fragments be explained.

12. Item 31 Owned by Chair

Open:  Action – Go to OASIS for a URL

Item 31 – Technical - Should use OASIS Namespace

Issue: we really want a namespace you can do an HTTP get on.  Allow schemas to be obtainable using the same URI. 

13. Item 32 Owned by Chair

Closed  in Draft 4 of Core specs.

Item 32 – Technical - A couple of parameter values are prescribed (e.g. SHA-1 in the case of the password digest and “five minutes” in the case of message freshness). The specification should be flexible in these respects.

14. Item 33 Owned by TC

Closed in Draft 4 of Core specs.

Item 33 – Technical - The specification should prescribe clear behaviour for all parties in regard to freshness safeguards. And it should require that time values be enclosed in integrity mechanisms.

15.  Item 34 Owned by Editors

Closed in Draft 4 of Core specs.

Item 34 – Technical - <wsu:Created> appears to be just a convenient way for the originator to create a nonce. Therefore, it seems unnecessary to require processing different from that required for the <wsu:Nonce> element.

16. Item 35 Owned by Editors

Closed in Draft 4 of Core specs.

Item 35 – Technical - Is it necessary to support the HexBinary encoding of tokens?

17.  Item 36 Owned by Editors

Pending Anthony Nadalin should address 36 in next draft.

 Item 36 – Technical - In section 10.2.2, why not just specify that the <Created> element type be xsd:dateTime?

Discussed at last meeting

18.  Item 37 Owned by Editors

Closed in Draft 4 of core specs

Item 37 – Technical - lines 193-195: Where does the threat of replay attacks belong to? To the first or the second group? 

19.  Item 38 Owned by Konstantin Beznosov 

Pending owner’s examination of changes in Draft 4

Item 38 – Technical - line 238: Since this is a normative text, how "inappropriate claims" is defined here?

Konstantine is owner. 

20.  Item 39 Owned by Editors

Pending examination of new changes in Core specs by Ronald Monzillo

Item 39 – Technical - Lines 251-255: Since the UrenameToken element does not have password digest, what is the purpose of the Nonce and Created elements here?

21. Item 42 Owned by Editors

Pending Konstantine’s review of current text.

Item 42 – Technical - Line 1155: the meaning of "materially" is unclear.

Item not addressed 

22. Item 44 Owned by Editors

Pending assigned to Don Flinn

Item 44 – Technical - SAML Cannonicalization

23.  Item 46 Owned by Rich Salz

Pending refer to ListServer discussion
Item 46 – Technical - WSDL definitions - It seems to me that a stand-alone specification should just define the semantics of its elements. If an application wants those semantics, then the application WSDL should specify the header as being required.

24.  Item 47 Owned by Zahid Ahmed
Pending assigned to editors.

Item 47 – Technical - Add example. Working Draft 3. Page 21, Section 7.1, lines 644-648, recommends that <wsse:SecurityTokenReference> element should be used as direct children of <ds:KeyInfo> elements to retrieve signing and encryption certificate when using XML Signature and XML Encryption. Although in section 8.4, there is a XML Signature example for using <wsse:SecurityTokenReferences> element within the <ds:signature>'s <ds:KeyInfo> element, there is no examples provided to using SecurityTokenReference element for XML Encryption in section 9. E.g., Section 9.2 does have a <wsse:KeyIdentifier> contained within the <xenc:EncryptedKey> element. However, it does not have the <wsse:securityTokenReference> element encapsulating the <wsse:KeyIdentifier> as specified in section 7.3. 

25.  Item 48 Owned by Zahid Ahmed

Pending assigned to editors.

Item 48 – Technical - Make URI attribute required. Working Draft 3. Page 22, Section 7.2, lines 662, indicates that SecurityTokenReference/Reference/@URI is an optional attribute. However, the corresponding XML Schema for WS-Security core specification does not explicitly specify the the attribute "URI" of the ReferenceType complex type as an optional attribute by use of "use=optional". I suggest that the URI attribute be required rather than be optional as stated on line 662. 

26.  Item 49 Owned by Zahid Ahmed
Pending assigned to editors.

Item 49 – Technical - Working Draft 3. Page 26, Section 8.4, lines 852-856, indicates a specifialized type of <ds:KeyInfo> element that although is compatible with Section 7.1, I am concerned that the core specification is silent on the subject of acceptability of processing a signature element that uses an in-line X.509 data (representing, e.g., a signing certificate). What processing behaiour is expected from WS-Security compliant system that may receive a SOAP message that contains a signature element in its SOAP security header, i.e., <wsse:security>, that has a <ds:KeyInfo> element that does not contain <wsse:SecurityTokenReference> element rather contains an in-line X509 data pertaining to the signing cert? I think the specification needs to clearl state that all <ds:KeyInfo> instances that contain in-line cert data are also acceptable in addition to <SecurityTokenReference> element option if indeed we are allowing such in-line X509 cert data type of KeyInfo element be part of signature elements. The motivation of using SecurityTokenReference is mostly in the use case where the same signing certificate, for example, may be used to generate multiple signature elements (i.e., when same signing cert is used for signing multiple SOAP message parts) within a <wsse:Security> header. Having specific wordings of minimum requirements of what a SOAP/WS-Security sending and receiving application must support w.r.t. KeyInfo elements will help in security interoperability tests. 

Administrative issues:

Kelvin Lawrence:

Please reply yes or no as to attendance at Face to Face.  Food needed.  All the latest documents are posted to the web sites agenda still pending.

Chris Kaler:

Com call on the 3rd or wait to face to face?  Next com call on 3rd of December sponsor and note taker needed.  

Editors will get next version out next week.

Meeting adjourned 0900 AM PST.

Attendance of Voting Members:

  Don Adams TIBCO

  Zahid Ahmed Commerce One

  Jan Alexander Systinet

  Steve Anderson OpenNetwork

  Conor Cahill AOL

  Paul Cotton Microsoft

  William Cox BEA

  Martijn de Boer SAP

  Thomas DeMartini ContentGuard

  Yassir Elley Sun Microsystems

  Jeremy Epstein webMethods

  Don Flinn Quadrasis

  Peter Furniss Choreology

  Simon Godik Overxeer

  Eric Gravengaard Reactivity

  Phil Griffin Griffin Consulting

  Jeff Hodges Sun Microsystems

  Chris Kaler Microsoft

  Charles Knouse Oblix

  Yutaka Kudo Hitachi

  Guillermo Lao ContentGuard

  Kelvin Lawrence IBM

  Hal Lockhart Entegrity Solutions

  Monica Martin Drake Certivo, Inc.

  Ronald Monzillo Sun Microsystems

  Tim Moses Entrust

  Anthony Nadalin IBM

  Nataraj Nagaratnam IBM

  Andrew Nash RSA Security

  Mark Nobles LMI

  Rob Philpott RSA Security

  William Pope Choreology
  Hemma Prafullchandra Verisign

  Rajesh Raman BEA Systems

  Ed Reed Novell

  Irving Reid Baltimore Technologies

  Peter Rostin RSA Security

  Jason Rouault HP

  Vipin Samar Oracle

  Jerry Schwarz Oracle

  Shawn Sharp Cyclone Commerce

  John Shewchuk Microsoft

  Andre Srinivasan E2open

  Gene Thurston AmberPoint

  Steve Trythall Sonic Software

  Sirish Vepa Sybase

  Sam Wei Documentum

  John Weiland Navy

  Pete Wenzel SeeBeyond

Attendance of Observers or Prospective Members:

  Hank Simon Lockheed Martin

  Frederick Hirsch Nokia

Membership Status Changes:

  Venkat Danda IONA Technology - Granted voting status after call

  Jim Ducharme Netegrity - Withdrew 11/11/2002







