
Editorial comments on WS-Core-04-1117.pdf

1. No bookmarks appear in the PDF file. Not sure why, as my version of distiller generates these automatically. These would help readers navigate. Hypertext links are highlighted, but none of them work.

2. Change on line 175 “Claim – A claim is a statement that a client makes” to “Claim – A claim is a declaration made by a client”. (The word statement seems too broad, and we later in the text “assert” collections of claims in security tokens, “declaration” seems a more appropriate word.)
3. Change on line 177 “Security Token – A security token represents a collection of claims” to ”Security Token – A security token is a collection of one or more claims. (Is this true? Is there some sort of null token that contains no claims? If so we should state so clearly, “zero or more claims”, then somewhere describe the reason for such.)

4. Line 180 indicates the UserName token is unsigned. Later unsigned seems to be indicated by the word “unendorsed”. But to “endorse” is a loaded term, often meaning to transfer ownership by signature, or to actually approve of the signed content. Seems we should use unsigned throughout the document and avoid use of the term “endorse” unless its tied to a reference or there’s a particular need for this term not readily apparent to this reader.

5. Line 182 – This definiton of Proof-of-Possession only allows “something you know” to be used for proof of possession – it also needs to allow something you are, e.g., a biometric sample, and something you have, e.g., a hardware token that you can prove is in your possession.

6. Change on line 187 “Integrity – Integrity is the process by which it is guaranteed that information is not modified” to “Integrity – Integrity is the property that data has not been modified”. (NOTE: Message integrity as used later in the text is a property of the message and digital signature is the service or mechanism by with this property of the message is provided.)

7. Change on line 188 “Confidentiality – Confidentiality is the process by which data is protected such that only authorized roles or security token owners can view the data“ to “Confidentiality – Confidentiality is the property that data is not made available to unauthorized individuals, entities, or processes”. (NOTE: Data or message confidentiality is a property of the message and encryption is the service or mechanism by with this property of the message is provided.)

8. The term “role” is undefined and appears to be used in different ways in the document. A definition of this term should be established and use of this term in the document compared to the agreed definition. (When role is used, is it always a SOAP role?)

On a first reading, I cannot determine easily on line 134 what exactly is meant by “verifiable by appropriate roles“. The word “signers” might better replace this term as used on line 248. On line 252, it is not clear to me what is meant by “encryption … operations by multiple roles”. If all of these uses are tied to a “SOAP role” as on line 390 (and I think that this is the intention), this could be made clear by defining the term in a glossary or by a reference link from the first use of the term “role” on line 134. We might consider always using the term along with “SOAP”, say “SOAP role” or “SOAP attribute” to add clarity.

9. Change on line 242 “intercepted” to “disclosed”. (NOTE: Encrypted messages can be intercepted without their contents being revealed to unauthorized recipients.) Use of the word “illegally” should be avoided here. Suggest the entire sentence beginning on line 242 be changed to “Protecting the message content from being disclosed (confidentiality) or modified without detection (integrity) are primary security concerns.”

10. Remove “zero or more” from line 259 or provide text that better explains the usage benefits of, or use case of having zero, such as perhaps, “Zero tokens indicates that no security claims are made by the message sender.” 

11. On line 313, change “Line (004) starts the <Security> header that is defined in this specification” to read “Line (004) starts the <Security> header defined in this specification” to eliminate “that is”.

12. Line 346 refers to “XPath”. This term should be linked to the reference on line 1526.

13. On line 383, DTD is referenced but there is no reference defined in the “16 References” portion of the document for the DTD specification. Note that DTD should probably be listed as an abbreviation as well.

14. On line 387, XPointer is referenced and is highlighted as if it were a link. But there is no reference defined in the “16 References” portion of the document for the XPointer specification.

15. Line 446, “proving a username” or should this be “providing a username”?

16.Change lines 446-447 from “username and optional password information” to “username, optional password and biometric information”. 

17. After line 470, insert the following:

Within the <wsse:UsernameToken> element, a <wsse:XCBFSecurityToken> element may be specified to support multifactor authentication and identification using biometric information. The XCBF token carries a value of <BiometricSyntaxSets>, which may contain one or more values of type <BiometricObject>. These values may be unprotected, encrypted, signed or signed and encrypted. 
18. After line 476, add

    “<wsse:XCBFSecurityToken EncodingType="...">...</wsse: XCBFSecurityToken>
19. After line 492, add

/wsse:UsernameToken/Biometric

This optional element provides biometric information. 
20. At the end of line 561, add text to clarify that the preceding paragraph is not meant to imply that BinarySecurityToken content, such as X.509 certificates, are signed using XMLDSig. (To this reader, that is the implication of the paragraph). Words are needed to make it clear that some binary objects carried in this token are protected by other means.

21. Line 569, change “security token is encoded” to “security token content is encoded”.

22. Line 571, the prefix “wsu:” on the Id attribute does not appear in the examples in the WSS-X509 token profile document.

23. Line 630. Prepend this sentence with a definition of “subject confirmation”.

24. Line 632, remove double stop.

25. See comment 20 above. At line 633, section 6.3.4 should be rewritten with XCBF in mind. XCBF tokens contain signed and encrypted XML content that does not rely on XML Signature or XML Encryption.

26. Just before line 639, need to add a section 6.4 for XCBF security tokens and include the following text:

6.4 Biometric Security Tokens
6.4.1 Attaching XCBF Security Tokens
This specification provides a <wsse:XCBFSecurityToken> element to identifiy a biometric security token that can be included in the <wsse:Security> header block. These security tokens may be represented in two formats, a compact binary encoding and as XML 1.0 markup. These two formats represent the same abstract values and both rely on a common schema defined in the XCBF specification.

6.4.2 Processing Rules
Biometric security tokens may contain digitally signed information that does not rely on XML Signature processing. Some XCBF objects may contain digitally signed binary components such as X.509 certificates, attribute certificates and CRLs, and X9.68 domain certificates. When XCBF messages are represented using XML markup, any binary components included in these objects are Base64 armored.

XCBF objects may also contain encrypted or signed and encrypted information that does not rely on XML Encryption processing. Cryptographic processing for all cryptographically enhanced XCBF components is defined in the XCBF specification and not addressed in this standard.

6.4.3 Encoding XCBF Security Tokens
When XCBF security tokens are encoded in a binary format they must be transformed into Base64 encodings for inclusion in SOAP messages. This is true for all binary or non-XML formats. This section describes a basic framework for using XCBF security tokens. The WSS-XCBF document provides additional detailed information and examples.

The following is an overview of the syntax:

   <wsse:XCBFSecurityToken 

      Id=...

      EncodingType=...
      ValueType=.../>
The attributes and elements listed in the example above are defined as follows:
/wsse:XCBFSecurityToken

This element is used to include a binary-encoded security token.

/wsse:XCBFSecurityToken/@:Id 
An optional string label for this security token. 

/wsse:XCBFSecurityToken/@ValueType
The ValueType attribute is used to indicate the "value space" of the encoded token content, and allows a qualified name that defines the value type and space of the encoded biometric information. This attribute is extensible using XML namespaces.

	QName
	Value
	Description

	ValueType
	XCBFv1
	This token contains an XCBF version one value of type BiometricSyntaxSets


/wsse:XCBFSecurityToken/@EncodingType
The EncodingType attribute is used to indicate, using a QName, the encoding format of the biometric information (e.g., wsse:XER or wsse:DER). This attribute is used to allow biometric information to be encoded in formats, a compact binary format base on the Distinguished Encoding Rules (DER), and an XML markup representation based on the XML Encoding Rules (XER) of ASN.1. Both of the formats are supported by the ASN.1 schema defined in the XCBF specification. The EncodingType attribute is interpreted to indicate the encoding format of the token content. The following encoding formats are pre-defined:
	QName
	Value
	Description

	EncodingType
	XER

DER
	XML Encoding Rules value

Distinguished Encoding Rules value


/wsse:BinarySecurityToken/@{any}

This is an extensibility mechanism to allow attributes, based on schemas, to be added.
27. On line 642, replace the first sentence with “A security token is a collection of one or more claims” (see comment 2) or try to use the definition of the term here.

28. Line 715, replace “consant” with “constant”.

29. Line 737, add the XCBF EncodingType values to this table.

30. The core document uses both “receiver” and “recipient”. Unless there’s a particular need for both terms we should try to use just one. (recipient?)

31. Line 1111, correct sense of use of an in “when an role received the message)” 

32. In References section add a reference to the XCBF specification and one to the WSS-XCBF document.

33. Again, many of the same problems cited by this contributor for the WSS-X509 references also appear in this document. 
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