47 [still PENDING]

48 [ACTION Kelvin ….needs to be reviewed by Zahid before being closed]  

- schema was brought in line with document

49 [ACTION Kelvin ….needs to be reviewed by Zahid before being closed]  

- schema was brought in line with document
58- [PENDING]

- Rob Philpot to review and let us know if they can be closed

- Section related in 56 &57

Ron Monzilla

When you use which reference when?

Id References only have a role when the token is not present in the message
Really need to define how the references are used.

Chris….


Lets say SAML chose to make a token a type id


The only way to do this would be to know the schema


The purpose of id is to hardcode in the reference so you don’t need to process all 



The schema


Key identifier points to an opaque value


Key identifier has an encoding type  

Ron, 


Really unclear 

KL


[action  already taken….. tony and chris to write up the security token model]

58- [PENDING] Rob will verify against current edits

59,60 –[PENDING] Thomas not here, Guillermo to call Thomas and verifiy that changes made are acceptable

61 [PENDING] Frederick and tony to resolve the text and make proposal….

[ACTION-John]

Request to start a new issues list
Frederick and Phil Griffin will send new issues to list and these will be reflected post interop draft

[ACTION- Tim]

Review editorial explanations Tony has done

Proposal to break for 20 minutes:


John and Steve to sync up and update the issues list


People who had actions to review ….should take the time to do that


People who had actions to start discussions on new topics could do that now

Resume after lunch

Redoing the issues list

CPV pending a vote

3- [ACTION to work on at F2F] Label of Tokens, Ron & Chris
4-5 CPV

6 Postponed to  POST Interop draft

9 Postponed to POST Interop draft

19 Phil draft ---available after F2F

22 CPV

25 Postponed for this draft

26 [F2F ACTION] Ron and Tony
28 CLOSED …..changed to  [F2F ACTION  for Prateek, Rob, Don and Hal ]

after discussion of SAML binding
29 CLOSED [prateek suggests closing (withdrawn)  and opening a separate]

30 Postponed till POST interop draft

31 Postponed till POST interop draft

36 [ F2F ACTION for GROUP] change has been made GROUP to review 10.2.2

46 [F2F …post QOP discussion]

47 still open  [F2F]

48 [ACTION Kelvin] schema updated 

50  remain open

51 CPV

52 [ACTION Chris F2F]

53 remain open 

54 [CLOSED….Ron to review and open new issues if there is anything else]

55 [ACTION F2F Frederick to work with Tony and Chris]

56 [ACTION f2f] Tony

57 [CLOSED]

58 [CLOSED]

59 Guillermo left a message for Thomas

60 remain open ….need Thomas input

61 [ACTION f2f] Frederick to work with Tony

62 [ACTION f2f] Tim ….to review with Tony 

Next agenda item:

Review bindings


SAML -04 review of Ron’s updates


This document shows all the changes
Changed some statements about IPR… pointer to the TC web page and the OASIS guidelines


Philip provided an initial merging…..so some changes  to intro…

editorial change

3.1 Talks about semantic labeling….
how a relying party knows what to pay attention to …has to make some determination about signatures and processing .This was one of the sections in which changes were requested

3.2.  this is one of the areas that brought up questions about references

3.3 Hal and Zahid need to review and comment on this
3.3.1 Don Flinn wanted to know if this is the way saml assertions will
3.3.2 Be included or whether or not they would be within another container element within the wsse: security element


There are three ways to handle assertions.


Within SAML the responder URL is not sufficient to get the element 


which is being referenced

Jerry,
 even though saml is closed you could add an id by wrapping the element
Question on whether there is something missing from SAML? 

Prateek, 
not an easy way to do this, part of the metadata for the query not part of the assertion itself We don’t have a good element/data reference for SAML (retrieval)


Need a Reference form for saml for uniqueness and how to retrieve them….


The SAML identifier is a unique assertion….globally unique over time and space  Identifies the contents…there seem to be different references when the assertion is in the header use and when you need to be able to  retieve it


Why doesn’t a security token reference carry a key identifier?


[part of the ongoing discussion of labeling]


Chris Kaler



For saml define that the key identifier is the assertion id



Advocate this model because its les ambiguous.


Ron
3.3.2 This shows how to reference within the header using a uri as a fragment identifier 

The binding is broken

Lots of discussion about url fragments, whether or not saml assetions can

Be reflected by a fragment identifier….

Key thing is that this is a URI not a URL …

Want to go back to the wrapper model….

There is some xml assertion and I want to create a reference to it.



We have assertions ids on saml assertions

But don’ t have a way to represent an access to the assertion in the document

Ron  I tried to do that …….



Tony suggested an XPATH or an XPOINTER



Does it give us an opportunity to get to the resource?



This is the remote case….



First there is an authority at a URI…..




Do a wrapper and get a pointer to the authority….



Security Token Referenc is that wrapper….




Jerry

You need an element that specifies all the information to get the saml assertion


Ron, 



If I do that for saml I will need to do that for every security token type.


Rob Philpot,

In order to handle the SAML case, might want to look at the saml authority binding

Proposal to take this discussion offline and have the SAML people caucus and come up with a solution.


In most cases a key identifier is used to look up the referenece….


Chris,

There are two cases:

Potentially abstract URI

And a local identifier



Normatively it’s a URI

Jerry,

Want to implement STR ….there is no indication that it is a saml reference to know whether its document based or retrievel type to have to go to the SAML document to understand how to process the reference, it seems like the wrong model

Chris

Processing model is there and extensible
Jerry, if its not handled at the base level, 
Proposal


Should there be in the STR a way to retrieve a token or is that a token specific mechanism?

In general a URI is self describing…
Do we need to identify if it’s a document based reference model and another protocol reference model?

--------------------------------------------------------------

Proof of Posession


Confirmation mechanism was removed


Assertions indicate whether you must confirm or not

Comments requested but none received.

In looking at this you could confirm this by other means….
Tim,

Are you disqualifying the bearer approach?

Ron,


Sender vouches can be because I recognize them 


Or it is a bearer case 

Tim,

Message and an assertion within assertion is an identity and the whole thing must be signed and the receipient can infer the identiy is associated with the message because it is signed.

Prateek, 

We are now trying to figure out how to attach saml assertions to SOAP flows,


First case sender is the subject


Second case is the sender vouches.

BREAK

Ron


Have not allowed for a bearer case

Within the assertion, the authority says how you must confirm it there are two methods documented here (saml has others)  ….

The holder of key is different because the authority is indicating who should be allowed to make the assertions


The document is prescriptive, maybe we need to loosen the language


There is nothing in the saml core that says whether or not you need to sign.

Hal


Bearer was a kludge, let’s not perpetuate it.

Prateek


Agree

Hal


Assume in this environment people will do something better

Prateek,


Could we investigate weakening the language …might end up causing problems.

Ron,

The choices we’ve given you mean you always need to have assertions signed and is this a problem for SAML….should we support a case for sender vouches?


Issue to have people validate that this doesn’t validate the core.

Go back to Holder of Key….. one of the things enabled by SOAP and SAML with signatures…..

Where is it that says that you must sign the assertions? the core when describing sending saml messages through an intermediary does say that …browser profile does have a requirement but that is not part of the core

Don Flinn asked how does this relate to the canonicalization rqts of the core?


Receiver [Section  3.4.1.2]

Knows which assertions it needs to process …make it clear you should validate 


Assertions….nobody can make you do that….should this be a MUST?


[Line 305 ]


proposal

“ Message receiver must validate signatures on the assertions and must not accept them if they fail validation”
Hal

Do you want to say that all conformant applications do this?

Make it a MUST….

You can disable the feature or implement another profile.

This example was intended to show holder of key…..


Line 395 remove extra quotes.
Chris 


Volunteers to make sure that the schema examples in the documents will be validated….all major drafts will have this done….

Gene [example 3.4.2.3]


Core Document says As you add security tokens, you should prepend …this does not follow the processing rules….Should signature be prepended?

Ron
Where you have signature block ….there is a signature in the saml assertion and is it a signature over both the assertion and the body?

Prateek

Then you are subject with a substitution attack.

Ron

There is a case where if your’re self authorizing….

in holder of key you are not self authorizing….

Ron

[ACTION]Change to the example, in the signed info include a reference to the message body 

[ACTION] In security considerations for an unsigned security token…..Tony might need to add some text for this risk.

Tim,

Do we have a single mechanism in the core to identify  different tokens?…..it is implied that there is only one saml bindings/profile

Profile is used to process a token type…..

You can have one token which can be used in 3 profiles, 

You need to identify the profiles for versioning

You may not need to support more than one profile 

[ISSUE] There are versioning issues for all of WS-Security

[ISSUE]  is there something in labeling which will help with the versioning? There are lots of critters here…..are we versioning profiles or tokens?
Can a profile itself indicate what it supports?

Is this a policy issue?

[ACTION] open an issue we need someone to put together the text….Ron will volunteer to do this but not before the end of the meeting…..
3.4.2

line 435  change to MUST

line 513 should not have the quotes

lines 519, reference to body. Needs to be added to previous example
bind the token and the binding together, 

3 potential options


SAML allow an id ( maybe for 1.1 )

2 options for now that make sense for all tokens that don’t have an id in them


XPATH 


Custom transform on the envelope 

Proposal to wrap all tokens with an id ….

Make the reference a literal reference 

Or define an XML token 

[ACTION someone needs to write this up….Tony will draft for this F2F]

Error codes
Line 566 should be generalized 

Jerry,


What if there’s more than one token and more than one error….


Fail when you hit the first error is the current processing model

What error messages appear in the details in the soap fault?

Ron,

Are there security vulnerabilities in returning too much information? Then you could also have internationalization issues if this is text

Rob,
If you want that level of detail….you can create audit logs to keep that information on the server but you don’t send that information to the client.

[ACTION  for chris & Tony]

1) put text in the fault when you issue a fault you may include a security token reference 
2) in security considerations do it carefully

3.6 Threat Model & Considerations

Eavesdropping


Is the idea that you could have multiple audiences? 

Yes and XML encryption allows you to take a symmetric key and distribute it to the recipients through an  asysmetric method
[ACTION for Ron,  621 sender signature, it should refer to this as integrity protection]

we might want to chose a different emphasis mechanism

[Rod……626-628, made consistent with ACTION above]

Phil

Put out an input document to allow XCBF to be used in ws security

Defined an XML markup of two binary formats

1) bit map 

2) biometric service provider

x9.84 CMS  pkcs 7 standards

ASN 1 schema 

NIST has defined a framework for what biometric formats need to be

These two fall under the framework

Define a type which tells you whether it will be binary x64 armored

Or an XML markup that is not tied to W3C schema but tied to the XCBF schema 

Describe how to translate between the XML and binary formats

Propose to use this for authentication and distribution of biometric information 

Also add an optional  biometric format to the id/password to supplement or replace the password in a multi factor authentication

Request to support another binding document and phil has already volunteered to participate in the previous username profile document 

Phil has investigated and said there is no known IPR for the XCBF proposal 

What occurs in the header?

It’s not used as a sole mechanism for authentication, but a  second factor in an authentication

Ron,

This is similar to a claim but what is the proof of possession?

Proposal  to adopt this as another binding…. Will be tomorrow…..

Monica will repost

