Scenario #1

 

A client sends a message to the "Ping" action on a server.  A WS-Security header is included with a <UsernameToken>.  The password specified MUST be the username backwards (e.g. "Chris" -> "sirhC").  The server validates and if correct, issues a PingResponse.  Otherwise it issues a Fault indicating invalid authentication (wsse:FailedAuthentication).  The body contains a text string that is echoes back in the response.
Note that recipients must ignore headers they don't understand unless marked with S:mustUnderstand="true".  Similarly, if a <wsse:Nonce> or <wsu:Created> element are present in a <wsse:UsernameToken>, then they must be ignored.
 

Sample HTTP w/SOAP request

<?xml version="1.0" encoding="utf-8" ?> 

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">

 <soap:Header>

  <wsse:Security soap:mustUnderstand="1" xmlns:wsse="http://schemas.xmlsoap.org/ws/.../secext">

  <wsse:UsernameToken>

    <wsse:Username>Chris</wsse:Username> 

    <wsse:Password 
       Type="wsse:PasswordText">sirhC</wsse:Password> 

  </wsse:UsernameToken>

  </wsse:Security>

 </soap:Header>

 <soap:Body>

  <Ping xmlns="http://xmlsoap.org/Ping">

   <text>EchoString</text> 

  </Ping>

 </soap:Body>

</soap:Envelope> 
Sample HTTP w/SOAP response (pass)

<?xml version="1.0" encoding="utf-8" ?> 

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">

 <soap:Body>

  <PingResponse xmlns="http://xmlsoap.org/Ping">

   <PingResult>EchoString</PingResult> 

  </PingResponse>

 </soap:Body>

</soap:Envelope> 

Sample HTTP w/SOAP response (fault)

TBD 
Scenario #2

 

The client issues a message like the one in scenario #1 except that the <UsernameToken> is encrypted for the server using the X.509 certificate for the server.  An encryption manifest is included in the header.  The X.509 certificate is referenced using a KeyIdentifier.  The value is opaque and will be specified for the interop test for the certificate used (this is closer to a real scenario).  Responses are just like scenario #1.  The encryption is performed using 3DES and the key is encrypted using RSA.

Note that recipients must ignore headers they don't understand unless marked with S:mustUnderstand="true".  

The <wsse:Nonce> and <wsu:Created> elements are present in a <wsse:UsernameToken>.  For example, the following illustrates a token prior to encryption:
  <wsse:UsernameToken>

    <wsse:Username>Chris</wsse:Username> 

    <wsse:Password 
       Type="wsse:PasswordText">sirhC</wsse:Password> 

    <wsse:Nonce>ykEFh55E52hCeJk5vDdUBQ==</wsse:Nonce> 

    <wsu:Created>2003-03-18T19:50:33Z</wsu:Created> 

  </wsse:UsernameToken>

Sample HTTP w/SOAP request

<soap:Envelope xmlns:wsse="http://schemas.xmlsoap.org/ws/.../secext" xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">

 <soap:Header>

 <wsse:Security soap:mustUnderstand="1" xmlns:wsse="http://schemas.xmlsoap.org/ws/.../secext">

 <xenc:EncryptedData Id="enc-un" Type="http://www.w3.org/2001/04/xmlenc#Content" xmlns:xenc="http://www.w3.org/2001/04/xmlenc#">

  <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#tripledes-cbc" /> 

 <xenc:CipherData>

  <xenc:CipherValue>A/ufDw...chA==</xenc:CipherValue> 

  </xenc:CipherData>

  </xenc:EncryptedData>

 <xenc:EncryptedKey Type="http://www.w3.org/2001/04/xmlenc#EncryptedKey" xmlns:xenc="http://www.w3.org/2001/04/xmlenc#">

  <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-1_5" /> 

  <KeyInfo xmlns="http://www.w3.org/2000/09/xmldsig#">

  <wsse:SecurityTokenReference>

  <wsse:KeyIdentifier ValueType="wsse:X509v3">B39R...=</wsse:KeyIdentifier> 

  </wsse:SecurityTokenReference>

  </KeyInfo>

 <xenc:CipherData>

  <xenc:CipherValue>pPzyO...XlM=</xenc:CipherValue> 

  </xenc:CipherData>

  <xenc:ReferenceList>

  <xenc:DataReference URI="#enc-un" /> 

  </xenc:ReferenceList>

  </xenc:EncryptedKey>

 </wsse:Security>

 </soap:Header>

 <soap:Body>

  <Ping xmlns="http://xmlsoap.org/Ping">

  <text>EchoString</text> 

  </Ping>

 </soap:Body>

</soap:Envelope>
Scenario #3

 

The client issues a message line the one in scenario #2 except that an X.509 certificate is used to sign the message and the body is encrypted for the recipient.  Any valid X.509 certificate can be used to sign.  It is passed in a BST and a STR is used in the signature which references the token by ID.  The body is the only part of the message encrypted and the X.509 target.  The target's X.509 certificate is referenced using a KeyIdentifier.  The value is opaque and will be specified for the interop test for the certificate used (this is closer to a real scenario).   The response is issued with an X.509 certificate and signature.  The body is encrypted for the X.509 that was associated with the incoming request's signature.  Signatures use RSA-SHA1 and encryption uses 3DES with keys encrypted using RSA.  Exclusive C14N is used for signatures – no other transforms are used.

 

Sample HTTP w/SOAP request

<?xml version="1.0" encoding="utf-8" ?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"


xmlns:xsd="http://www.w3.org/2001/XMLSchema">


<soap:Header>





<wsu:Timestamp xmlns:wsu="http://schemas.xmlsoap.org/ws/.../utility">




<wsu:Created>2003-03-18T19:53:13Z</wsu:Created>



</wsu:Timestamp>



<wsse:Security soap:mustUnderstand="1" xmlns:wsse="http://schemas.xmlsoap.org/ws/.../secext">




<wsse:BinarySecurityToken ValueType="wsse:X509v3" EncodingType="wsse:Base64Binary" xmlns:wsu="http://schemas.xmlsoap.org/ws/.../utility"





wsu:Id="myCert">MII...hk</wsse:BinarySecurityToken>




<xenc:EncryptedKey Type="http://www.w3.org/2001/04/xmlenc#EncryptedKey" xmlns:xenc="http://www.w3.org/2001/04/xmlenc#">





<xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-1_5" />





<KeyInfo xmlns="http://www.w3.org/2000/09/xmldsig#">






<wsse:SecurityTokenReference>







<wsse:KeyIdentifier ValueType="wsse:X509v3">B39R...mY=</wsse:KeyIdentifier>






</wsse:SecurityTokenReference>





</KeyInfo>





<xenc:CipherData>






<xenc:CipherValue>dNYS...fQ=</xenc:CipherValue>





</xenc:CipherData>





<xenc:ReferenceList>






<xenc:DataReference URI="#enc" />





</xenc:ReferenceList>




</xenc:EncryptedKey>




<Signature xmlns="http://www.w3.org/2000/09/xmldsig#">





<SignedInfo>






<CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />






<SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1" />






<Reference URI="#body">







<Transforms>








<Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />







</Transforms>







<DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />







<DigestValue>QTV...dw=</DigestValue>






</Reference>





</SignedInfo>





<SignatureValue>H+x0...gUw=</SignatureValue>





<KeyInfo>






<wsse:SecurityTokenReference>







<wsse:Reference URI="#myCert" />






</wsse:SecurityTokenReference>





</KeyInfo>




</Signature>



</wsse:Security>


</soap:Header>


<soap:Body wsu:Id="body" xmlns:wsu="http://schemas.xmlsoap.org/ws/.../utility">



<xenc:EncryptedData Id="enc" Type="http://www.w3.org/2001/04/xmlenc#Content"




xmlns:xenc="http://www.w3.org/2001/04/xmlenc#">




<xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#tripledes-cbc" />




<xenc:CipherData>





<xenc:CipherValue>AYb...Y8=</xenc:CipherValue>




</xenc:CipherData>



</xenc:EncryptedData>


</soap:Body>

</soap:Envelope>

 

Sample HTTP w/SOAP response

TBD

