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Abstract:

This document describes how to use X.509 Certificates with the WS-Security

specification.

Status:

This is an interim draft.

Committee members should send comments on this specification to the wss@lists.oasis-
open.org list. Others should subscribe to and send comments to the wss-
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comment@lists.oasis-open.org list. To subscribe, visit http://lists.oasis-
open.org/ob/adm.pl.

For information on whether any patents have been disclosed that may be essential to
implementing this specification, and any offers of patent licensing terms, please refer to
the Intellectual Property Rights section of the W S-Security TC web page
(http://mww.oasis-open.org/committees/wss/ipr.php).
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1 Introduction (Non-Normative)

This specification describes the use of the X.509 authentication framework with the Web Services
Security: SOAP Message Security specification [W S-Security].

An X.509 certificate specifies a binding between a public key and a set of attributes that includes
(at least) a subject name, issuer name, serial number and validity interval. This binding may be
subject to subsequent revocation advertised by mechanisms that include issuance of CRLs,
OCSP tokens or mechanisms that are outside the X.509 framework, such as XKMS.

An X.509 certificate may be used to validate a public key that may be used to authenticate a W S-
Security-enhanced message or to identify the public key with which a W S-Security-enhanced
message has been encrypted.
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2 Notations and Terminology

This section specifies the notations, namespaces and terminology used in this specification.

2.1 Notational Conventions

This document uses the notational conventions defined in [W S-Security].
The keywords "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD",

"SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be
interpreted as described in RFC2119 [KEYWORDS].

2.2 Namespaces

The XML namespace URIs that MUST be used by implementations of this specification are as
follows (note that elements used in this specification are defined in one or other of these

namespaces):

http://schemas. xm soap. or g/ ws/ 2002/ xx/ secext
http://schemas. xm soap. or g/ ws/ 2002/ xx/ utility

The following namespace prefixes are used in this document:

Prefix Namespace

S

http://www.w3.0rg/2001/12/soap-envelope

ds

http://www.w3.0rg/2000/09/xmldsig#

Xenc

http://www.w3.0rg/2001/04/xmlenc#

wsse

urn:oasis:names:tc:WSS:1.0

wsu

http://schemas.xmlsoap.org/ws/2002/xx/utility

2.3 Terminology

Table 1- Namespace prefixes

This specification adopts the terminology defined in [W S-Security].
Readers are presumed to be familiar with the definitions of terms in the Internet Security Glossary

[Glossary].
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3 Usage

This section describes the syntax and processing rules for the X.509 binding of WS-Security.

3.1 Token types

This profile defines the syntax of, and processing rules for, three types of token:

Token QName Description

Single wsse:X509v3 An X.509 v3 signature-verification certificate

certificate

Set of wsse:X509PKIPathvl A list of X.509 certificates packaged in a PKIPath

certificates

and CRLs | \ygse:PKCS7 A list of X.509 certificates and (optionally) CRLs
packaged in a PKCS#7 wrapper

Table 2 — Token types

In order to ensure a consistent processing model across all the token types supported by WS-
Security, the wsse:SecurityTokenReference element SHOULD be used to specify all references
to X.509 token types in signature or encryption elements.

3.1.1 wsse:X509v3 Token Type

The type of the end-entity that is authenticated by a certificate used in this manner is a matter of
policy that is outside the scope of this specification.

3.1.2 wsse: X509PKIPathvl Token Type

The wsse:BinarySecurityToken element MAY contain a binary object that represents a certificate
path. It is RECOMMENDED that applications use the PKIPath object for this purpose.

3.1.3 wsse:PKCS7 Token Type

The wsse:BinarySecurityToken element MAY contain a binary object that represents a certificate
path. It is RECOMMENDED that applications use the PKIPath object for this purpose. The
PKCS#7 SignedData object MAY be used instead.

The order of the certificates in a PKCS#7 data structure is not significant. If an ordered certificate
path is converted to PKCS#7 encoded bytes and then converted back, the order of the
certificates may not be preserved. Processors SHALL NOT assume any significance to the order
of the certificates in the data structure. See [PKCS7] for more information.

3.2 Token References

A wsse:SecurityTokenReference MAY reference an X.509 token type by one of the following
means:

Key Identifier
The wsse:SecurityTokenReference element contains a wsse:Keyldentifier element that
specifies the token data by means of a URI reference.

X509-08 6th August 2003
Copyright © OASIS Open 2002, 2003. All Rights Reserved. Page 7 of 14




184
185
186

187
188
189
190

Reference to a Binary Security Token
The wsse:SecurityTokenReference element contains a wsse:Reference element that
references a wsse:BinarySecurityToken element that contains the token data itself.

Reference to an Issuer and Serial Number
The wsse:SecurityTokenReference element contains a wsse:Reference element that
references a wsse:Embedded element which contains a ds:X509IssuerSerial element
that uniquely identifies an end entity certificate.

3.2.1 Key Identifier Reference

The wsse:Keyldentifier is used to specify a reference to an X.509 security token by means of a
URI.

The wsse:SecurityTokenReference from which the indirect reference is made contains the
wsse:Keyldentifier element. The attributes of the wsse:Keyldentifier element include a ValueType
whose value specifies a an X.509 token type and a URI Identifier that identifies the token.

The following example shows the use of a Key Identifier reference in a wsse:Security encryption
header:

<S: Envel ope xm ns: S="ht t p: // ww. W3. or g/ 2001/ 12/ soap envel ope" >
<S: Header >
<wsse: Security xm ns: xenc="htt p://wwmv. w3. or g/ 2001/ 04/ xm enc#'
wsu: | d=" A1UdJAQQBNMDGAEEW" >
<ds: Keyl nfo ds="htt p://ww. w3. or g/ 2000/ 09/ xm dsi g# >
<wsse: Secur it yTokenRef er ence>
<wsse: Keyl denti fier
Val ueType="wsse: X509v3”
URI ="http://exanpl e.com certs/." />
</ wsse: Securi t yTokenRef er ence>
</ ds: Keyl nf 0>
<xenc: Encr ypt edKey>..</ xenc: Encr ypt edKey>
</ wsse: Security>
</ S: Header >
<S: Body>

</S: i?bdy>
</ S: Envel ope>

3.2.2 Reference to a Security Token data

The wsse:BinarySecurityToken element is used to reference X.509 security token data by value.

The wsse:BinarySecurityToken element is a child of a wsse:Security header and MUST contain a
wsu:ld attribute. The wsse:BinarySecurityToken element is referenced by means of a
wsse:SecurityTokenReference element that contains a wsse:Reference whose value is the same
as that of the wsu:ld attribute of the wsse:BinarySecurityToken element.

The following example shows an example of a certificate referenced by value to establish the
trustworthiness of a public key used for signature.

<S: Envel ope xm ns: S="ht t p: // ww. w3. or g/ 2001/ 12/ soap- envel ope" >
<S: Header >
<wsse: Security xm ns: wsse="urn: oasi s: nanes: tc: WBS: 1. 0" >
<wsse: Bi narySecuri t yToken
wsu: | d=" A1UJAQQBMDYAEEVs"
wsu: Val ueType="wsse: X509v3"
wsu: Encodi ngType="wsse: Base64Bi nary" >
M | EZz CCA9CgAW BAgl QEnt JZcO. . .
</ wsse: Bi narySecurit yToken>
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<ds: Si gnat ure
xm ns: ds="ht t p: / / www. w3. or g/ 2000/ 09/ xm dsi g# >
<ds: Si gnedl nf 0>

</ ds: Si gnedl nf o>
<ds: Si gnat ur eVal ue>..</ ds: Si gnat ur eVal ue>
<wsse: Secur it yTokenRef er ence>
<wsse: Ref erence URI =" #A1UdAQBMDQAEEVs" [ >
</wsse: Securi t yTokenRef er ence>
</ ds: Si gnat ur e>
</ wsse: Security>
</ S: Header >
<S: Body>

</S: B.ody>
</ S: Envel ope>

3.2.3 Reference to an Issuer and Serial Number

The ds:Keylnfo element is used to specify a reference to an X.509 security token by means of the
certificate issuer name and serial number.

The ds:Keylnfo element is a child of a wsse:Security header and MUST contain a wsu:ld
attribute. The ds:Keylnfo element is referenced by means of a wsse:SecurityTokenReference
element that contains a wsse:Reference whose value is the same as that of the wsu:ld attribute
of the ds:Keylnfo element.

The following example shows the use of a certificate reference by means of the certificate issuer
name and serial number to a private key used for encryption.

<S: Envel ope xm ns: S="ht t p: // ww. W3. or g/ 2001/ 12/ soap envel ope" >
<S: Header >
<wsse: Security xm ns: wsse="urn: oasi s: nanes: tc: WsS: 1. 0" >

<ds: Keyl nfo ds="htt p://www. w3. or g/ 2000/ 09/ xml dsi g#
wsu: | d=" A1UdJAQQBNVDgAEEVr " >
<ds: X509Dat a>
<ds: X509l ssuer Seri al >
<ds: X509I ssuer Nanme>DC=ACMECor p, DC=com
</ ds: X509 ssuer Nane>
<ds: X509Ser i al Nunber >12345678</ X509Ser i al Nunber >
</ ds: X509I ssuer Seri al >
</ ds: X509Dat a>
</ ds: Keyl nf 0>
<ds: Si gnat ure
xm ns: ds="ht t p: / / www. w3. or g/ 2000/ 09/ xm dsi g# >
<ds: Si gnedl nf 0>

</ ds: Si gnedl nf 0>
<ds: Si gnat ur eVal ue>..</ ds: Si ghat ur eVal ue>
<wsse: Secur it yTokenRef er ence>
<wsse: Ref erence URI =" #A1UdAQBNMDQAEEVr " [ >
</ wsse: Securi t yTokenRef er ence>
</ ds: Si gnat ur e>
</ wsse: Security>
</ S: Header >
<S: Body>
</ S: Body>
</ S: Envel ope>
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3.3 Signature

Signed data MAY specify the certificate used for signing using any of the X.509 security token
types.

3.3.1 Referencing a Security Token

An X.509 certificate specifies a binding between a public key and a set of attributes that includes
(at least) a subject name, issuer name, serial number and validity interval. Other attributes MAY
specify constraints on the use of the certificate or affect the recourse that may be open to a
relying party that depends on the certificate. A given public key may be specified in more than
one X.509 certificate; consequently a given public key MAY be bound to two or more distinct sets
of attributes.

It is therefore necessary to ensure that a signature created under an X.509 certificate token
uniquely and irrefutably specify the certificate under which the signature is created.

Implementations SHOULD protect against this attack by including either the certificate itself or an
immutable reference to the certificate within the scope of a signature according to the method
used to reference the signature as follows:

3.3.1.1 Key Ildentifier

The wsse:Keyldentifier element does not guarantee an immutable reference to the security token
referenced. Consequently implementations that use this form of reference within a signature
SHOULD include both the wsse:Keyldentifier element that contains the reference and the
referenced data in the scope of the signature.

Example

<S: TBS/ >

3.3.1.2 Reference to a Binary Security Token

The signature SHOULD contain an XPath reference to the wsse:BinarySecurityToken element
that contains the security token referenced.

Example

<S: TBS/ >

3.3.1.3 Reference to an Issuer and Serial Number

The signature SHOULD contain an XPath reference to the ds:Keylnfo element that contains the
security token referenced.

Example

<S: TBS/ >

3.4 Encryption
Encrypted data MAY identify a key required for decryption by identifying the corresponding key
used for encryption using any of the X.509 security token types specified.

Since the sole purpose is to identify the decryption key it is not necessary to specify either a trust
path or the specific contents of the certificate itself.

It is recommended that implementations specify an encryption key by reference to the Issuer and
Serial Number of an X509v3 certificate security token.
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Implementations MAY specify an encryption key by means of a Key Identifier reference to an
X509v3 certificate security token. This usage requires each recipient to dereference the Key
Identifier in order to determine whether it refers to a key the recipient holds.

3.5 Error Codes

When using X.509 certificates, the error codes defined in the WS-Security specification MUST be
used.

If an implementation requires the use of a custom error it is recommended that a sub-code be
defined as an extension of one of the codes defined in the W S-Security specification.

3.6 Threat Model and Countermeasures

The use of X.509 certificates with WS-Security introduces no new threats beyond those identified
for W S-Security with other types of security tokens.

Message alteration and eavesdropping can be addressed by using the integrity and confidentiality
mechanisms described in WS-Security. Replay attacks can be addressed by using message
timestamps and caching, as well as other application-specific tracking mechanisms. For X.509
certificates, identity is authenticated by use of keys, man-in-the-middle attacks are generally
mitigated.

It is strongly RECOMMENDED that all relevant and immutable message data be signed.

It should be noted that transport-level security MAY be used to protect the message and the
security token as an alternative.
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Appendix B: Notices

OASIS takes no position regarding the validity or scope of any intellectual property or other rights
that might be claimed to pertain to the implementation or use of the technology described in this
document or the extent to which any license under such rights might or might not be available;
neither does it represent that it has made any effort to identify any such rights. Information on
OASIS's procedures with respect to rights in OASIS specifications can be found at the OASIS
website. Copies of claims of rights made available for publication and any assurances of licenses
to be made available, or the result of an attempt made to obtain a general license or permission
for the use of such proprietary rights by implementors or users of this specification, can be
obtained from the OASIS Executive Director.

OASIS invites any interested party to bring to its attention any copyrights, patents or patent
applications, or other proprietary rights which may cover technology that may be required to
implement this specification. Please address the information to the OASIS Executive Director.
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This document and translations of it may be copied and furnished to others, and derivative works
that comment on or otherwise explain it or assist in its implementation may be prepared, copied,
published and distributed, in whole or in part, without restriction of any kind, provided that the
above copyright notice and this paragraph are included on all such copies and derivative works.
However, this document itself does not be modified in any way, such as by removing the
copyright notice or references to OASIS, except as needed for the purpose of developing OASIS
specifications, in which case the procedures for copyrights defined in the OASIS Intellectual
Property Rights document must be followed, or as required to translate it into languages other
than English.

The limited permissions granted above are perpetual and will not be revoked by OASIS or its
SUCCEeSSOrs or assigns.

This document and the information contained herein is provided on an “AS IS” basis and OASIS
DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO
ANY WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE
ANY RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE.
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