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Introduction

This document describes the message exchanges to be tested during the first interoperability
event of the Web Services Security SOAP Message with Attachments Profile. All scenarios use
the Request/Response Message Exchange Pattern (MEP) with no intermediaries. All scenarios
invoke the same simple application. To avoid confusion, they are called Scenario #1 through
Scenario #4.

These scenarios are intended to test the interoperability of different implementations performing
common operations and to test the soundness of the various specifications and clarity and mutual
understanding of their meaning and proper application.

THESE SCENARIOS ARE NOT INTENDED TO REPRESENT REASONABLE OR USEFUL
PRACTICAL APPLICATIONS OF THE SPECIFICATIONS. THEY HAVE BEEN DESIGNED
PURELY FOR THE PURPOSES INDICATED ABOVE AND DO NOT NECESSARILY
REPRESENT EFFICIENT OR SECURE MEANS OF PERFORMING THE INDICATED
FUNCTIONS. IN PARTICULAR THESE SCENARIOS ARE KNOWN TO VIOLATE SECURITY
BEST PRACTICES IN SOME RESPECTS AND IN GENERAL HAVE NOT BEEN EXTENSIVELY
VETTED FOR ATTACKS.

1.1 Terminology

The key words must, must not, required, shall, shall not, should, should not, recommended, may,
and optional in this document are to be interpreted as described in [RFC2119].
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2 Test Application

All four scenarios use the same, simple application.

The Requester sends a Ping element with a value of a string as the single child to a SOAP
request. The value should be the name of the organization that has developed the software and
the number of the scenario, e.g. “Acme Corp. — Scenario #1".

The Responder returns a PingResponse element with a value of the same string.

Each interaction will also include a SOAP attachment secured via one of the content level
security mechanisms described in [WSS-SwA]. For the purpose of these interoperability
scenarios, the Ping request and response elements will not have security properties applied to
them; they are used only to keep track of the specific scenarios.

2.1 Example Ping Element

<Ping xm ns="http://xmn soap. org/ Pi ng" >
<t ext >Acme Corp. — Scenario #1</text>
</ Pi ng>

2.2 Example PingResponse Element

<Pi ngResponse xm ns="http://xm soap. or g/ Pi ng" >
<text> Acne Corp. — Scenario #1</text>
</ Pi ngResponse>

2.3 SOAP Message Packages

When SOAP attachments are used as specified in [SwA] the main SOAP payload is
accompanied by a MIME header and possibly multiple boundary parts. This is known as a SOAP
message package. All interoperability scenarios in this document assume that a proper SOAP
message package is constructed using the MIME headers appropriate to [SwA]. Interoperability
of the SOAP message package format, including the appropriate use of the MIME header and
boundary semantics, is outside the scope of this interoperability document.

swa-interopl-draft-03.doc 21-Oct-04
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3 Scenario #1: Attachment Signature

Scenario #1 tests the interoperability of a signed attachment using an X.509 certificate. The
certificate used to verify the signature shall be present in the SOAP header. No security
properties are applied to any part of the SOAP envelope..

3.1 Attachment Properties

This section specifies the attachment properties BEFORE security operations are applied. The
Content-Type of the attachment MUST be image/jpeg. The Content-Transfer-Encoding MUST be
base64. The attachment MUST have a Content-ld header that uniquely identifies the attachment.
The generation of the Content-1d header is out of scope.

3.2 Agreements

This section describes the agreements that must be made, directly or indirectly between parties
who wish to interoperate.

3.2.1 CERT-VALUE

This is an opaque identifier indicating the X.509 certificate to be used. The certificate in question
MUST be obtained by the Requester by unspecified means. The certificate SHOULD NOT have a
KeyUsage extension. If it does contain a KeyUsage extension, it SHOULD include the value of
digitalSignature.

3.2.2 Signature Trust Root

This refers generally to agreeing on at least one trusted key and any other certificates and
sources of revocation information sufficient to validate certificates sent for the purpose of
signature verification.

3.3 Parameters

This section describes parameters that are required to correctly create or process messages, but
not a matter of mutual agreement.

No parameters are required.

3.4 General Message Flow

This section provides a general overview of the flow of messages.

This contract covers a request/response MEP over the HTTP binding. SOAP 1.1 MUST be used.
The SOAP envelope MUST be wrapped in a SOAP Message Package as specified by [SwA]. As
required by SOAP 1.1, the SOAPAction HTTP header MUST be present. Any value, including a
null string may be used. The recipient SHOULD ignore the value. The request contains a signed
attachment. The certificate used for signing is included in the message.

The Responder verifies the signature over the attachment. If no errors are detected it returns the
response with no additional security properties.
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3.5 First Message — Request

3.5.1 Message Elements and Attributes

Elements not listed in the following table MAY be present, but MUST NOT be marked with the
mustUnderstand="1" attribute. Items marked mandatory MUST be generated and processed.
Items marked optional MAY be generated and MUST be processed if present. Items MUST
appear in the order specified, except as noted.

Name Mandatory?
Envelope Mandatory
Header Mandatory
Security Mandatory
mustUnderstand="1" Mandatory
BinarySecurityToken Mandatory
Signature Mandatory
Signedinfo Mandatory
CanonicalizationMethod Mandatory
SignatureMethod Mandatory
Reference Mandatory
Transforms Mandatory
Transform Mandatory
SignatureValue Mandatory
KeylInfo Mandatory
Body Mandatory
Ping Mandatory

3.5.2 Message Creation

3.5.2.1 Security

The Security element MUST contain the mustUnderstand="1" attribute.

3.5.2.2 BinarySecurityToken

The ValueType MUST be X509v3. The EncodingType MUST be Base64Binary. The token MUST
be labeled with an Id so it can be referenced by the signature. The value MUST be a public key
certificate suitable for verifying the signature. The certificate SHOULD NOT have a KeyUsage
extension. If it does contain a KeyUsage extension, it SHOULD include the value of
digitalSignature. The Requester must have access to the private key corresponding to the public
key in the certificate.
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3.5.2.3 Signature

The signature is over the attachment content only, using the #Attachment-Content-Only-
Transform

3.5.2.3.1 SignedInfo

The CanonicalizationMethod MUST be Exclusive Canonicalization. The SignatureMethod MUST
be RSA-SHAL.

3.5.2.3.2 Reference

The Reference MUST specify a URI using the cid scheme that points to the Content-Id of the
attachment. The only Transform specified MUST be #Attachment-Content-Only. The
DigestMethod MUST be SHA1.

3.5.2.3.3 SignhatureValue

The SignatureValue MUST be calculated as specified by the specification, using the private key
corresponding to the public key specified in the certificate in the BinarySecurityToken.
3.5.2.3.4 Keylnfo

The Keylnfo MUST contain a SecurityTokenReference with a reference to a relative URI which
indicates the BinarySecurityToken containing the certificate which will be used for signature
verification.

3.5.2.4 Post Operation Attachment Properties

This section specifies the attachment properties AFTER security operations are applied. The
Content-Type of the attachment MUST be image/jpeg. The Content-Transfer-Encoding MUST be
base64. The attachment MUST have a Content-ld header that uniquely identifies the attachment.
The generation of the Content-ld header is out of scope.

3.5.3 Responder Message Processing

This section describes the processing performed by the Responder. If an error is detected, the
Responder MUST cease processing the message and issue a Fault with a value of
FailedAuthentication.

3.5.3.1 Security

3.5.3.2 BinarySecurityToken

The certificate in the token MUST be validated. The Subject of the certificate MUST be an
authorized entity. The public key in the certificate MUST be retained for verification of the
signature.

3.5.3.3 Signature

The attachment MUST be verified against the signature using the specified algorithms and
transforms and the retained public key.

3.5.3.4 Attachment

After the attachment’s signature has been verified, it should be passed to the application.
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3.5.4 Example (Non-normative)

Content - Type: multipart/rel ated; boundary="si g-exanple”; type="text/xm”
--si g-exanpl e
Content - Type: text/xm; charset=utf-8

<?xm version="1.0" encodi ng="utf-8" ?>
<soap: Envel ope xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns: xsd="htt p: // www. w3. or g/ 2001/ XM_Schenma" >
<soap: Header >
<wsse: Security soap: nust Under st and="1"
xm ns: wsse="docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssecurity-
secext-1. 0. xsd">

<l-- This is the certificate used to verify the signature -->
<wsse: Bi narySecurityToken Val ueType="wsse: X509v3"
Encodi ngType="wsse: Base64Bi nary" xm ns: wsu="http://docs. oasi s
open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity-utility-1.0.xsd"
wsu: | d="nySi gCert">M ... hk</wsse: Bi narySecurityToken>

<Si gnature xm ns="http://wwmv. w3. or g/ 2000/ 09/ xm dsi g#" >
<Si gnedl nf o>
<Canoni cal i zat i onMet hod
Al gorithne"http://ww. w3. or g/ 2001/ 10/ xni - exc- c14n#” />
<Si gnat ur eMet hod
Al gorithm="http://ww. w3. or g/ 2000/ 09/ xm dsi g#r sa- shal"/>
<Ref erence URI ="ci d: si ghat ure" >
<Tr ansf or ms>
<Transform Al gorithm="http://docs. oasi s- open. or g/ wss/ 2004/ XX/ oasi s-
2004XX- wss- swa- profi | e- 1. 0#At t achment - Cont ent - Onl y- Tr ansf or ni'/ >
</ Tr ansf or ms>
<Di gest Met hod Al gorithm="htt p://ww. w3. or g/ 2000/ 09/ xml dsi g#shal"/ >
<Di gest Val ue>QrV. . . dw=</ Di gest Val ue>
</ Ref er ence>
</ Si gnedl| nf 0>
<Si gnat ur eVal ue>H+x0. . . gUn=</ Si gnat ur eVal ue>
<Keyl nf 0>
<wsse: SecurityTokenRef er ence>
<wsse: Ref erence URI ="#nySi gCert" />
</ wsse: SecurityTokenRef er ence>
</ Keyl nf 0>
</ Si gnat ur e>
</wsse: Security>
</ soap: Header >

<soap: Body>
<Pi ng xm ns="http://xm soap. org/ Pi ng">
<t ext >Acme Corp. — Scenario #1</text>
</ Pi ng>

</ soap: Body>
</ soap: Envel ope>
--si g-exanpl e
Cont ent - Type: i nmage/j peg
Content-1d: <signature>
Cont ent - Tr ansf er - Encodi ng: base64

Dcg3AdGFcFs3764f ddSAr k

3.6 Second Message - Response

3.6.1 Message Elements and Attributes

Items not listed in the following table MUST NOT be created or processed. Items marked
mandatory MUST be generated and processed. Items marked optional MAY be generated and
MUST be processed if present. Items MUST appear in the order specified, except as noted.
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Name Mandatory?
Envelope Mandatory
Body Mandatory
PingResponse Mandatory

317
318 3.6.2 Message Creation

319  3.6.2.1 Security

320  There are no security properties on the response message

321 3.6.2.2 Body
322  The body element MUST be not be signed or encrypted

323 3.6.3 Message Processing

324  The response is passed to the application without modification.

325 3.6.4 Example (Non-normative)

326 Here is an example response.

327 <?xnml version="1.0" encodi ng="utf-8" 2>

328 <soap: Envel ope xnl ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "
329 xm ns: xsi ="htt p: // waww. w3. or g/ 2001/ XM_Schena- i nst ance"
330 xm ns: xsd="ht t p: / / www. w3. or g/ 2001/ XM_Schera" >

331 <soap: Body>

332 <Pi ngResponse xm ns="http://xnl soap. or g/ Pi ng" >

333 <text> Acme Corp. — Scenario #1</text>

334 </ Pi ngResponse>

335 </ soap: Body>

336 </ soap: Envel ope>

337

338 3.7 Other processing

339  This section describes processing that occurs outside of generating or processing a message.

340 3.7.1 Requester

341 No additional processing is required.

342 3.7.2 Responder

343 No additional processing is required.

344 3.8 Expected Security Properties

345 Use of the service is restricted to authorized parties that sign the attachment. The attachment of
346  the request is protected against modification and interception. The response does not have any
347  security properties.
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4 Scenario #2 — Attachment Encryption

The SOAP request has an attachment that has been encrypted. The encryption is done using a
symmetric cipher. The symmetric encryption key is further encrypted for a specific recipient
identified by an X.509 certificate. The certificate associated with the key encryption is provided to
the requestor out-of-band. No security properties are applied to any part of the SOAP envelope.

4.1 Attachment Properties

This section specifies the attachment properties BEFORE security operations are applied. The
Content-Type of the attachment MUST be image/jpeg. The Content-Transfer-Encoding MUST be
base64. The attachment MUST have a Content-ld header that uniquely identifies the attachment.
The generation of the Content-1d header is out of scope.

4.2 Agreements

This section describes the agreements that must be made, directly or indirectly between parties
who wish to interoperate.

4.2.1 CERT-VALUE

This is an opaque identifier indicating the X.509 certificate to be used. The certificate in question
MUST be obtained by the Requester by unspecified means. The certificate SHOULD NOT have a
KeyUsage extension. If it does contain a KeyUsage extension, it SHOULD include the values of
keyEncipherment.

The Responder MUST have access to the Private key corresponding to the Public key in the
certificate.

4.2.2 Signature Trust Root

There is no digital signature operation for this scenario

4.3 Parameters

This section describes parameters that are required to correctly create or process messages, but
not a matter of mutual agreement.

No parameters are required.

4.4 General Message Flow

This section provides a general overview of the flow of messages.

This contract covers a request/response MEP over the HTTP binding. SOAP 1.1 MUST be used.
The SOAP envelope MUST be wrapped in a SOAP Message Package as specified by [SwWA].
The Content-Transfer-Encoding for the encrypted attachment MUST be base64. As required by
SOAP 1.1, the SOAPAction HTTP header MUST be present. Any value, including a null string
may be used. The recipient SHOULD ignore the value. The request contains an encrypted SOAP
attachment. The attachment is encrypted with a random symmetric key, which is encrypted using
a public key certificate. The certificate used for the encryption is provided to the Requestor out of
band. The Responder decrypts the attachment using the symmetric key which is decrypted with
the matching private key. If no errors are detected it returns the response without any security
properties.
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4.5 First Message - Request

4.5.1 Message Elements and Attributes

Items not listed in the following table MAY be present, but MUST NOT be marked with the
mustUnderstand="1" attribute. Items marked mandatory MUST be generated and processed.
Items marked optional MAY be generated and MUST be processed if present. Items MUST
appear in the order specified, except as noted.

Name Mandatory?
Envelope Mandatory
Header Mandatory
Security Mandatory
mustUnderstand="1" Mandatory
BinarySecurityToken Mandatory
EncryptedKey Mandatory
EncryptionMethod Mandatory
KeylInfo Mandatory
SecurityTokenReference Mandatory
CipherData Mandatory
ReferencelList Mandatory
EncryptedData Mandatory
EncryptionMethod Mandatory
CipherData Mandatory
CipherReference Mandatory
Transforms Mandatory
Transform Mandatory
Body Mandatory
Ping Mandatory

4.5.2 Message Creation

4.5.2.1 Security

The Security element MUST contain the mustUnderstand="1" attribute.

4.5.2.2 BinarySecurityToken

The ValueType MUST be X509v3. The EncodingType MUST be Base64Binary. The token MUST
be labeled with an Id so it can be referenced by the signature. The value MUST be a Public Key
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certificate suitable for symmetric key encryption. The certificate SHOULD NOT have a KeyUsage
extension. If it does contain a KeyUsage extension, it SHOULD include the values of
keyEncipherment and dataEncipherment. The Responder must have access to the private key
corresponding to the public key in the certificate.

4.5.2.3 EncryptedKey

The EncryptionMethod MUST contain the Algorithm attribute. The algorithm MUST be RSA v1.5.

The Keylnfo MUST contain a SecurityTokenReference with a reference to a relative URI which
indicates the BinarySecurityToken containing the certificate which will be used to decrypt the
symmetric key.

The CipherData MUST contain the encrypted form of the random key, encrypted under the Public
Key specified in the specified X.509 certificate, using the specified algorithm.

The ReferencelList MUST contain a DataReference which has the value of a relative URI that
refers to the EncryptedData element that refers to the encrypted attachment.
4.5.2.4 EncryptedData

The EncryptedData element refers to the encrypted attachment. The Type attribute MUST be
present and it MUST have a value of #Attachment-Content-Only. The EncryptedData element
MUST be referenced by the ReferenceList element in the EncryptedKey element. The
EncryptedData MUST have a MimeType attribute with the value of image/jpeg.

4.5.2.5 EncryptionMethod
The encryption method MUST be Triple-DES in CBC mode.

4.5.2.6 CipherData

The CipherData MUST refer to the encrypted attachment with a CipherReference element. The
CipherReference element MUST refer to the attachment using a URI with a cid scheme. The
CipherReference must have a single Transforms element with a single Transform child with an
Algorithm attribute value of #Attachment-Content-Only-Transform.

4.5.2.7 Body

The body element MUST not have any security operations applied to it.

4.5.2.8 Ping

The Ping element should contain the scenario number and the name of the entity performing the
request.

4.5.2.9 Post Operation Attachment Properties

This section specifies the attachment properties AFTER security operations are applied. The
Content-Type of the attachment MUST be application/octet-stream. The Content-Transfer-
Encoding MUST be base64. The attachment MUST have a Content-Id header that uniquely
identifies the attachment. The generation of the Content-ld header is out of scope. The Content-Id
MUST match the Content-lId before encryption.

swa-interopl-draft-03.doc 21-Oct-04
Copyright © OASIS Open 2004. All Rights Reserved. Page 14 of 37



436

437
438
439

440

441

442
443

444

445
446
447

448

449
450

451
452

453

454

455
456
457
458
459
460
461
462
463
464
465
466
467
468
469
470
471
472
473
474
475
476
477
478
479
480
481
482
483
484
485
486
487

4.5.3 Responder Message Processing

This section describes the processing performed by the Responder. If an error is detected, the

Responder MUST cease processing the message and issue a Fault with a value of
FailedDecryption.

4.5.3.1 Security

4.5.3.2 BinarySecurityToken

The public key in the certificate MUST be used to decrypt the symmetric key. No trust validation

of the public key is required. The responder MUST have the matching private key.

4.5.3.3 EncryptedKey

The random key contained in the CipherData MUST be decrypted using the private key
corresponding to the certificate specified by the SecurityTokenReference, using the specified

algorithm.

4.5.3.4 EncryptedData

The attachment referred to by the EncrypteData MUST be decrypted using the encrypted

symmetric key.

4.5.3.5 Attachment

After decrypting the attachment, it should be passed to the application

4.5.4 Example (Non-normative)

Here is an example request.

Content - Type: multipart/rel ated; boundary="enc-exanple”; type="text/xm”
--enc- exanpl e
Content - Type: text/xm; charset=utf-8

<?xm version="1.0" encodi ng="utf-8" ?>
<soap: Envel ope xnl ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns: xsd="ht t p: / / ww. w3. or g/ 2001/ XM_Schena" >
<soap: Header >
<wsse: Security soap: must Under st and="1"
xm ns: wsse="docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssecurity-
secext-1.0. xsd">

<l-- This certificate is used for symetric key encryption -->
<wsse: Bi narySecurit yToken
Val ueType="wsse: X509v3"
Encodi ngType="wsse: Base64Bi nary"
xm ns: wsu="htt phttp://docs. oasi s
open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity-utility-1.0.xsd"
wsu: | d="nyEncCert">M ... hk</wsse: Bi narySecurityToken>

<xenc: Encrypt edKey xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#" >
<xenc: Encrypti onMet hod
Al gorithne"http://ww. w3. or g/ 2001/ 04/ xml enc#rsa-1_5" />
<Keyl nfo xm ns="htt p://ww. w3. or g/ 2000/ 09/ xnl dsi g#" >
<wsse: SecurityTokenRef er ence>
<wsse: Ref erence URI ="#nyEncCert" />
</ wsse: SecurityTokenRef er ence>
</ Keyl nf 0>
<xenc: G pher Dat a>
<xenc: C pher Val ue>dNYS. . . f @=</ xenc: G pher Val ue>
</ xenc: Ci pher Dat a>
<xenc: Ref er encelLi st >
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<xenc: Dat aRef erence URI ="#encrypted-attachnment" />
</ xenc: Ref er enceLi st >
</ xenc: Encr ypt edKey>

<!-- The EncryptedData portion here refers to content of the attachment -->

<xenc: Encrypt edDat a wsu: | d="encr ypt ed- att achnent "
Type="http://docs. oasi s- open. or g/ wss/ 2004/ XX/ oasi s- 2004XX- wss- swa- profi | e-
1. O#Att achnent - Content-Only” M neType="i mage/j peg" >
xm ns: xenc="ht t p: / / www. wW3. or g/ 2001/ 04/ xm enc#" >
<xenc: Encrypti onMet hod
Al gorithm="http://ww.w3. org/ 2001/ 04/ xm enc#tri pl edes-chc" />
<xenc: C pher Dat a>
<xenc: C pher Ref erence URI ="ci d: enc” >
<xenc: Tr ansf or ms>
<ds: Transform
Al gorithne¥"http://docs. oasi s- open. or g/ wss/ 2004/ XX/ oasi s- 2004XX- wss- swa-
profile-1. 0#Attachnent- Content-Only-Transforni />
<ds: Transform
</ xenc: Tr ansf or ms>
</ xenc: Ci pher Ref er ence>
</ xenc: Ci pher Dat a>
</ xenc: Encr ypt edDat a>

</wsse: Security>
</ soap: Header >

<soap: Body>
<Pi ng xm ns="http://xm soap. org/ Pi ng">
<t ext >Acme Corp. — Scenario #2</text>
</ Pi ng>

</ soap: Body>

</ soap: Envel ope>

--enc-exanpl e

Cont ent - Type: application/octet-stream
Content-1d: <enc>

Cont ent - Tr ansf er - Encodi ng: base64

Dsh5SA3t hsRh3Dh54waf Dhj aq2

4.6 Second Message - Response

4.6.1 Message Elements and Attributes

Items not listed in the following table MUST NOT be created or processed. Items marked
mandatory MUST be generated and processed. Items marked optional MAY be generated and
MUST be processed if present. Items MUST appear in the order specified, except as noted.

Name Mandatory?

Envelope Mandatory

Body Mandatory
PingResponse Mandatory

4.6.2 Message Creation

The response message MUST NOT contain a <wsse:Security> header. Any other header
elements MUST NOT be labeled with a mustUnderstand="1" attribute.
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4.6.2.1 Security

There are no security properties on the response message

4.6.2.2 Body
The body element MUST be not be signed or encrypted

4.6.3 Message Processing

The response is passed to the application without modification.

4.6.4 Example (Non-normative)

Here is an example response.

<?xm version="1.0" encodi ng="utf-8" ?>

<soap: Envel ope xnl ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"

xm ns: xsd="ht t p: / / www. W3. or g/ 2001/ XM_Schena" >

<soap: Body>
<Pi ngResponse xm ns="http://xm soap. or g/ Pi ng" >
<text> Acne Corp. — Scenario #2</text>

</ Pi ngResponse>
</ soap: Body>
</ soap: Envel ope>

4.7 Other processing

This section describes processing that occurs outside of generating or processing a message.

4.7.1 Requester

No additional processing is required.

4.7.2 Responder

No additional processing is required.

4.8 Expected Security Properties

The attachment content is private for the holder of the appropriate private key. There should be
no inferences made regarding the authenticity of the sender. The response is not protected in any
way.
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5 Scenario #3 — Attachment Signature and
Encryption

The SOAP request contains an attachment that has been signed and then encrypted. The
certificate associated with the encryption is provided out-of-band to the requestor. The certificate
used to verify the signature is provided in the header. The Response Body is not signed or
encrypted. There are two certificates in the request message. One identifiers the recipient of the
encrypted attachment and one identifies the signer.

5.1 Attachment Properties

This section specifies the attachment properties BEFORE security operations are applied. The
Content-Type of the attachment MUST be text/xml. The Content-Transfer-Encoding MUST be
8bit ASCII (8bit). The attachment MUST have a Content-ld header that uniquely identifies the
attachment. The generation of the Content-Id header is out of scope. An example of what the
attachment may look like before encryption and signing is shown as follows. This example is non-
normative.

--enc-si g- exanpl e

Content - Type: text/xm ; charset=utf-8

Cont ent - Tr ansf er - Encodi ng: 8bi t
Content-1D: <encsi gnexanpl e>

<?xm version=1.0" encodi ng="utf-8"?>
<somexm />

5.2 Agreements

This section describes the agreements that must be made, directly or indirectly between parties
who wish to interoperate.

5.2.1 CERT-VALUE

This is an opaque identifier indicating the X.509 certificate to be used. The certificate in question
MUST be obtained by the Requester by unspecified means. The certificate SHOULD NOT have a
KeyUsage extension. If it does contain a KeyUsage extension, it SHOULD include the values of
keyEncipherment, dataEncipherment and digitalSignature.

The Responder MUST have access to the private key corresponding to the public key in the
certificate.

5.2.2 Signature Trust Root

This refers generally to agreeing on at least one trusted key and any other certificates and
sources of revocation information sufficient to validate certificates sent for the purpose of
signature verification.

5.3 Parameters

This section describes parameters that are required to correctly create or process messages, but
not a matter of mutual agreement.

No parameters are required.
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5.4 General Message Flow

This section provides a general overview of the flow of messages.

This contract covers a request/response MEP over the HTTP binding. SOAP 1.1 MUST be used.
The SOAP envelope MUST be wrapped in a SOAP Message Package as specified by [SwA].
The Content-Transfer-Encoding for the encrypted attachment MUST be base64. As required by
SOAP 1.1, the SOAPAction HTTP header MUST be present. Any value, including a null string
may be used. The recipient SHOULD ignore the value. The request contains an attachment,
which is signed and then encrypted. The certificate for encryption is provided externally to the
requestor but conveyed in the request message. The attachment is encrypted with a random
symmetric key that is encrypted with a public key certificate. The certificate for signing is included
in the message. The Responder decrypts the attachment using its private key and then verifies
the signature using the included public key certificate. If no errors are detected it returns the
Response with no security properties.

5.5 First Message - Request

5.5.1 Message Elements and Attributes

Items not listed in the following table MAY be present, but MUST NOT be marked with the
mustUnderstand="1" attribute. Items marked mandatory MUST be generated and processed.
Items marked optional MAY be generated and MUST be processed if present. Items MUST
appear in the order specified, except as noted.

Name Mandatory?
Envelope Mandatory
Header Mandatory
Security Mandatory
mustUnderstand="1" Mandatory
BinarySecurityToken Mandatory
EncryptedKey Mandatory
EncryptionMethod Mandatory
KeylInfo Mandatory
SecurityTokenReference Mandatory
CipherData Mandatory
ReferencelList Mandatory
EncryptedData Mandatory
EncryptionMethod Mandatory
CipherData Mandatory
CipherReference Mandatory
Transforms Mandatory
swa-interopl-draft-03.doc 21-Oct-04
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Transform Mandatory
BinarySecurityToken Mandatory
Signature Mandatory

Signedinfo Mandatory
CanonicalizationMethod Mandatory
SignatureMethod Mandatory
Reference Mandatory
Transforms Mandatory
Transform Mandatory
SignatureValue Mandatory
KeylInfo Mandatory
Body Mandatory
Ping Mandatory

5.5.2 Message Creation

5.5.2.1 Security

The Security element MUST contain the mustUnderstand="1" attribute.

5.5.2.2 BinarySecurityToken

The ValueType MUST be X509v3. The EncodingType MUST be Base64Binary. The token MUST
be labeled with an Id so it can be uniquely referenced. The value MUST be a PK certificate
suitable for encrypting the content. The certificate SHOULD NOT have a KeyUsage extension. If
it does contain a KeyUsage extension, it SHOULD include the value of keyEncipherment and
dataEncipherment.

5.5.2.3 EncryptedKey

The EncryptionMethod MUST contain the Algorithm attribute. The algorithm MUST be RSA v1.5.

The Keylnfo MUST contain a SecurityTokenReference with a Reference child that points to the
X.509 certificate of the recipient. The Reference child should point to a relative URI which
indicates the BinarySecurityToken containing the certificate which will be used to decrypt the
symmetric key.

The CipherData MUST contain the encrypted form of the random key, encrypted under the Public
Key specified in the specified X.509 certificate, using the specified algorithm.

The ReferenceList MUST contain a DataReference which has the value of a relative URI that
refers to the EncryptedData element that refers to the encrypted attachment.

5.5.2.4 EncryptedData

The EncryptedData element refers to the encrypted attachment. The Type attribute MUST be
present and it MUST have a value of #Attachment-Content-Only. The EncryptedData element
MUST be referenced by the ReferenceList element in the EncryptedKey element. The
EncryptedData MUST have a MimeType attribute with the value of text/xml.
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5.5.2.5 EncryptionMethod
The encryption method MUST be Triple-DES in CBC mode.

5.5.2.6 CipherData

The CipherData MUST refer to the encrypted attachment with a CipherReference element. The
CipherReference element MUST refer to the attachment using a URI with a cid scheme. The
CipherReference must have a Transforms child with a single Transform sub child with the value
of #Attachment-Content-Only-Transform.

5.5.2.7 BinarySecurityToken

The ValueType MUST be X509v3. The EncodingType MUST be Base64Binary. The token MUST
be labeled with an Id so it can be referenced by the signature. The value MUST be a PK
certificate suitable for verifying the signature. The certificate SHOULD NOT have a KeyUsage
extension. If it does contain a KeyUsage extension, it SHOULD include the values of
digitalSignature. The Requester must have access to the private key corresponding to the public
key in the certificate.

5.5.2.8 Signature

The signature is over the attachment content only, using the #Attachment-Content-Only-
Transform

5.5.2.8.1 SignedInfo

The CanonicalizationMethod MUST be Exclusive Canonicalization. The SignatureMethod MUST
be RSA-SHAL.

5.5.2.8.2 Reference

The Reference MUST specify a URI using the cid scheme that points to the Content-Id of the
attachment. The only Transform specified MUST be #Attachment-Content-Only. The
DigestMethod MUST be SHA1.

5.5.2.8.3 SighatureValue
The SignatureValue MUST be calculated as specified by the specification, using the private key
corresponding to the public key specified in the certificate in the BinarySecurityToken.

5.5.2.8.4 KeylInfo

The Keylnfo MUST contain a SecurityTokenReference with a reference to a relative URI which
indicates the BinarySecurityToken containing the certificate which will be used for signature
verification.

5.5.2.9 Body
The contents of the body MUST not be encrypted or signed

5.5.2.10 Post Operation Attachment Properties

This section specifies the attachment properties AFTER security operations are applied. The
Content-Type of the attachment MUST be application/octet-stream. The Content-Transfer-
Encoding MUST be base64. The attachment MUST have a Content-ld header that uniquely
identifies the attachment. The generation of the Content-ld header is out of scope. The Content-Id
MUST match the Content-lId before encryption.
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5.5.3 Responder Message Processing

This section describes the processing performed by the Responder. If an error is detected, the
Responder MUST cease processing the message and issue a Fault with a value of
FailedAuthentication.

5.5.3.1 Security

5.5.3.2 BinarySecurityToken

The public key in the certificate MUST be used to decrypt the symmetric key. No trust validation
of the public key is required. The responder MUST have the matching private key.

5.5.3.3 EncryptedKey

The random key contained in the CipherData MUST be decrypted using the private key
corresponding to the certificate specified by the SecurityTokenReference, using the specified
algorithm.

5.5.3.4 EncryptedData
The attachment referred to by the EncryptedData MUST be decrypted using the encrypted
symmetric key.

5.5.3.5 Attachment

After decrypting the attachment, it should have its signature verified

5.5.3.6 BinarySecurityToken

The certificate in the token MUST be validated. The Subject of the certificate MUST be an
authorized entity. The public key in the certificate MUST be retained for verification of the
signature.

5.5.3.7 Signature

The attachment MUST be verified against the signature using the specified algorithms and
transforms and the retained public key.

5.5.3.8 Attachment

After the attachment’s signature has been verified, it should be passed to the application

5.5.4 Example (Non-normative)

Here is an example request.

Content - Type: mul tipart/rel ated; boundary="enc-si g-exanple”; type="text/xm”
--enc- si g- exanpl e
Content - Type: text/xm; charset=utf-8

<?xm version="1.0" encodi ng="utf-8" ?>
<soap: Envel ope xnl ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns: xsd="ht t p: / / ww. w3. or g/ 2001/ XM_Schena" >
<soap: Header >
<wsse: Security soap: must Under st and="1"
xm ns: wsse="docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssecuri ty-
secext-1.0. xsd">

<I-- This certificate is used for symetric key encryption -->
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<wsse: Bi narySecuri t yToken
Val ueType="wsse: X509v3"
Encodi ngType="wsse: Base64Bi nary"
xm ns: wsu="htt phttp://docs. oasi s
open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity-utility-1.0.xsd"
wsu: | d="nyEncCert">M I ... hk</wsse: Bi narySecurityToken>

<xenc: Encrypt edKey xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#" >
<xenc: Encrypti onMet hod
Al gorithne"http://ww. w3. or g/ 2001/ 04/ xml enc#rsa-1_5" />
<Keyl nfo xm ns="htt p://ww. w3. or g/ 2000/ 09/ xm dsi g#" >
<wsse: SecurityTokenRef er ence>
<wsse: Ref erence URI ="#nyEncCert" />
</ wsse: SecurityTokenRef er ence>
</ Keyl nf 0>
<xenc: G pher Dat a>
<xenc: G pher Val ue>dNYS. . . f @=</ xenc: Ci pher Val ue>
</ xenc: Ci pher Dat a>
<xenc: Ref er enceli st >
<xenc: Dat aRef er ence URI ="#encr ypt ed- si gned-attachnent" />
</ xenc: Ref er enceLi st >
</ xenc: Encr ypt edKey>

<I-- The EncryptedData portion here refers to content of the attachment

<xenc: Encrypt edDat a wsu: | d="encr ypt ed- si gned- attachnent "

-->

Type="http://docs. oasi s- open. or g/ wss/ 2004/ XX/ oasi s- 2004XX- wss- swa- profi | e-

1. O#At t achnent - Content - Onl y” M neType="t ext/xm ">

xm ns: xenc="ht t p: // ww. w3. or g/ 2001/ 04/ xm enc#" >
<xenc: Encrypti onMet hod

Al gorithne"http://ww. w3. or g/ 2001/ 04/ xml enc#tri pl edes-cbc" />
<xenc: G pher Dat a>

<xenc: C pher Ref erence URI =" ci d: encsi gnexanpl e” >

<xenc: Tr ansf or ns>
<ds: Transform

Al gorithm="http://docs. oasi s-open. or g/ wss/ 2004/ XX/ oasi s- 2004 XX- wss- swa-

profile-1. 0#Attachnent - Cont ent - Onl y- Transf orni />
<ds: Transform
Al gorithne" http://ww. w3. or g/ 2000/ 09/ xni dsi g#base64” />
</ xenc: Tr ansf or ms>
</ xenc: G pher Ref er ence>
</ xenc: Ci pher Dat a>
</ xenc: Encr ypt edDat a>

<I-- This certificate is used to verify the signature -->

<wsse: Bi narySecurityToken Val ueType="wsse: X509v3"
Encodi ngType="wsse: Base64Bi nary" xm ns: wsu="http://docs. oasi s
open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity-utility-1.0.xsd"
wsu: | d="nySi gCertCert">M I ... hk</wsse: Bi narySecurityToken>

<Si gnature xm ns="http://ww. w3. or g/ 2000/ 09/ xnl dsi g#" >
<Si gnedI nf 0>
<Canoni cal i zat i onMet hod
Al gorithm="http://ww.w3. org/ 2001/ 10/ xm - exc- c14n#" [>
<Si gnat ur eMet hod
Al gorithne"http://ww. w3. or g/ 2000/ 09/ xni dsi g#r sa- shal"/ >
<Ref erence URI ="ci d: encsi gnexanpl e" >
<Tr ansf or ms>
<Transform Al gorithm="http://docs. oasi s- open. or g/ wss/ 2004/ XX/ oasi s-
2004 XX- wss- swa- profi | e-1. 0#At t achnment - Cont ent - Onl y- Tr ansf or ni'/ >
</ Tr ansf or ns>
<Di gest Met hod Al gorithm="http://wwmv. W3. or g/ 2000/ 09/ xm dsi g#shal"/ >
<Di gest Val ue>QrV. . . dw=</ Di gest Val ue>
</ Ref erence>
</ Si gnedI nf 0>
<Si gnat ur eVal ue>H+x0. . . gun=</ Si gnat ur eVal ue>
<Keyl nf 0>
<wsse: SecurityTokenRef er ence>
<wsse: Ref erence URI ="#nySi gCert" />
</ wsse: SecurityTokenRef er ence>
</ Keyl nf 0>
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</ Si gnat ur e>
</wsse: Security>
</ soap: Header >

<soap: Body>
<Ping xm ns="http://xmn soap. org/ Pi ng" >
<text >Acne Corp. — Scenario #3</text>
</ Pi ng>

</ soap: Body>

</ soap: Envel ope>

--enc-si g-exanpl e

Cont ent - Type: application/octet-stream
Content -1 d: <encsi gnexanpl e>

Cont ent - Tr ansf er - Encodi ng: base64

FEWW | f c93ASj f dj sa358sa98xsj cx

5.6 Second Message - Response

5.6.1 Message Elements and Attributes

Items not listed in the following table MUST NOT be created or processed. Items marked
mandatory MUST be generated and processed. Items marked optional MAY be generated and
MUST be processed if present. Items MUST appear in the order specified, except as noted.

Name Mandatory?

Envelope Mandatory

Body Mandatory
PingResponse Mandatory

5.6.2 Message Creation

The response message MUST NOT contain a <wsse:Security> header. Any other header
elements MUST NOT be labeled with a mustUnderstand="1" attribute.

5.6.2.1 Security

There are no security properties on the response message

5.6.2.2 Body
The body element MUST be not be signed or encrypted

5.6.3 Message Processing

The response is passed to the application without modification.

5.6.4 Example (Non-normative)

Here is an example response.

<?xm version="1.0" encodi ng="utf-8" ?>
<soap: Envel ope xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns: xsd="htt p: // ww. w3. or g/ 2001/ XM_Schena" >
<soap: Body>
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<Pi ngResponse xm ns="http://xmn soap. or g/ Pi ng" >
<text> Acne Corp. — Scenario #3</text>
</ Pi ngResponse>
</ soap: Body>
</ soap: Envel ope>

5.7 Other processing

This section describes processing that occurs outside of generating or processing a message.

5.7.1 Requester

No additional processing is required.

5.7.2 Responder

No additional processing is required.

5.8 Expected Security Properties

Use of the service is restricted to authorized parties that sign the attachment. The request
attachment is protected against modification and interception. The response is not protected in

any way.
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6 Scenario #4 — Attachment Signature and
Encryption with MIME Headers

The SOAP request contains an attachment that has been signed and then encrypted. The
certificate associated with the encryption is provided out-of-band to the requestor. The certificate
used to verify the signature is provided in the header. The Response Body is not signed or
encrypted. There are two certificates in the request message. One identifiers the recipient of the
encrypted attachment and one identifies the signer. This scenario contrasts the first three
scenarios in that it covers MIME headers in the signature and encryption. This means that it uses
the Attachment-Complete Signature Reference Transform and Attachment-Complete
EncryptedData Type.

Aside from these two changes, this scenario is identical to Scenario #3.

6.1 Attachment Properties

This section specifies the attachment properties BEFORE security operations are applied. The
Content-Type of the attachment MUST be text/xml. The Content-Transfer-Encoding MUST be
8bit ASCII (8bit). The attachment MUST have a Content-ld header that uniquely identifies the
attachment. The generation of the Content-Id header is out of scope. An example of what the
attachment may look like before encryption and signature is shown as follows:

--enc-si g- header s- exanpl e

Cont ent - Type: text/xm; charset=UTF-8
Cont ent - Tr ansf er - Encodi ng: 8bi t
Content -1 D: <enc-si g- header s- exanpl e>

<?xm version=1.0" encodi ng="utf-8"?>
<somexm / >

6.2 Agreements

This section describes the agreements that must be made, directly or indirectly between parties
who wish to interoperate.

6.2.1 CERT-VALUE

This is an opaque identifier indicating the X.509 certificate to be used. The certificate in question
MUST be obtained by the Requester by unspecified means. The certificate SHOULD NOT have a
KeyUsage extension. If it does contain a KeyUsage extension, it SHOULD include the values of
keyEncipherment, dataEncipherment and digitalSignature.

The Responder MUST have access to the private key corresponding to the public key in the
certificate.

6.2.2 Signature Trust Root

This refers generally to agreeing on at least one trusted key and any other certificates and
sources of revocation information sufficient to validate certificates sent for the purpose of
signature verification.

6.3 Parameters

This section describes parameters that are required to correctly create or process messages, but
not a matter of mutual agreement.

No parameters are required.
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6.4 General Message Flow

This section provides a general overview of the flow of messages.

This contract covers a request/response MEP over the HTTP binding. SOAP 1.1 MUST be used.
The SOAP envelope MUST be wrapped in a SOAP Message Package as specified by [SwA].
The Content-Transfer-Encoding for the encrypted attachment MUST be base64. As required by
SOAP 1.1, the SOAPAction HTTP header MUST be present. Any value, including a null string
may be used. The recipient SHOULD ignore the value. The request contains an attachment,
which is signed and then encrypted. The certificate for encryption is provided externally to the
requestor but conveyed in the request message. The attachment is encrypted with a random
symmetric key that is encrypted with a public key certificate. The certificate for signing is included
in the message. The Responder decrypts the attachment using its private key and then verifies
the signature using the included public key certificate. If no errors are detected it returns the
Response with no security properties.

6.5 First Message - Request

6.5.1 Message Elements and Attributes

Items not listed in the following table MAY be present, but MUST NOT be marked with the
mustUnderstand="1" attribute. Items marked mandatory MUST be generated and processed.
Items marked optional MAY be generated and MUST be processed if present. Items MUST
appear in the order specified, except as noted.

Name Mandatory?
Envelope Mandatory
Header Mandatory
Security Mandatory
mustUnderstand="1" Mandatory
BinarySecurityToken Mandatory
EncryptedKey Mandatory
EncryptionMethod Mandatory
KeylInfo Mandatory
SecurityTokenReference Mandatory
CipherData Mandatory
ReferencelList Mandatory
EncryptedData Mandatory
EncryptionMethod Mandatory
CipherData Mandatory
CipherReference Mandatory
Transforms Mandatory
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Transform Mandatory
BinarySecurityToken Mandatory
Signature Mandatory

Signedinfo Mandatory
CanonicalizationMethod Mandatory
SignatureMethod Mandatory
Reference Mandatory
Transforms Mandatory
Transform Mandatory
SignatureValue Mandatory
KeylInfo Mandatory
Body Mandatory
Ping Mandatory

6.5.2 Message Creation

6.5.2.1 Security

The Security element MUST contain the mustUnderstand="1" attribute.

6.5.2.2 BinarySecurityToken

The ValueType MUST be X509v3. The EncodingType MUST be Base64Binary. The token MUST
be labeled with an Id so it can be uniquely referenced. The value MUST be a PK certificate
suitable for encrypting the content. The certificate SHOULD NOT have a KeyUsage extension. If
it does contain a KeyUsage extension, it SHOULD include the value of keyEncipherment and
dataEncipherment.

6.5.2.3 EncryptedKey

The EncryptionMethod MUST contain the Algorithm attribute. The algorithm MUST be RSA v1.5.

The Keylnfo MUST contain a SecurityTokenReference with a Reference child that points to the
X.509 certificate of the recipient. The Reference child should point to a relative URI which
indicates the BinarySecurityToken containing the certificate which will be used to decrypt the
symmetric key.

The CipherData MUST contain the encrypted form of the random key, encrypted under the Public
Key specified in the specified X.509 certificate, using the specified algorithm.

The ReferenceList MUST contain a DataReference which has the value of a relative URI that
refers to the EncryptedData element that refers to the encrypted attachment.

6.5.2.4 EncryptedData

The EncryptedData element refers to the encrypted attachment. The Type attribute MUST be
present and it MUST have a value of #Attachment-Complete. The EncryptedData element MUST
be referenced by the ReferenceList element in the EncryptedKey element. The EncryptedData
MUST have a MimeType attribute with the value of text/xml.
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6.5.2.5 EncryptionMethod
The encryption method MUST be Triple-DES in CBC mode.

6.5.2.6 CipherData

The CipherData MUST refer to the encrypted attachment with a CipherReference element. The
CipherReference element MUST refer to the attachment using a URI with a cid scheme. The
CipherReference must have a Transforms child with a single Transform sub child with the value
of #Attachment-Content-Only-Transform.

6.5.2.7 BinarySecurityToken

The ValueType MUST be X509v3. The EncodingType MUST be Base64Binary. The token MUST
be labeled with an Id so it can be referenced by the signature. The value MUST be a PK
certificate suitable for verifying the signature. The certificate SHOULD NOT have a KeyUsage
extension. If it does contain a KeyUsage extension, it SHOULD include the values of
digitalSignature. The Requester must have access to the private key corresponding to the public
key in the certificate.

6.5.2.8 Signature

The signature is over the attachment content only, using the #Attachment-Content-Only-
Transform

6.5.2.8.1 SignedInfo

The CanonicalizationMethod MUST be Exclusive Canonicalization. The SignatureMethod MUST
be RSA-SHAL.

6.5.2.8.2 Reference

The Reference MUST specify a URI using the cid scheme that points to the Content-Id of the
attachment. The only Transform specified MUST be #Attachment-Content-Only. The
DigestMethod MUST be SHA1.

6.5.2.8.3 SignatureValue
The SignatureValue MUST be calculated as specified by the specification, using the private key
corresponding to the public key specified in the certificate in the BinarySecurityToken.

6.5.2.8.4 KeylInfo

The Keylnfo MUST contain a SecurityTokenReference with a reference to a relative URI which
indicates the BinarySecurityToken containing the certificate which will be used for signature
verification.

6.5.2.9 Body
The contents of the body MUST not be encrypted or signed

6.5.2.10 Post Operation Attachment Properties

This section specifies the attachment properties AFTER security operations are applied. The
Content-Type of the attachment MUST be application/octet-stream. The Content-Transfer-
Encoding MUST be base64. The attachment MUST have a Content-ld header that uniquely
identifies the attachment. The generation of the Content-ld header is out of scope. The Content-Id
MUST match the Content-lId before encryption.
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981 6.5.3 Responder Message Processing

982  This section describes the processing performed by the Responder. If an error is detected, the
983 Responder MUST cease processing the message and issue a Fault with a value of
984 FailedAuthentication.

985 6.5.3.1 Security

986 6.5.3.2 BinarySecurityToken

987  The public key in the certificate MUST be used to decrypt the symmetric key. No trust validation
988 of the public key is required. The responder MUST have the matching private key.

989 6.5.3.3 EncryptedKey

990 The random key contained in the CipherData MUST be decrypted using the private key

991 corresponding to the certificate specified by the SecurityTokenReference, using the specified
992 algorithm.

993 6.5.3.4 EncryptedData

994  The attachment referred to by the EncryptedData MUST be decrypted using the encrypted
995  symmetric key.

996 6.5.3.5 Attachment

997  After decrypting the attachment, it should have its signature verified

998 6.5.3.6 BinarySecurityToken

999  The certificate in the token MUST be validated. The Subject of the certificate MUST be an
1000 authorized entity. The public key in the certificate MUST be retained for verification of the
1001  signature.

1002  6.5.3.7 Signature

1003  The attachment MUST be verified against the signature using the specified algorithms and
1004  transforms and the retained public key.

1005 6.5.3.8 Attachment

1006  After the attachment’s signature has been verified, it should be passed to the application

1007  6.5.4 Example (Non-normative)

1008 Here is an example request.

1009 Cont ent - Type: nultipart/rel ated; boundary="enc-si g- headers- exanpl e”;
1010 type="text/xm"”
1011 - -enc- si g- header s- exanpl e
1012 Cont ent - Type: text/xml; charset=utf-8
1013
1014 <?xni version="1.0" encodi ng="utf-8" 2>
1015 <soap: Envel ope xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "
1016 xm ns: xsi ="htt p: // waww. w3. or g/ 2001/ XM_Schena- i nst ance"
1017 xm ns: xsd="ht t p: / / wwv. w3. or g/ 2001/ XM_Scherma" >
1018 <soap: Header >
1019 <wsse: Security soap: nust Under st and="1"
1020 xn ns: wsse="docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssecuri ty-
1021 secext-1. 0. xsd" >
1022
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<l-- This certificate is used for symmetric key encryption -->
<wsse: Bi narySecurityToken

Val ueType="wsse: X509v3"

Encodi ngType="wsse: Base64Bi nary"
xm ns: wsu="ht t phttp://docs. oasi s

open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity-utility-1.0.xsd"
wsu: | d="nyEncCert">M I ... hk</wsse: Bi narySecurityToken>

<xenc: Encrypt edKey xml ns: xenc="htt p://ww. w3. or g/ 2001/ 04/ xm enc#" >
<xenc: Encrypti onMet hod
Al gorithm="http://ww.w3. org/ 2001/ 04/ xm enc#rsa-1_5" />
<Keyl nfo xm ns="htt p://ww. w3. or g/ 2000/ 09/ xm dsi g#" >
<wsse: SecurityTokenRef er ence>
<wsse: Ref erence URI ="#nyEncCert" />
</ wsse: SecurityTokenRef er ence>
</ Keyl nf 0>
<xenc: C pher Dat a>
<xenc: G pher Val ue>dNYS. . . f @=</ xenc: Ci pher Val ue>
</ xenc: G pher Dat a>
<xenc: Ref er enceli st >
<xenc: Dat aRef erence URI ="#encrypt ed- si gned-attachnment" />
</ xenc: Ref er enceLi st >
</ xenc: Encr ypt edKey>

<I-- The EncryptedData portion here refers to content of the attachment

<xenc: Encrypt edDat a wsu: | d="encr ypt ed- si gned- at t achnent - header s"

-->

Type="http://docs. oasi s- open. or g/ wss/ 2004/ XX/ oasi s- 2004XX- wss- swa- profi | e-

1. O#At t achnent - Conpl et e” M nmeType="text/xm ">
xm ns: xenc="ht t p: / / www. W3. or g/ 2001/ 04/ xm enc#" >
<xenc: Encrypti onMet hod
Al gorithm="http://ww.w3. org/ 2001/ 04/ xm enc#tri pl edes-chc" />
<xenc: G pher Dat a>
<xenc: C pher Ref erence URI ="ci d: encsi gn- header s- exanpl e” >
<xenc: Tr ansf or ns>
<ds: Transform
Al gorithm="http://docs. oasi s-open. or g/ wss/ 2004/ XX/ oasi s- 2004XX- wss
profile-1. 0#Attachnent- Content-Only-Transforni />
</ xenc: Tr ansf or ns>
</ xenc: G pher Ref er ence>
</ xenc: G pher Dat a>
</ xenc: Encr ypt edDat a>

<I-- This certificate is used to verify the signature -->
<wsse: Bi narySecurityToken Val ueType="wsse: X509v3"
Encodi ngType="wsse: Base64Bi nary" xm ns: wsu="http://docs. oasi s
open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity-utility-1.0.xsd"
wsu: | d="nySi gCertCert">M I ... hk</wsse: Bi narySecurityToken>

<Si gnature xm ns="http://wwmv. w3. or g/ 2000/ 09/ xm dsi g#" >
<Si gnedI nf 0>
<Canoni cal i zat i onMet hod
Al gorithm="http://ww.w3. org/ 2001/ 10/ xm - exc- c14n#" [>
<Si gnat ur eMet hod
Al gorithne"http://ww. w3. or g/ 2000/ 09/ xni dsi g#r sa- shal"/ >
<Ref erence URI ="ci d: encsi gn- header s- exanpl e" >
<Tr ansf or ms>
<Transform Al gorithm="http://docs. oasi s- open. or g/ wss/ 2004/ XX/ oasi s-
2004 XX- wss- swa- profi | e-1. 0#At t achnment - Conpl et e- Tr ansf or ni'/ >
</ Tr ansf or ms>
<Di gest Met hod Al gorithm="http://wwmv. W3. or g/ 2000/ 09/ xm dsi g#shal"/ >
<Di gest Val ue>QrV. . . dw=</ Di gest Val ue>
</ Ref erence>
</ Si gnedI nf 0>
<Si gnat ur eVal ue>H+x0. . . gun=</ Si gnat ur eVal ue>
<Keyl nf 0>
<wsse: SecurityTokenRef er ence>
<wsse: Ref erence URl ="#nySigCert" />
</wsse: SecurityTokenRef er ence>
</ Keyl nf 0>
</ Si gnat ur e>
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1094 </ wsse: Security>

1095 </ soap: Header >

1096 <soap: Body>

1097 <Pi ng xm ns="http://xm soap. or g/ Pi ng" >
1098 <text>Acnme Corp. — Scenario #4</text>
1099 </ Pi ng>

1100 </ soap: Body>

1101 </ soap: Envel ope>

1102 --enc-si g- header s- exanpl e

1103 Cont ent - Type: appl i cation/oct et -stream
1104 Cont ent -1 d: <encsi gn- header s- exanpl e>
1105 Cont ent - Tr ansf er - Encodi ng: base64

1106

1107 MMdsa59f dsaSDr 5hj dskxhMMdsa59f f ds
1108

1109 6.6 Second Message - Response

1110 6.6.1 Message Elements and Attributes

1111 Items not listed in the following table MUST NOT be created or processed. Items marked
1112 mandatory MUST be generated and processed. Items marked optional MAY be generated and
1113 MUST be processed if present. Items MUST appear in the order specified, except as noted.

1114

Name Mandatory?

Envelope Mandatory

Body Mandatory
PingResponse Mandatory

1115

1116  6.6.2 Message Creation

1117  The response message MUST NOT contain a <wsse:Security> header. Any other header
1118 elements MUST NOT be labeled with a mustUnderstand="1" attribute.

1119  6.6.2.1 Security

1120  There are no security properties on the response message

1121  6.6.2.2 Body
1122  The body element MUST be not be signed or encrypted

1123  6.6.3 Message Processing

1124  The response is passed to the application without modification.

1125  6.6.4 Example (Non-normative)

1126 Here is an example response.

1127 <?xnml version="1.0" encodi ng="utf-8" 2>
1128 <soap: Envel ope xni ns: soap="http://schenmas. xm soap. or g/ soap/ envel ope/ "
1129 xm ns: xsi ="ht t p: / / www. w3. or g/ 2001/ XM_Schena- i nst ance"
1130 xm ns: xsd="ht t p: / / www. w3. or g/ 2001/ XM_Schera" >
1131 <soap: Body>
1132 <Pi ngResponse xm ns="http://xnl soap. or g/ Pi ng" >
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1133
1134
1135
1136

1137

1138
1139

1140
1141

1142
1143

1144

1145
1146
1147

1148

<text> Acne Corp. — Scenario #4</text>
</ Pi ngResponse>
</ soap: Body>
</ soap: Envel ope>

6.7 Other processing

This section describes processing that occurs outside of generating or processing a message.

6.7.1 Requester

No additional processing is required.

6.7.2 Responder

No additional processing is required.

6.8 Expected Security Properties

Use of the service is restricted to authorized parties that sign the attachment. The request
attachment is protected against modification and interception. The response is not protected in

any way.
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Appendix A. Ping Application WSDL File

<definitions xmlns:tns="http://xmlsoap.org/Ping" xmIns="http://schemas.xmlsoap.org/wsdl/" xmIns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/wsdl/soap/" xmIns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wsswssecurity-utility-1.0.xsd"
targetNamespace="http://xmlsoap.org/Ping" name="Ping">

<types>

<schema targetNamespace="http://xmlsoap.org/Ping" xmIns="http://www.w3.0rg/2001/XMLSchema" elementFormDefault="qualified">

<import namespace="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wsswssecurity-utility-1.0.xsd" schemalLocation="http://docs.oasis-
open.org/wss/2004/01/oasis-200401-wsswssecurity-utility-1.0.xsd"/>

<element name="text" type="xsd:string" nillable="true"/>
<complexType name="ping">
<sequence>
<element ref="tns:text"/>

</sequence>
</complexType>
<complexType name="pingResponse">
<sequence>
<element ref="tns:text"/>
</sequence>
</complexType>
<element name="Ping" type="tns:ping"/>
<element name="PingResponse" type="tns:pingResponse"/>
</schema>
</types>
<message nhame="PingRequest">
<part name="ping" element="tns:Ping"/>
</message>
<message name="PingResponse">
<part name="pingResponse" element="tns:PingResponse"/>
</message>
<portType name="PingPort">
<operation name="Ping">
<input message="tns:PingRequest"/>
<output message="tns:PingResponse"/>
</operation>
</portType>
<binding name="PingBinding" type="tns:PingPort">
<soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/http"/>
<operation name="Ping">
<soap:operation/>
<input>
<soap:body use="literal"/>
</input>
<output>
<soap:body use="literal"/>
</output>
</operation>
</binding>
<service name="PingService">
<port name="Ping1" binding="tns:PingBinding">
<soap:address location="http://localhost:9080/pingservice/Pingl"/>
</port>
<port name="Ping2" binding="tns:PingBinding">
<soap:address location="http://localhost:9080/pingservice/Ping2"/>
</port>
<port name="Ping3" binding="tns:PingBinding">
<soap:address location="http://localhost:9080/pingservice/Ping3"/>
</port>
<port name="Ping4" binding="tns:PingBinding">
<soap:address location="http://localhost:9080/pingservice/Ping4"/>
</port>
<port name="Ping5" binding="tns:PingBinding">
<soap:address location="http://localhost:9080/pingservice/Ping5"/>
</port>
<port name="Ping6" binding="tns:PingBinding">
<soap:address location="http://localhost:9080/pingservice/Ping6"/>
</port>
<port name="Ping7" binding="tns:PingBinding">
<soap:address location="http://localhost:9080/pingservice/Ping7"/>
</port>
</service>
</definitions>
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Appendix B. - .Revision History

Rev Date By Whom What

01 2004-09-07 Blake Dournaee Initial version

02 2004-10-18 Blake Dournaee Fixed problems with examples,
specifically the quoting in the MIME
headers

03 2004-10-21 Blake Dournaee Fixed issues with examples. Pushed

base64 encoding to MIME layer and
removed it as a transform. Added
scenario #4.
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Appendix C. Notices

OASIS takes no position regarding the validity or scope of any intellectual property or other rights
that might be claimed to pertain to the implementation or use of the technology described in this
document or the extent to which any license under such rights might or might not be available;
neither does it represent that it has made any effort to identify any such rights. Information on
OASIS s procedures with respect to rights in OASIS specifications can be found at the OASIS
website. Copies of claims of rights made available for publication and any assurances of licenses
to be made available, or the result of an attempt made to obtain a general license or permission
for the use of such proprietary rights by implementors or users of this specification, can be
obtained from the OASIS Executive Director.

OASIS invites any interested party to bring to its attention any copyrights, patents or patent
applications, or other proprietary rights which may cover technology that may be required to
implement this specification. Please address the information to the OASIS Executive Director.

Copyright © OASIS Open 2004. All Rights Reserved.

This document and translations of it may be copied and furnished to others, and derivative works
that comment on or otherwise explain it or assist in its implementation may be prepared, copied,
published and distributed, in whole or in part, without restriction of any kind, provided that the
above copyright notice and this paragraph are included on all such copies and derivative works.
However, this document itself does not be modified in any way, such as by removing the
copyright notice or references to OASIS, except as needed for the purpose of developing OASIS
specifications, in which case the procedures for copyrights defined in the OASIS Intellectual
Property Rights document must be followed, or as required to translate it into languages other
than English.

The limited permissions granted above are perpetual and will not be revoked by OASIS or its
SUCCEeSSOrs or assigns.

This document and the information contained herein is provided on an “AS IS” basis and OASIS
DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO
ANY WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE
ANY RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE.
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